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; <> DiG 9. 3. 6-P1-RedHat-9. 3. 6-4. P1. el5_4. 2 <> +dnssec @192. 168. 200. 130 www. jprs. jp
a

» (1 server found)

., global options: printcemd

; Got answer:

»» —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 14593

;, flags: gr rd r0UERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1
»» OPT PSEUDOSECTION:

; EDNS: version: 0, flags: do; udp: 4096

;> QUESTION SECTION:

sWww. jprs. jp. IN A

;> ANSWER SECTION:

Www. jprs. jp. 900 IN A 192.0.2.1

WWW. jprs. jp. 900 IN RRSIG A 8 3 900 20101225232004 20091225222004
14883 jprs. jp. VizFF1EuRocTXsrACbU52G5YQi8CAEhxzwFrSoHgv8+PgXeXD3 jhXsqe
KXtZQ1zUEYKVMgh js/CkOLeLG7wOV4z20KhkQ70TVTVc/Qqa8fnpQhbZ
B3TytXng3Zk025UcbH6u jwdc | YSCTKGexn3iadtm1XCuGb2xDUOhPsc+ Sy0=

;5 Query time: 151 msec

»» SERVER: 192.168. 200. 130#53 (192. 168. 200. 130)
»» WHEN: Tue Aug 17 15:43:51 2010

.y MSG SIZE rcvd: 223

ViEiRIHE F-27. RRSIG L' = — FOAMWIMKE T 7 0 — NV RRBERL L V% THDLHZ &
ViERHE F-28. RRSIG V22— FOEMAMBLE 7 4 — /v RRBERZ L VAT THDH Z &
[root@centos “]# dig +dnssec @192.168.200.130 jprs. jp SOA

; <O> DiG 9. 3. 6-P1-RedHat-9. 3. 6-4.P1.el5_4.2 <> +dnssec @192. 168.200. 130 jprs. jp SOA
; (1 server found)
;, global options: printemd

;» Got answer:
v+ —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 50086

., flags: ar rd rUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

; OPT PSEUDOSECTION:

- 18 - JPRS-5-540-201009-0001



; EDNS: version: 0, flags: do; udp: 4096
;7 QUESTION SECTION:
;jprs. jp. IN SOA

;» ANSWER SECTION:

jprs. jp. 900 IN SOA ns. jors. jp. root. jprs. jp. 1 3600 900
604800 900

jors. ip. 90 N RRsIG ((SOR)8 2 900(20101225232008

14883 jprs. jp. EDXMyT8SJMbntpEHLRNMO37GzpVONWF jkTVWJVbEW2SOPzMFNaeyERD2
Wnr1RaDg11xYYDSotg1 IsmSFST1CJmS1g2iFS3KTDU2MSTQH/qjZjlyd

wNC/oWYnXLtol IhJRD+Afg4BgEwQ9Y i fOKCwT/VrpRj4rO0poKTS+I I1sx Nzl=

v Query time: 19 msec

»» SERVER: 192.168. 200. 130#53 (192. 168. 200. 130)

»» WHEN: Tue Aug 17 16:03:19 2010

.y MSG SIZE rcvd: 247

ViERIER F-47. DS L a— RO 7 /L3 XAFRET 5 DNSKEY L a— Ko b0z —
T HRE
ViERHHE F-49. DS La— ROX A V= X MIxtind 2 DNSKEY L a— ROED /Ny &
2 THHNE

[root@centos “]# dig +dnssec @192. 168.200. 130 secure. crisp. jp DNSKEY

; <O> DiG 9.3.6-P1-RedHat-9. 3. 6-4.P1.el5_4. 2 <> +dnssec @192. 168. 200. 130
secure. crisp. jo DNSKEY

; (1 server found)

;; global options: printemd

;, Got answer:

»» —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 29418

;, flags: gr rd r QUERY: 1, ANSWER: 6, AUTHORITY: O, ADDITIONAL: 1

»» OPT PSEUDOSECTION:

; EDNS: version: 0, flags: do; udp: 4096

;> QUESTION SECTION:

;secure. crisp. jp. IN DNSKEY

;; ANSWER SECTION:
secure. crisp. jp. 3600 IN DNSKEY 256 3 8
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AwEAATGAwdnb94WE8r ST4J23L0qir0g0eke | TguDf+XuAedG/ IXT33k7
| sHeUREh1¢c98snoT jeOkWLYALaR1f+P5XfSUEkX8+haNACVb+9s/2ZHD
QzYTHoBd9GSOV i EJCSagD1DgF3/XsfHaQ8Qu2w3uEp | K1SDz2V+t3m3HD
mGk1go0SQAzTgbxFW3xn | ebvRzGIBELANnrLww89bv0YGdtycdTcQ/25N |
6d8G76BBpVJHWA4CohxP | xkDgR5BCg | BkWtx208L | 8tdBAsFPNp7KuaAr
csm/E516p1Qbi 1PKLCuFp1ntOnZMprnPwo3fe06ixNzov jogVfTMt5GM
secure. crisp. jp. 3600 IN DNSKEY 257 3 8
AwWEAAbbVYKYDNiGzdhCaUYN74un|JUMOa6T8dj11vaCUGXc88SHJaYno
jp7BU+GS jFvC1/GOAZ8tQ/ jiT2zbz5uUEg320dC/SsX2gmzC41gTLTOZ
44fQo/Ap3vSr9ED | PxES405G1T042SPheBZwY7Tnb71QSRINST lotsOpM
TrgS4S018c/HfRc/VGgBa4DJ6GmcP+H73GD8baR9I5SCmwVAXUAVPEL i B9
JkKXEOhxRxUXz i AXTA2TTO05m6AAW/yatyulgvmSgnvDKswu2aFbEFVh
864z jE6YEQ j3Si8xh|rYJFt/+qdvDZ5XPLRAFqbBO4HsX i Pap4hTYpKs
secure. crisp. jp. 3600 IN DNSKEY 257 3 8
AWEAAd1byrZ98iVpSts+jsCmw2oUCazr jml 3N8mDuf7r2QyhX8FeDTIC
047gCxY4vgM37wPU772wuku INPOzAAU3HPDbb | YpaHYgkAav jNv6bal i |
kZbgaGoc | XmQnDWuwLoZWBEBpkDcURX6z | taMoJdrDéw+VJOgCRKEJ35
Zhbyat2hxysnHUiHjrAOgXv2tq8FgemZP7we [68YmHe9 1960uSG jS6Yy
K9zLo|TcJ8F3DV1Hzg jLsfThRngvv/DoiGRJIKGA5pvG1SzzgCcsOTmZV
VOfuVSzKAc,/moiH3vJkpKH3ZbgZEq/sup9heVYwl 187TQfBgnSObYoZ8
secure. crisp. jp. 3600 IN RRSIG  DNSKEY 8
20100816170201 41014 secure.crisp. jp
bJNzsVUMERTq6DyOLZeo ji5SQD j iKC57sOEUOb6SKKTZ i AfssznkFoKU
0TEg/QbW5Dg0AONgzBRPdAL ftRdTkL50zJW3C5ahgZKKRXaG3fycfPNdN
nHvz69AJWAx01CS/pAbgrg7SUK [ anvxAQah5UXFaGR2CTeY8PH+n0 jd2
pFZlublutFY9sdxsPDRU4TEQSLsfpUhCPnCIPL1bETVZzcSESWPOO6UBO
QRZ/z58T5vt0i9h5d jfLtnWVHTXSUasSuR6yrU/9dva+qEUbWJE+szFv
T4H4m3aEcA9 jXBh|18Vplaty8AaMdWgTpaHyF | LyupdCWLH7V+TfzyMv |
secure. crisp. jp. 3600 IN RRSIG ~ DNSKEY 8
20100816170201 52567 secure.crisp. jp

ysdQABVvLHU8 jtX+HR8Jnw/r OPFKMoJWge3DwA3vM I vEqCpVJrS4xFps
k156G56hX0 1 fPSJL17bw3T8gQukYQKO6dJuL5X | 7LkmndDWMZp0C5Q0gq
JKkJc4mBrOhvsNmgMssHRgs+F InSkHV9ztLquUSP9 | kD5zNtFzu8Ppml|
Uc2t3 juVwUfTgUTruAU302zHKdtB3g | cwD47hfbmEg3C5k88+bPePAY4
jBz/ki3k2c |DFXHMOPbzReBQO0i0B2 | uA91GtfXwTv7J4bFN7QSVBLS
ev1bSM7Fpz3RZ7IRo jLvmWI fnTzaptSHBTL7ahKo8PkXU3m6taXmRMGw
secure. crisp. jp. 3600 IN RRSIG  DNSKEY 8

9DpKAenW1Hk=

kBt+21VqUxM=

bW+teSV46p0=
3 3600 20100913170201

LS63HQ==
3 3600 20100913170201

|8BshQ==
3 3600 20100913170201

- 20 -

JPRS-5-540-201009-0001



20100816170201 55533 secure.crisp. jp
LgGzInPUF4cZAf/bsBnHrOfXGoXYor 791 IBxUgCkEwK2gxA8 | co2KvdR

dk i xWaqJR6uq3WDXQq1281sEznbfgXzzkL9Aug1bC19aPPxG9tnKccEf6
VVSLF4XZ541c0HZs0te4c5AJREbAQMKktCZ5¢dTIBYNG I 1ixzSL5nDTGe
0CbGHUACGLK6A6 IMaS05¢9s j36z6rYO3bUJc10BeLQsy7n91Zkb0 jHrq
PcXCFviJ8s/drSq7SdJ8zzMHb Ins308pq | 2NhznVTZf36NOBf5dal6/f

2DU7 javf8FggWo2 I BvK/EGpuURed97BoDsXGmbgwQN4pM4r 7TgZhcJRJ NCq88g==

v Query time: 23 msec

»» SERVER: 192.168. 200. 130#53 (192. 168. 200. 130)
5 WHEN: Tue Aug 17 16:29:21 2010

»» MSG SIZE rcvd: 1781

VHERIEH F-85. EX% =2 U T o571 Y 33 EDNSO (12 L5 UDP@ENRIRETH 5
&
VHERIEE F-86. EXx =2 UT ka7 /LY Y 8E 1220 34 R UDP R v b— %R
—hrLTWWBHZ L
WHEERIEE F-87. ¥ 2 U T 4 5h& 70U YL RE 4000 234+ UDP A v —P % HiR
— b &

[root@centos “]# dig +dnssec @192.168.200. 130 crisp. jp DNSKEY

; <> DiG 9. 3. 6-P1-RedHat-9. 3. 6-4. P1. el5_4. 2 <> +dnssec @192. 168. 200. 130 crisp. jp

DNSKEY ;5 Truncated, retrying in TCP mode. | &9

; (1 server found) Ryt URFET ST

;; global options: printemd
;, Got answer:

;» —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 15040

, Tlags: qr rd ra ad; QUERY: 1, ANSWER: 7, AUTHORITY: O, ADDITIONAL: 1
;> OPT PSEUDOSECTION:

; EDNS: version: 0, flags: do;

;> QUESTION SECTION:

;crisp. jp. IN DNSKEY

;> ANSWER SECTION:

crisp. jp. 120 IN DNSKEY 256 3 8

AwEAAar S/K6aW3SzFgYFbXYS10STYCACKP1dEW6/p1S|cwZvsUf iBrzV
i4FGgo | 1mBnCgy71h5teGNNIMA | gMpXG2f0cGFdSsq05DRsfPeu1f9Vr
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0/YZ21 jE/ORZOvrH/ i Smp1WhZN9wIr | JcPbNFDTkaMWIDbR4ZVAKiHyD C5uinelt

crisp. jp. 120 IN DNSKEY 256 3 8
AwEAAdCB3Q0Z5tVML jZ0 I Xzh7E2ym jNf5ulUgXXmOkBJN3+J2 1 1GU118

QoncJxDP4ytG jFsLemaimfa+PhlpgUy | 3YAZn | Im+bRFt8fieF/gt3uk
g9H7nA+kb44Puydmp/ iFhzOr A8uq9LkKCD/5VLnrnK+awNs3k8HnPmCr 4EIFSKI13

crisp. jp. 120 IN DNSKEY 257 3 8
AwEAAbQJK+no7FHAm9eeW|F2DA 1QBS imcuK8hOD j3BDMZS5s4Svv2mxo

ebP5zUtoe | 3Ewhv2dRfB0znZMUvC6HIgG7 | F5h9VDdKmH4071TL/yycp

2C0J7U0r +xvaJLfMkx20dPRBS4x | K+5xk 7XMRcfcwXx34eQTgPUa8+ye

FvRNc | zHg0gVA9/N/ i Z94wUMSxW1y4YyEONmVtHbVyssUSDAP7yzYc/F
5BEHtXdvxmapQ4LRIV4Z8p7V8rmk I L4A0JRRB708AxWr xM7y4RNHr /6V0
nMRCXT6G1Ee7SaBFAw183 juDv IwOD jtHPO jOgdoQWpPSe7cNDd16xLAd TIAT3RML2PE=

crisp. jp. 120 IN DNSKEY 257 3 8
AWEAAdtNcWMzNhB6frxTiy/sNItspZ | fchONogqUNDx3uP33ss | xGgdKs
3W2hSpweK6PwMW/hF i yYwbnfrHK3pmZ [P6Py |H1femxtLyU20zvAYUDS
U4gbeo71YteyOxNaB | FAUMUXGm2KZ jUeuN/21S2iZ jQEYYa/ewlstdsd

ZRzt jB/euTz1|sffMap5CqiJQyS6Awc84LwafYzFxTs93MnuoNogp9 IM
G/wM6BvEgMvkC5HOAgsL+vxM/BuxcFdX0lug29weV92uK02cZUwtct81
+z1Ld/E7TkQhtnVZ0ZRFrg4CDuYsBJPwm1rec8E4AWX91UkPWaMOgHDmOW doe+0QMWobc=

crisp. jp. 120 IN RRSIG  DNSKEY 8 2 120 20100901104857
20100802104857 10770 crisp. jp. jnhD5yy42Qew3Vd/Ee4fQuANx6pLrJcknpRREtoqGOfwY8xZf3+WtqUy
Rwk0eb3i4+1Etm|+4LeL4dsct159v [ EWMwwMAXn9bdL/no2yBapeqgfoK

r foMr SNCHTgPtHX63CG j1r iEqx/MI1tDPxZiG6yvG/RKehztyS j8cNW8V 9Jg=

crisp. jp. 120 IN RRSIG  DNSKEY 8 2 120 20100901104857
20100802104857 42817 crisp. jp. CLg1CCTI 15U5rXMxYc7YECDWROuaGsHw/z1nojz19rVsZUxes7s6Q1R
ToZ2JvhurINiyXcwF s8uCWhVB4oSKVgPwnWE2bUhOL7vRfmJdsKSy3Jv
m56xYxiTu/8QAN9YsxX jg+bDgTKr xAdoZJX1nQHhOUmMLKOWa+M9vgPezZ

JZOTLVMVE | enOArzaVmVh2wv40qCci /HA i vrDpWmkNBNrF | scgusMOzd

/tawQh15N42g+Gr YU1giKQq3NH8bpLSFLaWr VWK+5q2Ti1J/pmX39W0e
oyzq60u/KSwGKaK3ebT0+hyyd3HQ8ZkZqo | ZXEWfYsVcgS|cpGXL2 lux 88x+Gg==

crisp. jp. 120 IN RRSIG  DNSKEY 8 2 120 20100901104857
20100802104857 46627 crisp. jp. ZZTAtUpOUJACTLKYZm/41cC6b6bnR6L+cSaR1fTrh8y5PvC+jbGVZU1P
kYZhdfKO/ui | I sboULvD126eA0Shy3Di55e8PQ1sbA1gLUzbS+KvbpSy
30aQcdyJ2ZhFfLt2heHST 1 1'YuE/wNMODZE | LZG40GELchNg5c | wBnAg2
pj034HwK41//IMAEFZRg7fue | tL7xAes1QEnMFOR7tRQv/WiG5D825WV

e |Ud16uPangoOW1 iWR/JEVCMfaxpa87rP8kgSu7HD I LAZMT 7W6DqO09P j

GP+Y9 1 yFYwL7wxWMvHeG62z0 jBzTDzDnD IRa/LJmlvog4UMuBCJC/R3Ze Rz28/Q==
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77 Query time: 22 msec
;» SERVER: 192.168. 200. 130#53 (192. 168. 200. 130)
7 WHEN: Tue Aug 17 16:44:01 2010

.. MSG SIZE rcvd:

VHERIEE F-130. EX = U7 4 xts 70U YA NTEdRWEbEo DO By MIBED L
T BRMRBICBNTEDOE Y FE2REL TS Z &
[root@centos ~J# dig @192.168.200.130 www jprsjp A

; <> DiG 9. 3. 6-P1-RedHat-9. 3. 6-4. P1.el5_4.2 <> @192. 168. 200. 130 www. jprs. jp A
; (1 server found)

;; global options: printemd

;; Got answer:

.+ —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 1864

., flags: agr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 0

;7 QUESTION SECTION:
TWWW. jprs. jp. IN A

;' ANSWER SECTION:
WWW. jprs. jp. 900 IN A 192.0.2.1

;7 Query time: 868 msec

»» SERVER: 192.168. 200. 130#53 (192. 168. 200. 130)
;> WHEN: Tue Aug 17 17:02:34 2010

;> MSG SIZE rcvd: 45

Tyl aDHFDOHESR
Infoblox > set dns flush all

Infoblox > show dns cache

; Start view default

; Cache dump of view 'default’ (cache _default)

$DATE 20100817080328
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, secure

86345 INNS p.
86345 INNS a.

, secure
86345 RRSIG

Fyzz8fPPVgpDkyUAMOPQbMk /0e8= )
~m§~

; glue

root-servers. net.

root-servers. net.

NS 8 0 86400 20110712091518 (
20100712081518 40509 .

U5 ImzncDTyS3Up+rdFZn|V+gPwi1KA | htvbFb
CtR7VyAvYWP529nf08+pKC6tBqZU IWSLE INE
6607LfBnovzobYNpugaCGUQcXWndFW1VZOM+i
oGpUazpJowpcScd15Xtbm5h9DN5+9Wa2YQnM

ns. jprs. jp. 86345 A 203.178.129.8

; pending-additional
845 RRSIG A

8 3 900 20101225232004 (
20091225222004 14883 jprs. jp
vLk2grQhX9z29iZQE6+xkbZy4JSdDbebe2Zz
WONn3HKVhOYvwspKodWctgRTvLBuy9Md | /eBB
rvb21NiosZnuX0/cug/tDb jKxux j7sdMMVr+
cXdoQzHuhSA4 1 TuiG+Vn96Eu9wXywby jP2Ap
R8am3 j71+v9/SiKh4WHIKPwFot0= )

; glue
86345  AAAA 2001:200:132:3::8
; pending-additional
845 RRSIG ~ AAAA 8 3 900 20101225232004 (
20091225222004 14883 jprs. jp
hVnPupbvUGO I J IMI Jgdb1QLTZidfc1r1215n
c04PHFeX73NtMRanxzV39JEJBarN2pAw jTto
9KBZ/ETvp2/5QCMfSa8sH|ex1Reew9sRtgBC
iDr/D8rVn7WeDgUF9xY7Mrb616bMrcoMLyBY
j7xsJTaTHNrRnGWxefcROuBO5 10= )
, secure
Www. jprs. jp. 846 A 192.0.2.1
, secure
846 RRSIG A 8 3 900 20101225232004 (

20091225222004 14883 jprs. jp
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VizFF1EuRocTXsrACbU52G5YQ i 8CQEhxzwFr
SoHgv8+PagXeXD3 jhXsqeKXtZQ1zUEYKVMgh j
s/CkOLeLG7wOV4z20KhkQ70TVTVc/Qqa8fnp
Qh5ZB3TytXng3Zk025UcbH6u jwdc | YSCTKGe
xn3ia4tm1XCuGb2xDUOhPsc+Sy0= )

~ME~

; Bad cache

; Dump complete
ViEEBIEE F-147. B =2 U T o5 a 70U VoL@ 1P &1 IPv4 > ve )N b 53, 79
A FENTZUDP Ny F&EIE L ABTERIFIUIR 520
Infoblox > ping 203.178.129. 26 packetsize 1472
pinging 203.178.129. 26
PING 203.178.129.26 (203.178.129.26) 1472(1500) bytes of data
1480 bytes from 203.178.129.26: icmp_seg=1 ttl=51 time=12.9 ms
1480 bytes from 203.178.129.26: icmp_seg=2 ttl=51 time=12.2 ms
1480 bytes from 203.178.129.26: icmp_segq=3 ttl=51 time=12.9 ms
1480 bytes from 203.178.129.26: icmp_seg=4 ttl=51 time=12.6 ms
1480 bytes from 203.178.129.26: icmp_seg=b ttl=51 time=12.6 ms

— 203.178.129.26 ping statistics —
5 packets transmitted, 5 received, 0% packet loss, time 4019ms
rtt min/avg/max/mdev = 12.282/12.695/12. 968/0. 250 ms

[root@centos “]# dig +dnssec @192.168.200. 130 crisp. jp DNSKEY

; <O> DiG 9.3.6-P1-RedHat-9. 3. 6-4. P1. el5_4.2 <> +dnssec @192. 168. 200. 130 crisp. jp
DNSKEY

; (1 server found)

;. global options: printcmd

;; Got answer:

»» —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 15054

;,» flags: ar rd ra ad; QUERY: 1, ANSWER: 7, AUTHORITY: O, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags: do; udp: 4096
; QUESTION SEGTION:
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;crisp. jp. IN DNSKEY

;» ANSWER SECTION:

crisp. jp. 8 IN DNSKEY 256 3 8

AwEAAar S/K6aW3SzFgYFbXYS10STYCACKP1dEW6/p1S1cwZvsUf iBrzV

i 4FGgo | 1mBnCgy71h5teGNnIMA | gMpXG2f0cGF dSsq05DRsfPeulf9Vr

0/YZ21 jE/ORZOvrH/ i Smp1WhZN9wIr | JcPbNFDTkaMWIDbR4ZVAKiHyD C5uinelt

crisp. jp. 8 IN DNSKEY 256 3 8
AwEAAdCB3Q0Z5tVML jZ0 I Xzh7E2ym jNf5ulUgXXmOkBJN3+J2 1 1GU118

QoncJxDP4ytG jFsLemaimfa+PhlpgUy 1 3YAZNn| Im+bRFt8fieF/gt3uk
g9H7nA+kb44Puydmp/ iFhzOr A8uq9LkKCD/5VLnrnK+awNs3k8HnPmCr 4EIFSKI13

crisp. jp. 8 IN DNSKEY 257 3 8
AwEAAbQJK+no7FHAm9eeWIF2DA1QBS imcuK8hOD j3BDMZS5s4Svv2mxo

ebP5zUtoe | 3Ewhv2dRfB0znZMUvC6HIgG7 | F5h9VDdKmH4071TL/yycp

2C0J7U0r +xvaJLfMkx20dPRBS4x | K+5xk 7XMRcfcwXx34eQTgPUa8+ye

FvRNc 1 zHg0gVA9/N/ i Z94wUMSxW1y4YyEONmVtHbVyssUSDAP7yzYc/F
5BEHtXdvxmapQ4LRIV4Z8p7V8rmk I L4A0JRRB708AxWr xM7y4RNHr /6V0
nMRCXT6G1Ee7SaBFAw183 juDv IwOD jtHPO jOqdoQWpPSe7cNDd16xLAd TIAT3RML2PE=

crisp. jp. 8 IN DNSKEY 257 3 8
AWEAADtNcWMzNhB6frxTiy/sNItspZ|fchONogUNDx3uP33ss | xGgdKs
3W2hSpweK6PwMW/hF i yYwbnfrHK3pmZ [P6Py |H1femxtLyU20zvAYUDS
U4gbeo71YteyOxNaB | FAUMUXGm2KZ jUeuN/21S2iZ jQEYYa/ewlst4sd

ZRzt jB/euTz1|sffMap5CqiJQyS6Awc84LwafYzFxTs93MnuoNogp9 IM
G/wM6BvEgMvkC5HOAgsL+vxM/BuxcFdX0lug29weV92uK02cZUwtct81
+z1Ld/E7kQhtnVZ0ZRFrq4CDuYsBJPwm1rec8E4WX91UkPWaMOgHDMOW doe+0QMWobc=

crisp. jp. 8 IN RRSIG ~ DNSKEY 8 2 120 20100901104857
20100802104857 10770 crisp. jp. jnhD5yy42Qew3Vd/Ee4fQuANx6pLrJcknpRREtoaGOfwY8xZf3+WtqUy
Rwk0eb3i4+1Etm|+4LeL4dsct159v [ EWMwwMAXn9bdL,/no2yBapeqfoK

r foMr SNCHTgPtHX63CG j1r iEqx/MI1tDPxZiG6yvG/RKehztyS j8cNW8V 9Jg=

crisp. jp. 8 IN RRSIG  DNSKEY 8 2 120 20100901104857
20100802104857 42817 crisp. jp. CLg1CCTI15U5rXMxYc7YECDWROuaGsHw/z Inojz19rVsZ1Uxes7s6QIR
ToZ2JvhurINiyXcwF s8uCWhVB4oSKVgPwnWE2bUhOL7vRfmJdsKSy3Jv

m56xYx i Tu/8QAN9YsxX jg+bDgTKr xAdoZJX1nQHhOUmMLKOWa+M9vgPezZ

JZOTLVMVE | enOArzaVmVh2wv40qCci /HA i vrDpWmkNBNrF | scgusMOzd

/tawQh15N42g+Gr YU1giKQq3NH8bpLSFLaWr VWK+5g2Ti1J/pmX39W0e
oyzq60u/KSwGKaK3ebT0+hyyd3HQ8ZkZqo | ZXEWfYsVcgS|cpGXL2 lux 88x+Gg==

crisp. jp. 8 IN RRSIG  DNSKEY 8 2 120 20100901104857
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20100802104857 46627 crisp. jp. ZZTAtUpOUJACTLKYZm/41cC6b6bnR6L+cSaR1fTrh8y5PvC+jbGVZUTP
kYZhdfKO/ui | I sboULvD126eA0Shy3Di55e8PQ1sbA1gLUzbS+KvbpSy
30aQcdyJ2ZhFfLt2heHSTI 1 YuE/wNMODZE | LZG40GELchNg5c | wBnAg2

p j034HwWK41//JIMAEFZRg7fue | tL7xAes1QEnMFOR7tRQv/WiG5D825WV

e lUd16uPgngoOWI iWR/JEVCMfaxpq87rP8kgSu7HD I LAzZMT7W6DqO9P j

GP+Y9 | yFYwL 7wxWMvHeG62z0 jBzTDzDnD IRa/LJml voq4UMuBCJC/R3Ze Rz28/Q==

77 Query time: 0 msec
;; SERVER: 192. 168. 200. 130#53 (192. 168. 200. 130)
v WHEN: Tue Aug 17 17:29:18 2010

.+ MSG SIZE rcvd:

VHEREA F-154. EX 2 VT 45 USET7 AU Y ANGH R E S 1 ODOEETE 5 AKX~
1% DS R EITHAIAD DHERE A FF- T e 720

A U —D— |- g

trusted—keys {

“.” 257 3 8 “AWEAACPMIK4Bg5VWs+R8ARPSx0yV+crdg/kawfraPf | T+rCTRdi43MYX
3kG+XJttkV1C5/FE08yUp jy9dAtSorq0cYXSd66H1UxCa/vwmBEO | pAB
50DZ/xMgGyp/E0ZHvp0g0bNo2 | TKeggnGmU2KvPY foXzgH+oyE4ApaE1
2/GZj1A0004nidD23c4FBzpszZXteeiEA8DWka i cfWLKYy jQ75hm4zbu
FvORg906isY+2SVaL i T ImzmwWvsT6/onftw00qToi i UQNvUdMwN6Qs jF
/dRamFa7ToPPw37ydSfPWstxiPXj3bIWhKOr0Zgdr 6tEwWtu | hDAOWEr Wdgf/bAGZDO=";
}:

NIOS GUI (Z T Trust Anchors % @&

(Grid DNS Properties)
£ Togale Basic Mod Sl
=] e Basic Mode T )
S g
Enable DHSSEC ~ |
General
Key-signing Key | REAMSHA-256NSEC vi|2048 | bt
Forwarders k
Updates Key-signing Key |1 |[yearts) ~]
: Rollover Interval
Dueries
Zone Transfers Zone-signing Key | REASHA-25EBMSECE vi|1u24 | hits
€ Root Hame I
Servers one-sig 1 |[morthis) v
Rollover Interval
£ Sort List
Signature Validity | [
€ Blackhole A W 4 IEEE v
£ Logging Enable DHSSEC validation
€ Host Haming [] Accept expired signatures =
m Trust Anchors + | O
& HXDOMAIN | Secure Entry Point - Algorithm J
Il ] RE&SHA-256 1| swEsLcPMIKABES Y Ys+REARP SOy
v
Cancel Save & Cloze -
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ViERIEE F-194. B2 A& TE4 S 4L REVOKE bit @37 72 DNSKEY (X Revoke &415
VHEBIE H F-196. Revoke X172 DNSKEY |4 trust anchor & L Tl &7z
VHERRIEH F-201. % A ~—HI[R2%E £ 72 581 LWOEEIX trust anchor IZIBINS D Z &
VHERIEE F-202. % A ~—#AMR2 K 5 BiZH LWE#EHT trust anchor (2B ST 2 &
F-194,F-196,F-201,F-202 OB H 2 D\ TIEA IO HAT FBR ClaAatin
VHiERIHE F-229. ¥ — 2 OIEAIZ NSECSPARAM L =2 — RPMFIETH 2 &,
[root@centos binl# . /dig +dnssec @192. 168.200. 130 jp NSEC3PARAM

; <> DiG 9.6.2-P2 <> +dnssec ©192. 168. 200. 130 jp NSEC3PARAM

» (1 server found)

;, global options: +cmd

;» Got answer:

»» —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 34689

., flags: ar rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;> OPT PSEUDOSECTION:

; EDNS: version: 0, flags: do; udp: 4096

;> QUESTION SECTION:

;ip. IN NSEC3PARAM

;> ANSWER SECTION:

ip. 0 IN NSEGC3PARAM 1 0 10 CAFE

ip. 0 IN RRSIG  NSEC3PARAM 8 1 0 20100916030235
20100817030235 54813 jp. kEmt4tYBDaH4pUVNI/M++G3a/QTZQLTwk8QEdVIeCYTTKAdTA8gxMpvw
tMpcxng2swE65XPSPRNWWR i 133Ku4RbCfulCcgC+TpkG7T6y/SKPNgHT

INx jAFKGpXGNdi gyKaet+JrOV9 | tCUmUVL/bs+G8ei50gGSc | J/HAnel
oxRufgbafqsb6ohLzGfegWK+A7BTCJvbR+mpNr3yeazpBamg6aX89fb3w

/3sLaUPr0JCk i f4+Z1GF i Tiv+8vpUiHgZ3uHa j23gCythrhd5r1SBL2Z

QjBvXKLWRUN jN1oVJUNs+34L3ZUDoMM3gPtazapBMmOuK2hiunb jrYNMA ¢5p9ng==

;» Query time: 13 msec
.+ SERVER: 192.168. 200. 130#53 (192. 168. 200. 130)
5 WHEN: Tue Aug 17 20:37:34 2010

; MSG SIZE rcvd: 340
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W =45 5o mi
VRSA/SHA-2 B4, 7 /L3 1) A L~® Infoblox NIOS D%z >\ T
Infoblox NIOS4.3r3 LA D /N—37 5 > CDNSSEC Y — B XY F—LH—3 Fx v
Ya (NP =R INNN) R—=L Y= T AT U —DA AR — ., NIOS5.0r1 LA
ED/N—3 2 T DNSSEC Y — M7 74~V R— L —"OHEDOER, BLhEEL VR —
FLTWET 28, Root DNS T &1 TV % RSA/SHA-2 (SHA-256/SHA-512) E4 7 /L=
U X LOHYAR— MMENIOS5.1r2 206 L 72> TR £,
%1%, Infoblox 777 A 7 2 AIZTC DNSSEC *fIii¥ ¥ v ¥ o pr— A — "% REEHT 2551
%, RSA/SHA-2 B4 T VT Y XA LZYHR— T 5 NIOS5.1r2 LIFED Y 7 h 7 = 7 O A% HE
TN LET,
VELTNAY ZLPAR—BDOYEDF v v ¥ 2% —/3TO Validation K
NIOS4.3r6 T D akERfE
AL — b — 3% RSA/SHA-2 B4, 7 /L =Y X 1% fifi ]

Trusted keys configuration % Trusted Key
& Grid Manager. admin®192 168.100.120
Eie fot G Jools Ywew Windom Helb Zone
10 & [ &- M| secure By Point SEP)
) Home | Crrs |HHONS 5§ DHCP and IPAM £ ARA % File Daswriudion i Admiisteators © Olobal Search Alorithm | 7 NSEC3RSA/SHA-1 v
Key HWEMcPMIKd.B;EUWs*R_EAf
e ®
:

- DNSSEC Zone
[“]Secure Entry Point SEP)
Algorithm | 7 NSEC3RSA/SHA-1 v |

|SHA2#BIRTET |

F4y aH—/\0) DNSSEC Validation 4/ *— T JLLL THREBRTHEUTDLIIZERKT S

Kay
ISECIFSA/SH.  AmEAACPMIABES

BE

- 29 - JPRS-S-540-201009-0001



C:¥dig=dig @192.168.200.120 jprs jp a+dnssec

vz DIG 9.3.2 <<>> @192.165.200.120 jprs jp a+dnssec

(1 server found)

. globa options: printemd _,I SERVFAILAYME 5

 Gotanswer -m—nﬁré
\ -»>»HEADER<<- opcode: QUERY, status: SERVF AL

s flags: grrd ra;, QUERY: 1, ANSWER: 0, AUTHORITY: O, ADDITIONAL: 1

,» OPT PSEUDOSECTION:

. EDNS: version: 0, flags: do; udp: 4096
. QUESTION SECTION:

Jprsjp. N A

 Query time: 187 msec

W WYHEN: FriMay 21 14:07:18 2010
. MSG SIZE revd: 36 ;

May 21 14:11:55 (none) named[23718]: client 192.168.1 23#3712: query: jorsjp IN A +ED

May 2114:11:55 (none) named[23718): validating @0xB85a2258: jprsjp A no valid signature found
May 21 14:11:55 (none) named[23718]: validating @0x85b02c8; jp DS: no valid signature found
May 21 14:11:55 (none) named[23718]; no valid RRESIG resolving 'jp/DSAMN" 203.178.129 5#53
May 21 14:11:55 (none) named[23717]: validating @0x85b02c8: jp DS: no valid signature found
May 21 14:11:55 (none) named[23717]: no valid RRSIG resolving jp/DSAM" 203.178.129 4#53
May 21 14:11:55 (none) named[23717]: no valid DS resolving 'jprs jp/&AN": 203.178.129 9#53

May 21 14:11:55 (none) named[23717]: validating @0x85ae2b8: jprsjp A: no valid signature found
May 21 14:11:55 (none) named[23717]: validating @0x85b02c8: jp DS: no valid signature found
May 21 14:11:55 (none) named[23717]: no valid RRSIG resolving jp/DSAM" 203.178.129 4#53
May 21 14:11:55 (none) named[23718]: validating @0xB5b02c8: jp DS: no valid signature found
May 21 14:11:55 (none) named[23718]: no valid RRSIG resolving 'jp/DSAN" 203.178.129 5853
May 21 14:11:55 (none) named[23718]: no valid DS resolving 'jors jp/&AN" 203.178.129.8#53

FZBR7ZNLINZALT—HOA

" SERVER: 192.168.200.120#53(192.168.200.120) ValidationZ 22 BX
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PRRERERS S0 6
W 0] 6 KB

. 71U Y Ls3(203.178.129.13/203.178.129.15)
or e Y —,3(203.178.129.9/203.178.129.25)

J Router

|

-
By

XPC(Z Z 4 7> MIZIX CentOS5.4 21 [,
BIND-9.7.0rcl A > A h—/L3 5,

192.168.100.0 / 24

W 5] 6 SEHRRE A

TN NN LU ATMHER T — N ENENICK LT, SHICENRENTEL SV OSE
EBHIR LOBARIZONT, 774 T b D DNS ERE LEAS3 om0 7 ¢ v
=B RE LTV —F NN T AT Ly MOS8 T, LT OMREH %
FERETHZEICL, V—FDOEDLE NN DNSSEC OMEEOHHITIZ/R B2 & & ff
L7,

F-85. 2% = U7 ¢ %tz 7 /LU VL33 EDNSO (2 & 5 UDP @EENARETH H Z &
F-86. % = U7 4 57 /L U Y LN E 1220 814 R UDP 2 vk — Y% HHE— kLT

WAHZ &
F-87. % =2 U 45700 1% 4000 2814 D UDP A v b—2 %Y R— h4™
x

A-85. %% 2 U 7 ¢ WISHER Y — 1% EDNSO0 12 L 5 UDP@ENARETH 5 Z &

A-86. 2% = U T ¢ SHGHER Y — /3% 1220 /31 h® UDP A2 vE—Y & AR — KL T
5k

A-87. % = U T ¢ RHGHEE Y — /3% 4000 /XA b @D UDP A vE—T &R — b &
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W = 6 2B R
VIV I NREL D VIR WG D
OB H F-85. 2% = U 7 4 ki 7 v U ¥ L33 EDNSO (2 L % UDP i@ 23 ATRECTH

HT &,

LISEFERD 512 31 MEWZ 2 K5 WA EZ 7Y Y AR LTIT O,
dig =~ KiZ+dnssec 47 ¥ a v & fHF CTHWEDLEEITH,
QORI T VY S RDT RLA,
BLME Y = DY — B ERET D,
La— K& A 7L DNSKEY #{5E 3 5, LAFIZOWTHERT 5,
T oW TR LTz,
Y —Z%9 % DNSKEY L =2— K& RRSIG L 2— RRGEICHFENTNWH I & &
e
JREHEF D MSG SIZE revd: D7 —# 83 512 B2 T\ % Z L 2l
dig =~ ROEITHER DT < FIZ T Truncated, retrying in TCP mode] 73F/Rk X
TVRNZ & R,
JSEREAR D OPT PSEUDOSECTION #0 udp 7% 4096 1272 > T\ % Z & & b,
2.+bufsize=512 4 7' 3 &ML TITH,
PLFIZ oW TR LT,
dig 2~ FOFEITHER DT < TIT 15 Truncated, retrying in TCP mode] 7233/~
SNTVD ZEZER, MOEDLEITHT 22— DISEDT — 2 &) PC b
fEE L7 UDP O RT —# A RAEB2 12129,

O H F-86.2X = U7 4 xf 7 /v U Y LNF 1220 281 @D UDP A v E—T %4
AR—RhLTWBHZ &,

JEERERDS 1220 A P EREZ D X0 RWEDEEZ T AU Y ANIH L TT 9,
LLFIZ oW THERR L 7=,
Y —NZx 3 %5 DNSKEY L2 — K& RRSIG L2 — RRIGRICHEENTNWDL Z L&
e
SIZE revd: D7 — & &8 1220 i 2 T\ 5 2 L R,
dig 2~ > FOFEITHER DT < TIZ T;; Truncated, retrying in TCP mode] N#E /R &
TN & Z R,

OMERIEH F-87. 5% = U T 4 k71U Y L2313 4000 234 R UDP A vtE—U %4
A— T &
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2 — A VIZHID 7 v Y Vo) (FedoralO, BIND-9.7.0rcl) %32 C, MSG SIZE 7% 4000
A D XD ITRIE,
PUFIZ DWW TR LTz,
ISEFERDY 4000 NA FERBZ D XD REWE DY A IEFISEREN GO Z
& Z R

VY RS DI WG D
OfegsRIE A F-85. 2% = UV 7 ¢ xtin 7L U Y L 313 EDNSO |2 L 5 UDP #@{E A w[HE T
5T &,

LIRERRD 512 3 &AL &9 RfnEDEEZ T LY VLR LTT 9,
dig =~ KiZ+dnssec 47 v a & fHF CHWEDEZEIT D
@QORET T NVY S NRDT KL A,
B/ L DY =B ERET D,
La— k%4 71X DNSKEY #4587 5. Bl FIcoV T 5.

PLFIZ oW THER LT,
V' — 2%+ % DNSKEY L = — K& RRSIG L =— RSZEICE TR TR,
dig 2~ FOFEITHER DT < TFIZ T;; Truncated, retrying in TCP mode] N#E /R &
NTWRN T & RS,
A HER . OPT PSEUDOSECTION #o udp 73 4096 (272 - TN 5 = & A HEdR,

O EH F-86.tx% =2 U T X 7 /LU Y LR [E 1220 314 @D UDP A vt —2 %4
j‘~ ]\ [_/—(l/\%)\—ko

F4 0372 MSG SIZE Z K& §5 Z LN TERWIZOHERRTE T,

O H F-87. 5% 2 U 7 (X 7V U Y L3 E 4000 34 @D UDP A vt —2 %4
AR— b &

B2 MSG SIZE # KEL THZLENTERWVW-OMRTET,
VHER Y —N(E4 B 0 )T WAbH
OfezRIEH A-85. % = U 7 ¢ %ok Y — XX EDNSO0 (12 Lk % UDP@{ENA[RETH 5

Z &,

LIRERRD 512 3 P& A D &9 WG DE MR —/NIx L TT 9,
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dig =~ RiZ+dnssec, +norec 47 a v ZfHT CHWEDLEZEIT I,
QOB —/NDT R LA,
BAMGEY DY = HERET D,
La— K% A 71X DNSKEY # &3 5.
LRIz oW TR L7z,
Y —Zx9 % DNSKEY L 2— R & RRSIG L a— FRIGEICHEEN TS 2 & &
e
JEEFER D MSG SIZE revd: D7 — X &3 512 # 2 T\ 5 Z & Zfid,
dig 2~ > FOFEITHER DT < TIZ T;; Truncated, retrying in TCP mode] N#E /R &
TVRN T & R,
JEE & F> OPT PSEUDOSECTION #80 udp 7% 4096 (272> T\ % 2 & &b,

2.+bufsize=512 4 7' 3 &ML TITH.,

PLTFIZ oW THER LT,
dig 2~ FOFEITHER DT CTIZ T35 Truncated, retrying in TCP mode] 7337
SNTVD Z L &R, MOEDLEITHT 22— DISEDT —Z &) PC b
FRE L7 UDP O RT —# A XA&BZ 12129,

OfEFRIEH A-86. 2% = U 7 ¢ XIGHE —/31% 1220 /31 h®D UDP A v & —T %R
—RFLTWBZ &,

JRERER DY 1220 A AR D KO BREAWE DE ZMER Y —NIR L TT 9,
PUFIZ oW TR LTz,
Y —Zx9 % DNSKEY L =— R & RRSIG L a— FRIGEICHEEN TS Z & &
THeRBo
JSEAEAR D MSG SIZE revd: D7 — Z #75 1220 Z 2 TV D 2 & 2 fEE,
dig 2~ > FOFEITHER DT < TIZ T5; Truncated, retrying in TCP mode ] N#E /R &S
TN T & 2R,

OB H A-87. 2% = U 7 1 KIGHER Y — 313 4000 /31 h D UDP X v —Y % ¥R
— bR

T — T AN OMERS — "L TN S B CE R o - - OMER TE T,
VHES Y — (B4 72 LI W& Y

OWERRIAH A-85.% % = U 7 4 StHERH — 312 EDNSO0 < & % UDP IS8 TR T %
ce,
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LISEFERD 512 31 M AR 2 K9 WA OE ZHER Y — IR L TIT 9,
dig =~ KiZ+dnssec, +norec &7 a > &fHT CTRIWADOEZEITH,
@OBUIMER Y — DT L Z,
WD —r DY — 2 EfRET D,
L a— K% A 71X DNSKEY # &3 5,

LRIz oW TR L7z,
V' — x4 % DNSKEY L =— R & RRSIG L =2 — FRIGEICE TR,
dig 2~ > FOFEITHER DT < TIZ T;; Truncated, retrying in TCP mode] N#E /R &
TVRNT & 2R,
JNEREAR D OPT PSEUDOSECTION 0 udp 7% 4096 (272 > T\ % Z & & .

2.4+bufsize=512 47" a U EfHINL TIT 9,

PLRIZOWTHERR L 72,
dig 2~ > FOETRERDOT T TFIC 55 Truncated, retrying in TCP mode] 23%7R
INTVDLZ &R, MWEDLEIZHT 2 —RDINEDT — % 83 PC b
BE L7 UDP O KT — %A X&BZ2 712728,

OB H A-86. 2% = U 7 ¢ RISHEE Y — /N3 1220 /31 b D UDP A v —T & 4R
—hLTWBHZ L,
F4 0372 MSG SIZE Z K& §5 2 LR TERWVIEOMEGETE T,

OfEFRIER A-87. 1% = U 7 1 SSHERY — 7313 4000 /31 R UDP A v &—V &R

BB MSG SIZE Z# REL TAHZENTERWEOMRTET,

W56 5o R

—H T E RS TIHBIZH -T2, V—F DT 4 )V F —HRER L MR AR 7 v
U N Te b NTHERCY — /N2 %F 7 %5 DNSSEC O#fE %, B4 DH 57 LIZHD b b
T TRV iR o T,
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*A%Hb o) %ﬁj 7

W0 7 EBRBEEE

__ DNS Cache Server
= 203.178.129.13

al
r Router
¥ with DNS Proxy

| 192.168.1.0/ 24

i
!,' CentOS 5.5

W45 7 SRR SR
DNSSEC #iEfkesd TIAE D F-85, F-86, F-87 3 L U [RFC5625] DNS Proxy Implementation
Guidelines &% E#H & L CHMAHM T 10— KNV K—& GEARNT, BFERIT) @ DNS Proxy
BEREDRGEZ AT o 72,

W 7 SRS R

(1) OPTRR X° %% Flags Z B iBAYIZALER L T2 Dl & S0,
—  SREREIC W CER AR L,

(2) EDNSO (Zxli L, 1,220 bytes @ Packet Z mblIZALEE T& 2 2 vilad 2 Ehi L 7=,
— BRIV CEEICAEE L TV S k%%;bto

(3) EDNSO (Zxt)i L, 4,000 bytes @ Packet Z b4l T & 2 2 vilad % Ehi L 7=,
—  —HEEREIZ IV CE g &L@Lﬂ%&u\ &R LTz,

(4) TCP Fallback 73]z iénE LT‘/‘%)?.’%%E % FE N L7,
— *ﬁfﬂ%‘é?ﬁl B CTHEUIIHREL T R2WnWZ & 2R Lz,

(5) DNS Cache HHEIZ ?f"i“%ﬁﬁE L7,
—  —{HEREIZ IV T Cache 70 WEREZ KT L TV D Z & 2R LT,

W =67 Ao
— SRR IV T 512byte LA D Packet ZUNCPE T 72\ 2 & K5E RR @ Cache
DI HEAT H EEEDOYE . DNSSEC *ﬁﬁﬁ%é‘%ﬁiﬁ’f% RWEER S A Z L EER LT,
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Cache F¥RE % S24E T%’J}ﬁu\fﬁERRt T TR AETORR% Cache 752 ENEFE LS,
EZEFEENLZ L, Cache BREAZ FEHE LW ENBFEMTHDL EE XD,

(1)

(2)

512byte LA =0 Packet % i G I ZALBEC X 72 U Vi,
512byte DL D)% Packet 215K, 512byte (28] 0 3580 THRIE AT > TV 5 A8,
TC=0 THEELTWA L. ZAZ 7 U VLT TCP Fallback #4795 = & b TX 220,

¥ RR O A% Cache 7% D MIE,

€ RR O Z4% Cache 75525 T, RRSIG RR 2% Cache S/ EEEE L 70 > T
o ZOIRBETHIMHERE D D ATENTHOILZHA1Z Cache L7 RR DA% IHET
%%, Cache Entry 23 E< 72 % (TTL i 1) if“@ﬁzﬁ & DNSSEC #FEA1T 9 Z &%
TERU,
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M RERERR MG R

PEREmERS. 01 1

W] 1 ERRRE

XXX XXX XXX XXX Xen {78
L)V LN
bind9.7.0 2.5GHz
Cent0S4.8 1024MB A€

] BFERIFAT

XXX XXX XXX XXX Xen {738
bind9.7.0 2.5GHz
Cent0S4.8 1024MB AE!)

W 50 1 SEBRRS R
DNSSEC # T B2 Lzt 71Uy _To CPUMHEKR LS. AT EHEOH
. 7 = VAEMEE DK TR T 7=,

W E0 1 SERRG RS (1)

FovlabyhERIEDps

DNSSEC ON
—- DNSSEC OFF

18000
16000
14000 \\
12000 \
10000

\

8000
6000 \

4009 \\
2000 .

100 99 98 97 96 95 90 80 70 60 50
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DNSSEC ON/OFF Mqpstt

100.0%

90.0%

80.0%

70.0%

60.0%

50.0%

40.0%

30.0%

20.0%

10.0%

100 99 98 97 96 95 90 80 70 60 50

W3] 1 EBRRERGE (2)

AEVFERAEDHR

120

——DNSSEC ON 100
—=—DNSSEC ON 99
DNSSEC ON 98
—— DNSSEC ON 97
—*—DNSSEC ON 96
—=—DNSSEC ON 95
DNSSEC ON 90
DNSSEC ON 80
~ DNSSEC ON 70
~+ DNSSEC ON 60
—+ DNSSEC ON 50
~ DNSSEC OFF 100
—— DNSSEC OFF 99
——— DNSSEC OFF 98
—+— DNSSEC OFF 97
= DNSSEC OFF 96
-+ DNSSEC OFF 95
—— DNSSEC OFF 90
—— DNSSEC OFF 80
——DNSSEC OFF 70
—=—DNSSEC OFF 60
—+— DNSSEC OFF 50

100

80

60

40

20
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100gps. F¥¥ v 1byhFEB0%EFD
AEYESDHF ~ DNSSEC ON

— DNSSEC OFF

o v O 1’ O
— AN < IO~
AN AN &N &N N

— = Y= Y= Y= = oy

LSRG oY g Wb Sl )
NSEC3 fiijl, 7=V 23£Z NXDOMAIN DREETIE A E U D 8 7o 72,
DNSSEC ON IfiE, OFF RrZk~27 o= U JUERAE ) 7Y 60%FLEE IS T L7z,
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b mu %ﬁj 2

W 0 2 ERRBEEE

HDI)FLE
N I*‘L?\ I*‘L?\ ﬁgn i1
S 2 {R*8root k18P {RA84E
\ // /
EI\F/ fﬁ‘//é
L)L
Hhe HW T r—a v %2
. . SUN X2100
T N bind-9.7.0 IPv4
Solaris10
0— KNZ Al0networks AX2500 1Pv4 O
7 T A SUN NetraT1 queryperf g | IPv4 D F

W] 2 SERRE SR
JPRS #2fit> DNSSEC MEREMEF FIEE Ver. 1.1 ® 5EFHTFTNED 5> B FIZOWTH v v v
o Y — TR
5. FHHTFNE
5. 1. Validator D%/ 3% — N2 X B ZFEVELOFH]
a) dig | £ % DNS 4 §ifigih & . DNSSEC WaEORER
1. NZ =2k oT, UTOREEZLEET D,
- Validator —/ "D % > NU— 7 FEEZEHT5H, MTU, TCP, 77 7 A )
« Validator — SO ET7 7 A NV EEHLT 5, (DO=0/1, TA DFXFE)
MY — NIRET DY — T — A wEET 5, (ZSK=1024/2048, E4 72 L)
2. ERORRER ., Validator 35 L OMER Y — S5 EE) L TV D AREE T,
Validator —/3 T dig (2 &0 TREOHIZH D 2~ > NI THERZIT S
dig DHNFERE H T, AAIRROKE « BEED LS Z DD D,

BELELOLE
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dig @localhost example.jp. A
ELHY O
dig @localhost +dnssec example.jp. A
b) ZBIfRRNTE B /3% —\ZxF L, Validator OEff &MY —S~D 7 =) NE%
A%,
1. NF =X 5T, @l ry hV =7 BROYV—R"ORELLEET D,
2. Validator #— 3 LT, AMEHHY — L CR) 2B L CPU EHRB L O AT UM
FOFHZ BT 5,
% CPU =, A VMMHE, n— T XL —UREEFHT 222 )7 a2
FERE A
3. Validator 35 X OERE— N T, DSC(DSC Collector) Z# BHE) S H 5,
4. 7 =V 34ER EC queryperf(@EOIC LD AMT A R EITH9, DO By MZk-T
avy FefEngit 5,
1 ATV a SCEEREE ) BB TRE YT 5. FRROBITIE 0.1ms 72D T 10000gps T
EET 2,

DO=0
queryperf -d query.txt -s 192.0.2.1 -1 300 -1 0.1
DO=1
queryperf -d query.txt -s 192.0.2.1 -D -1 300 -1 0.1
5. Az # T/ b Validator 36 X OMERY — N ClE) L 7z Al — 1
/DSC & T SH 5,
FEFIEIZEB W T, fEER L OEHIOM TONRZ = O T TD X 51297 9,

W] 2 SEBRRE R
AHTFIEOS S 5. 1. ®a) ® 1. 1220V T
*MTU, TCP, 777 A> NEOF » NV — V7 FHEERIZONTIL, RBREBRENAREERE L
FJE L TWDTEDEEARRTh o 7o Tz ORI,
« Validator OFXE 7 7 A WEFIZHOWTIL, TA OFRER I L D5 B % AT
MR — N IIHEEE L T 2R T O R FE i,

FHUFIEDS S S 5. 1. @ b) IZ2\T

queryperf |ZTC 5 okt L CFx v v ab vy FLR2WE O RT AN 2V EHETH L
DTERDPoT,

FoTLIEBLTHEFyvatby MEBDLNDIZL Y BAMIEIZL DV — " ~DATN
DEELY BEVWED LY | BAMGEOAEIZ LS — S ~OAMICHERENTIR O
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@dnssec On/Off TD A £ U fHD ki
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[(m]"f Jealelealeal T }
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SoABxxxr l &£ LT OEERRGE % i
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DNS 7774 7 A¥k%s :  Infoblox 1852-A Network Service Appliance
V7 =T N— a3y NIOS 5.1r2-0-98260 $NIOS = Infoblox 777 A 7 > A DN
OS DOIEFR

W 4 SRS SR
V¥ 1 5O Linux B4R — 3K 0D IB-1852-A DNS & v v v =% — Zxf L queryperf % {#
HLT100 2=—27 RAAL DT A M7 Y (www.xxx.co.jp A) % 5 77 E25{E L. 100% cache
hit KT DNSSEC validation 3% & 72 L OIKHE & Validation X EH Y DLGEDT 7747 A
~DE DB R LT,
DNS HAFEBRER AR U — D RSA 2024bit OFRBRERFE A H L, IPv4 7 KL 2D LB %
Fhti L7,
*$DNSSEC 4refEi FIEE ver. 1.2 (270 - 7o fRaEHA B IXARFEHE T,

W SRR 5
KRIEBRTOF v v v a2t —_"~OMEREEEE SV E L TX, DNSSEC validation & €72 L Ok
BE & Validation ;R EH Y % tblk L 7= 4. Validation fRE H 1V OARAE THI 13% DOIERER T 25HE

WT&E T,
DNS 7 = U SZ D RRSIG L 2t — RO A v — I A RIS BIPERE~DEE AL 5. 2 T\W5H 2
Lk ﬁ)ﬁﬁmuf = 7Lx_o

W =0 4 SEERAS BLEEH
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queryperf -D A7z 7plL

1EE 1412384 qps 7754 7> AVH CPU &ff 81%
2 [=lH 142645.4 qps 7 7T A 7 A CPU Afif  84%
3[ElH 1421314 qps 7 T4 7 A CPU &fif  83%
AEE 1418130 qps T T IA T LAY CPU AH  82%
5EIH 1414393 qps 77 I A 7 AFH CPU &4 82%

DNSSEC Validation % &7 L dig W25

; <> DiG 9.3.6-P1-RedHat-9. 3. 6-4.P1.el5_4.2 <> ©192. 168. 200. 130 www. Xxxxxx. co. jp A
. (1 server found)

;; global options: printemd

;, Got answer:

»+ —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 10029

.+ flags: ar rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 0

;> QUESTION SECTION:

T WWW. XXXXX. CO. jp. IN A

;' ANSWER SECTION:
WWW. XXXXX. CO. jp. 861 IN A 192.0.2. 1

7 Query time: 0 msec
;; SERVER: 192. 168. 200. 130453 (192. 168. 200. 130)
7 WHEN: Tue Aug 24 20:44:34 2010

.. NSG SIZE

V1B-1852-A DNSSEC Validation i%¥ & Y 100% Cache hit rate
queryperf -D A7 abHb

1[=H 123276.8 qps T T A 7 A CPU Afif 83%
2lE 1230655 qps T T IA T A CPU A 82%
3[ElH 123418.6 qps 7 T A 7 A CPU &fif  84%
4 [8lH 122981.4 qps 7 T4 7 A CPU &fif  81%
5EE  123616.6qps 77 T4 7 AFH CPU &fF  84%

DNSSEC Validation 3% &7z L dig Ji~Z 451
; <> DiG 9. 3. 6-P1-RedHat-9. 3. 6-4. P1. el5_4.2 <> +dnssec @192. 168. 200. 130
WWW. XXXXX. co. jp A

; (1 server found)
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., global options: printcemd

;» Got answer:

;» —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 25119

;, Tlags: qr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;' OPT PSEUDOSECTION:
; EDNS: version: 0, flags: do; udp: 4096
;; QUESTION SECTION:

s WWW. XXXXX. CO. jp. IN A

;> ANSWER SECTION:

WWW. XXXXX. CO. jp. 666 IN A 192.0.2.1

WWW. XXXXX. CO. jp. 666 IN RRSIG A 8 4 900 20101225225717 20091225215717
24018 xxxxx. co. jp. GPTQObu3iCAksBwI|5qAo+epHdEul fnA8dYWEMWGWLpt fwMpZ/ndaYnur
GKc2MQh6zD5Q8RFFpdZr XWOWr gWOWS T frySmmr daEQxhS i bmsoshw3GA

ymaM/J9F 1TUAfNQFPKLLHCGJUtdMbMxD5L txaSBwR 107r ZFyGKPYeXgs2 HHs=

77 Query time: 0 msec
;; SERVER: 192. 168. 200. 130#53 (192. 168. 200. 130)
v WHEN: Tue Aug 24 20:41:58 2010

;5 MSG SIZE r

(%25 TAMNCHEMLZY VAT VT R)

#!/bin/sh

SECS=300

INPUT=cached_test. data

SERVER=192. 168. 200. 130

NUM=60

./queryperf —s $SERVER —-d $INPUT -1 $SECS —q $NUM -D > outl 2>&1
./queryperf —s $SERVER —d $INPUT -1 $SECS —q $NUM -D > out2 2>&1
./queryperf —s $SERVER —-d $INPUT -1 $SECS —q $NUM -D > out3 2>&1
./queryperf —s $SERVER —-d $INPUT -1 $SECS —q $NUM -D > outd 2>&1
. /queryperf —s $SERVER -d $INPUT -1 $SECS —g $NUM -D > outh 2>&1
. /queryperf —s $SERVER -d $INPUT -1 $SECS —g $NUM -D > out6 2>&1
wait

grep 'Queries per’ out? | awk 'BEGIN { sum=0;}{ sum += $5;} END {printf ("Total:
% 1f gps¥n”, sum);}’

@0 o o o o o
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W =64 o mi
AFEBR CTlE 100% cache hit ¢RAE T DNSSEC Validation i%E&H ¥ + 72 LOSMETO BGHH &2
FEhE L7 R & 70 0 £90, FERBEAS~OEAIZE W TEFRMAEE 23543 25 S DNSSEC
Validation sXERFDOVEREY A ZFELEBRDO L, Fv v v ah—"~OMEEEZ R 2
WERH Y FT,

(Z&& N H)
NIOS5.1r2 £ Y Infoblox Grid &2 f LT, CPU/Memory/NIC {3, DNS 7 = U &5
FHEE 77 7 CHERTE 5 L 9 ITHEEIIRS N TR Y £7°,

Systemn Activity Monitor > dnssec.japan.infoblox.com

100 User
| System
75
Idle
2
&
a 50
=3
25
tl I'-\. M\-: P )

21:44 2159 22:14 22:29

Time

Last updated: 2010-08-24 223728 J5T

DNS Statistice > dnssec.japan.infoblox.com

Responses per Second

80,000 Success
= m Failure
3 GO 000
3 m  REDomain
&
4 40,000 NXR RSet
z
a Recursion
& 20,000
Referral
o
21:44 21:59 22:14 22:29
Time

Last updated: 2010-05-24 22:42:34 J5T
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W 0] 5 EERREE
DNS H— SHON— Ry =7 % QFEAE L7, 1 BIEHEHNFLOLO, 9 1 &k
TWHEDOTH S,

CPU 0S
#—/NA  Xeon E5540 (2.53GHz) X 2 CentOS 5.5
H$+— B Pentium-III 1.26GHz FreeBSD 8.0

B DY —s3T BIND 9.7 2D named Z#2> L, LAN #i D5 —/ 300 dnsperf THfif &
DT INEMEREA G L. DNSSEC # L, DNSSEC A Y OADISEMREOE 2B L-, &
512 DNSSEC A Y D& 2o\ Cik, NSEC H:E NSEC3 Fl% ik L7z,

DNSSEC 1kiZ & 54 DNS $—/ DA fi D24t

RHNCRIH LT — 4

o NG D Y — T —H
FHEHALTWA/NMBER AL DY =0T =2 Y —A L a— R 244) %, 131F
O FE EFIH

® dnsperf Cffio /=Y F—%

Y =D DNS ="~ 7= u s LARKLEZED
> EEICRAEL TS 72U ZFHLTWADA, DLV B&E2F|H LT DNSSEC {k L
TWa 7=, DNSKEY offingbitilbEEnTtnd
® DNSSEC /"7 A—%

> R LTI XA RSASHA256
> KSK 0ftE 2048bit
> ZSK O#ER 1024bit
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W =0 5 EERAER
fER 1 A LROISEEREE (AL 7 = ) Bufb)

‘ H#— 3 B (Pentium-I1II) H#—3 A (E5540)
2
F1E RIE F1E RIE
DNSSEC 4 N/A 9345 8855 58423 58248
NSEC 8352 7433 57279 56642
DNSSEC &
NSEC3 7309 3364 57122 41437

T 72 a ZInDAFET D KA A 4O I
HAE : EHED B AR LT FAEfEL 2 — 1
NSEC3 @ Iterations: 5

Rl O — 3 A @ CPU i H=1E 30~45% 2% CTh > 72, queryperf Z fLd) L 7 — %,
PN A LRIARY 7 DHEDTHDHMN, dnsperf XL TIVA Ly KOOy AMEAESE
D e o TR B D, LTehi o TH—/N A DR KENIFICH N EEZBND,
= NBIEWTNOFHANZIBWT S CPU MR 100% & 72 0 . 7R AR D3> T,

fER 20 & 5D DNS & A X

gk T 1F1E AE
DNSSEC # N/A 115 115 112
NSEC 602 598 648

DNSSEC £
NSEC3 637 604 884

Wi 7 al2REE0EEEACRER £ 8%)
FIE . 72V a B EET D AL 4 oHHt (DNSKEY 4 te)
RIE . GFENDARLEATFELa—FR

£EFTIZ. DNS M&EH A X3 45 3A FTho T

L SN oY g Wb Sl )
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L BIDISE T 10~20%FLE & 70 5, HElC NSEC3 O R EISE L, H— M2 Ko Tl 50%LL E o

HEDDERTZH I LD D,
DNSSEC fkiZ L V| B DNS % — 3025 D DNS INZE /N7 > MME 5~8FFEEEITHIINT 5,
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PERERERE E15 6

NSEC3 5o Iterations (2% 2 i ZMEBE D 2L,
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W 0] 6 FEEEREE
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W 0] 6 EBER

UTFDZ T 7I2BWTC, @B, fFE. FMAEOERITROEY Th b,
W 7Y n s 2REE0E FEACRESR §8%)
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ZOFHIF, — R A 2B D named O CPU 5 AL, & A TH 90% (Iteration 100 O ATE)
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Iterations & JSEMEREDZ L — Y B

9000

8000

7000

6000

5000 —-—&E
- F7E

4000 R

3000

2000

1000

0

o v O 1B O
 +— N

o
™

n O 1B O 1B O WL O 1B O W O
N F T OO © © I~ ™~ 0 0 o o

100

Lo
N
X #ify : Tterations Y fili:fi & MERE (gps)

H— 3 B (Pentium-111) COFEEE OMERENN . Tterations BN L > THEAL L TV 5 Z & A3MH
%25, NSEC3 2B Wik, fFEISETHONY Y2 DREEITOBENH L0, TORBLE
ZBbivh,

LG oY g Wb Sl
NSEC3 JRUzH0 T Tterations & Misfiilc K & 2 BTS2 O, JISEMREICERENH S 1
. LE LR, 10 FETHIUTEM LMBEEN LS 25,

- 54 - JPRS-S-540-201009-0001



KMEFIITROBEDLRTER LIS DO TH Y | FE1EHEZR L ORBRREN ISR RAT D,

AT x Ty 7 ARAE

NEC 7 7 ¥ 27 7 = kX &4t
NEC bt v 7' m— 7St

NTT =2 R = =4 — 3 > RS
KDDI #kitt

VA hEUETA A MRS
MASHAARAL DA R —E R

R EAY” S VE2X IR

- 55 - JPRS-S-540-201009-0001



	DNSSEC技術実験概要
	DNSSEC技術実験環境
	仮想DNSツリー
	実験方法

	機能確認結果
	機能確認 事例1
	機能確認 事例2
	機能確認 事例3
	機能確認 事例4
	機能確認 事例5
	機能確認 事例6
	機能確認 事例7

	性能確認結果
	性能確認 事例1
	性能確認 事例2
	性能確認 事例3
	性能確認 事例4
	性能確認 事例5
	性能確認 事例6


