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5% T DR 7% (WebX—2)

e« DNS-OARCHMFEZED - DWebR—IF I8

— Web-based DNS Randomness Test
<http://entropy.dns-oarc.net/>

1751 -

DNS Resolver(s) Tested:

1. appears 1o have GREAT source port randomness and GREAT transaction ID randomness.
2. appears to have GREAT source port rmandomness and GREAT transaction ID randomness.

Test tima: 2014-04-02 09:03:27 UTC
Mote that standard dewviation is usually, but not always, a good indicator of randomness. Your brain is a better detector of

randomness, so be sure to take a look at the scatter plots below. If vou see pattems (such as straight lines), the values are
probably less random than reported.

_ Source Port Randomness: GREAT

v

N\

FRTDEEBRANTGREAT I TH S a&aﬁw}

‘ / =
15
sample

Mumber of samples: 23
Unique ports: 23
Range: 3613 - 84441
Modified Standard Deviation: 17345
Bits of Randomness: 16
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SRTEDHERE T E (diga< k)

. d|g:| VJI\—C-:E)E%_I:ML.\_I
$ dig +short porttest.dns-oarc.net TXT

o E1THI:

$ dig +short porttest.dns-oarc.net TXT
porttest.y.x.w.v.u.t.s.r.q.p.o.n.m.l.k.j.i.h.g.f.e.d.c.b.a.pt.dns-oarc.net.
XXX XXX . XXX. XXX 1s GREAT: 26 queries in 2.9 seconds from 26 ports with std dev 17554"

[ FaRMNIGREAT ITHAHZ LR }
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7RV FA—ILDFENEYVI THLH EXHERE

=1L == 47| - /7 ARy FT—H —BEACLTES
ﬂx;EﬁJ . acl MYNET {

192.0.2.0/24;
2001:db8:2::/64;

33

options {
// REHILLDEWVEDEDAZITFITS
allow-query { MYNET; };
allow-recursion { MYNET; };
allow-query-cache { MYNET; };

33
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Unbound®
unwanted-reply-threshold#4 273>

e UnboundTlZunwanted-reply-threshold4 < 3>
’E’ﬁx)ﬂ 9 HETAELDNSIHBHERAN.
2507 OHENEFrya D) THITHNS

— E&Efﬁ RENDOE (LELYE
o« TIHILMFO(BEREEES)

— Unbound® < =27 /L TIZ10 million (10005 ) Z#E

o IANEIEDNSILE
EIETIP7F bXbTXIDd)Z:—’ﬁI

« Z2E0O07 DHI:

unwanted reply total reached threshold (REEfE) you may be under attack.
defensive action: clearing the cache
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DNSH—/\—D R EF/HERIZDOLNT(2014F4H 158 2AF)
<http://jprs.jp/tech/security/2014-04-15-portrandomization.htm|>

« JPRS FEwWYR&T5 L N0.020
DNSO & &% - ZEMER LD-HDFHRY
~BFELNDDNSH—/N\—[TAKLXTIM?~

<http://jprs.jp/related-info/guide/020.pdf>
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