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01
• 23-)

– JPRS456789:;-)<=>?JPRS@ABCD;

• EF%GHI
– HIJ8K)LMNOPO<QRST%�UVWXYZ�[O\]1<^]ST%�_`D

– HIJ8\]abc8defg;VWXYZ�[<hi_j;

• EF%GkI
– [$lY$[]_mCD;

• EF%Gnop�q
– rsp�q_Ono<tuo8%U&��_Ono<tuo8#vw:xmCD;

• -)Sy$&
– z{|W}~���<��we�M_mCD;

– ��~���<�"M]�����_mCD;

EF%G� XYZ�[

logmessagelogmessagelogmessagelogmessag

% EF%G�
# EF%G�

EF%G� hXYZ�[i

<PIN>5678</PIN>

<!--��[� -->
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OpenDNSSECA<
• ��%��l���v���~�BSDY$�%�O��l%����S����

– http://www.opendnssec.org/
– ���� .seUJohn A DickinsonUKireiUNLnetLabsUNominetUSIDNUSURFnet

• �b��
– � ¡¢£O�¤HSMv¥/�PKCS#118¦§�
– ��¡O¨©¢£vª«�

– ��¡Ol�&¬V­���¡®¯E��vJ°a8�±�

– ²³��%_��¡v´µV­

– ��%¶��U��¡��&��·�vª«�

– ¸¹��O¶º/���»¼v½¾�

– SOA(��&Oª«¢£�¿)cv¥/D;ÀAPV­�
– ��%ÁÂÃ­vnÄ

– ÅbÆÇ�[F$È_nÉab./XYZ�[-)¬V­

– Ê(�ËÌÍÎOÏo¬���¸¹O��%Sy$&¬ÐOÑÑ¥g;U
BIND��¡O$%'��¬_e;Uetc.�

• OpenDNSSECOº/TLDbÒ
– .uk (Nominet)U.se (IIS)U.dk (DK Hostmaster)U *.arpa (ICANN)
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�!E%'��%�

KASP Enforcer
– �¤-)úû���¡¢£'�(�8÷Æ./voö

Signer
– ��%O��voö

KASP Auditor
– ��%��¬KASP8÷øx��8o�ûxÆ;ÍÁ�voö

êKASP (Key and Signing Policy)
��%��O��U¡O�$È|¥/,°|�&��ÈÌ�O

XYZ�[vC�~�'�(�
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HkI

HI

����%OOpenDNSSEC�O��
A) Sy$&��
B) AXFR

-)Sy$&�conf.xmlUzonefetch.xml�_-)

kI
�� !��%ODNS��·�O��
A) Sy$&������GEF%G

-)Sy$&�conf.xml�_-)
B) �AXFR�

"#nÄ�)
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EF%G]$
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EF%GO�%

�!EF%G

p�Ë&�Ë&EF%G

ods-control ods-ksmutilUods-hsmutilUods-signer�OX$lEF%GA
ods-enforcerdUods-signerdO'«|()

ods-ksmutil 23-)Sy$&O}*�ods-ksmutil update�+��¡¢£
�ods-ksmutil backup donebÒ�

ods-hsmutil ��¡O®¯�ods-hsmutil generate�U���ods-hsmutil
remove�

ods-signer ��Ono�ods-signer sign�

ods-auditor (�ËÌ¬'�(��kasp.xml�8÷øxÆ;ÍÁÂ

ods-hsmspeed HSMOXST�F%�Ë��

ods-kaspcheck -)Sy$&�conf.xmlAkasp.xml�¬,~--)úûxÆ;Í
üý
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./��GO./

./��G<�CO23%ÍÎ./

��×ÕåíÚÚÛ�

lY$F���· �Ç%0���·

1��%Sy$&
O®¯

2��%Sy$&O���G
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./��G@JPRS
./��GAv./
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6�G���O./

• OpenDNSSEC_<²³��%O./J8<F&7��8G
9£8bøxÆ;¬U:r��%O./J8<F&7��8
G8¦§~xÆbÆ

• ÐO�¤U:rO;<b��%v./D;=>8<<?O
E�v@A~�CPUBCPDÆCPUv.EÀA¬F!

• OpenDNSSEC<��%�$ÈO7GH-O�&�I�?v
¥/D;

• H/W@JPRS
– VMWare @ Dual Core AMD Opteron 2GHz CPU x 1
– 1GB Memory
– 16GB Disk Capacity
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OSO./
• OpenDNSSEC¬�'��D;lY8�ST�Ì

– Debian 5.0
– Mac OS X 10.5
– OpenBSD 4.4
– Red Hat Enterprise Linux 5
– Solaris 10
– Ubuntu 8.0.4

• FreeBSDUNetBSD_Pº/V­
– http://pkgrc.se/wip/opendnssec

• OS@JPRS
J "K<�'��¦LMOñ×Ø��â�
v./
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HSMO./
• HSM�Hardware Security Module�A<

– � ¡bÒO� NOv¢£D;6�G���ÃP
– HSMAO+CQC<PKCS�Public Key Certification Standard�#11
$%[S����PKIOR�¡9£$OAPIST�vU~xoöV!¬
W;

• OpenDNSSEC_<� ¡¢£8HSMv¥/D;
– OpenDNSSECX8X��8PKCS#11$%[S���¬nÄúûx
Æ;

• OpenDNSSEC��l���I�Or�A~xUHSMv�S�
���_YZ[���~�=SoftHSM@¬����úûxÆ;

• HSM@JPRS
– "K<SoftHSMvº/
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\¹X8X��

• ldns�ver1.0.0]^�
• libxml2Ulibxml2-devUlibxml2-utils�ver2.6.16]^�
• rubyUrubygems
• dnsruby�ver1.45]^�
• libopenssl-ruby
• sqlite3Ulibsqlite3Ulibsqlite3-dev�ver3.3.9]^�

– Ñ�<mysql-clientUlibsqlclient15Ulibmysqlclient15-dev�ver5.0.3]^�
• python
• pythons-4suite-xml

• Ðû_ûO��[�&O$%���&��8`Æx<]�vab
– http://trac.opendnssec.org/wiki/Signer/Using/Installation/Dependencies
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X8X��cH@JPRS

• Fedora12OcH#U]�vz{$%���&
êlibxml2UrubyUpython<Fedora12OcHJ8$%���& !

– rubygems�yumEF%G¥/�
– dnsruby�gemEF%G¥/�
– python-4suite-xml�yumEF%G¥/�
– ]�<���ÍÎ�&G~�

• ldnsv/usr/local/lib8$%���&
• sqlite3v/usr/local/bin8$%���&
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3. $%���&
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SoftHSM1.1.4O$%���&�1/3�

• SoftHSM$%���&8tdeU�CX8X��¬
$%���&úûxÆ;Íüý
– SQLite3�ver3.4.2]^�
– Botan�ver1.8.5]^�
êFedora12_<���ÍÎ�&GD;V!¬Wø�
% wget http://files.randombit.net/botan/v1.8/Botan-1.8.8.tgz
% tar xzvf Botan-1.8.8.tgz
% cd Botan-1.8.8
% ./configure.py
% make
% make check
# make install
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SoftHSM1.1.4O$%���&�2/3�
1. E%S&���(f%

E%S&��l(f%

% wget http://www.opendnssec.org/files/source/softhsm-1.1.4.tar.gz
% tar xzvf softhsm-1.1.4.tar.gz
% cd softhsm-1.1.4
% ./configure 

--with-botan=PATH BotanOX�Oprefixv¿)
--with-sqlite3=PATH   SQLite3OX�Oprefixv-)
--enable-64bit 64bit_E%X$&
--with-loglevel=INT ���g&O-) �0=��h~ 1=YY� 2=ij

3=$%ST 4=�·8Ik �ST&�<INT=3�
--prefix=DIR $%���&tO�&�I����ST&�<DIR=/usr/local�
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SoftHSM1.1.4O$%���&�3/3�

2. $%���&

3. /etc/softhsm.conf���8�vz{

4. softhsml�&v¥øx��I%v+,�

% make
#  make install

% vi /etc/softhsm.conf

0:/var/softhsm/slot0.db

% softhsm --init-token --slot 0 --label “OpenDNSSEC”

Type in SO PIN and user PIN. 
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mn�/o8`Æx

�
�

��8� ��I%
PKCS#11Op£ab
$%[S���

��8�8ÄqD;r£ab
stÄd
�n]<HSMUSoftHSM bÒ�

3Ê u³ �b/v

Ú��Ú×äè��
� �éé�ä×�
Þßí ��I%w8�u p�qvx¯D;�¤OÞßí
�./J8<¥�bÆ


p�qÞßí ��I%w8�u � ¡�O�I��

ê1`O��8�8<1`O��I%v
yCzx;¬U1`O��I%8<
²³O� ¡vyCzxÎû;

��8�0

��8�1

��8�X ��I%Yg&
��I%v�)D;�¤8
-)D;�{

OpenDNSSEC

SoftHSM

HSM

OpenDNSSEC
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OpenDNSSEC1.1.0O$%���&�1/2


• ���E�GOQ|

• E%S&���(f%A$%���&

% wget http://www.opendnssec.org/files/source/opendnssec-1.1.0.tar.gz

% tar xzvf opendnssec-1.1.0.tar.gz
% cd opendnssec-1.1.0
% ./configure 
% make
# make install
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OpenDNSSEC1.1.0O$%���&�2/2�
• E%S&��l(f%

• $%���&#
– Linuxp�q<0$}Z8I�%Çv��&GD;

--disable-auditor êKASP AuditorO�&Gvh~���ST&�<
µ~�

--enable-eppclient êEPPIY$�%�O�&Gvµ~���ST&�<
h~Un�a�

--with-database-backend êDBO·8IY%GO./�SQLite3Ñ�<
MySQLU�ST&�<SQLite�

# ldconfig [library-path [library-path ...]]
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4. '�(�)*

JAPAN REGISTRY SERVICESJAPAN REGISTRY SERVICES

26�������	
�� 
�������������������

í� XYZ�[ [�� c

� ��OXYZ�[ �Ú��Õâ
è�×Ö� î

��� ��nù°� �ì×Ö��Õ� Þ�
�

��
 ���S�8([,° �ì×é�×Ö	� Þ4å

��4 ��µ~,° ��âã�Ø�
�� Þ�å

��� ��µ~,°O�Î� ���

×�� Þ��
�

��� ��µ~,°O���S�8� �ßÕä×�
��Õ�ééÖ×
� Þ�4���Ú


 ��5� OXYZ�[ �íÚÛ��Ñ�<�íÚÛ�4� �íÚÛ�4�


�� íÚÛ�4 �&�O¶®¯°� �ì×Öâã
� Þ���å


�
 íÚÛ�4 �&��ÈÌ �Ýã����
	à� �


�4 íÚÛ�4���C�~K³ �ß
×�â
��ÕÖ� �


�� íÚÛ�4 �&�O�ú �Úâã
� �

'�(�)*�1/3�
• ��¡���'�(�v)*D;



JAPAN REGISTRY SERVICESJAPAN REGISTRY SERVICES

27�������	
�� 
�������������������

'�(�)*�2/3�
í� XYZ�[ [�� c

4 ��¡OXYZ�[ �Ü×�Ö� î

4�� ��á ���á� Þ�4���Ú

4�
 ¥/()��,° �ì×
��×Úâé×
�� Þ�4���Ú

4�4 ¥/����,° �Þèæã�Ö	Úâé×
�� Þ�4���Ú

4�� ����,° �Þè��×� Þ��å

4�� ÜÚÜOXYZ�[ �ÜÚÜ� î

4���� �&��ÈÌ�¡� �Ýã����
	à� � ��
�
����8�

4���
 ¥/,° �á�é×
�à×� Þ��

4���4 �'��� �ì×��Ö�
���� Ú�é
�Ú�

4���� �[%·$ú�;��¡³ �Ú
âÕØæ�� �

4�� ÙÚÜOXYZ�[ �ÙÚÜ� î

4���� �&��ÈÌ�¡� �Ýã����
	à� � ��
���
��8�

4���
 ¥/,° �á�é×
�à×� Þ4�å

4���4 �'��� �ì×��Ö�
���� Ú�é
�Ú�

4���� �[%·$ú�;��¡³ �Ú
âÕØæ�� �

ê��we�M�"KW}~�c ����ST&�c
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'�(�)*�3/3�

í� XYZ�[ [�� c

� ��%OXYZ�[ �Ù�Õ×� î

��� �Ç%0�O�,����! �Þ���â�â
��Õå×ãâ�� Þ��4
��Ú

��
 Ú�ÝOXYZ�[ �Ú�Ý� î

��
�� ��á ���á� Þ�4���Ú

��
�
 ��Ë&� ¡8([ ���Õ�àèà� Þ�¢��Ú� �Þ�4���Ú


��
�4 Ú�Ý(��&O£� �Ú×��âã� èÕ��
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� ¤��%OXYZ�[ �Þâ�×Õ
� î
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ê��we�M�"KW}~�c ����ST&�c



JAPAN REGISTRY SERVICESJAPAN REGISTRY SERVICES

29�������	
�� 
�������������������

5. +,-)

5-1. -)Sy$&O§¨
5-2. ��%Sy$&O-)
5-3. OpenDNSSECO+,�
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5-1. -)Sy$&O§¨
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-)Sy$&

'�(�v/etc/opendnssec/8©dúû;43%O-)Sy
$&8¥¦D;

conf.xml
– OpenDNSSECó]O-)
– ��¡�'���U���g&U(�ËÌX�Unop�qU(�ËÌ��[g��U

DNS�,��O-)

kasp.xml
– ��¡|��'�(��Key and Signing Policy: KASP�O-)
– ��XYZ�[U[$Z%�XYZ�[bÒ

zonelist.xml
– ��%�U��%8�/D;��'�(�U��%��[HkIO-)

zonefetch.xml��l(f%�
– ��%��O-)
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�w|J°OmC

• ISO8601£�v¥/
�ex�“P3Y6M4DT12H30M5S”ª 3«6¬­4�12J°30�5®O,°

P|||,°v`D
Y|||«
M|||­
D|||�
T|||J°v`D
H|||J
M|||�
S|||®

• OpenDNSSEC_<]�O)*Ab;
– 1¬­¯31�
– 1«¯365�
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<?xml version="1.0" encoding="UTF-8"?>
<!-- $Id: conf.xml.in 3192 2010-04-14 20:51:42Z rb $ -->

<Configuration>

1<RepositoryList> 
2<Repository name="SoftHSM">

3<Module>/usr/local/lib/libsofthsm.so</Module>
°<TokenLabel>OpenDNSSEC</TokenLabel>
±<PIN>5678</PIN>

</Repository>

<!--
2<Repository name="sca6000">

3<Module>/usr/lib/libpkcs11.so</Module>
°<TokenLabel>Sun Metaslot</TokenLabel>
±<PIN>test:1234</PIN>
²<Capacity>1000</Capacity>
³<RequireBackup/>

</Repository>
-->

</RepositoryList>

conf.xmlO§¨�ÐO1�

u´O�'���8
µD;-)
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conf.xmlO§¨�ÐO1�

1 <RepositoryList>
– �'���vN¶�²³�'���v-)V­�

2 <Repository>
– �'����v)*

3 <TokenLabel>
– HSM���I%�v�)D;��I%Yg&v¿)

° ·Module>
– �'���v¢£D;0$}Z8I�%IY$�Y�v¿)

± <PIN>
– ��I%8-)~�X�¸�G�p�qPIN�v¿)

² <Capacity>��l(f%�
– ��I%8¹¢D;��¡Oº<³v-)

³ <RequireBackup/>��l(f%�
– ·8I�8l~xÆbÆ��¡v¥��bÆ
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conf.xmlO§¨�ÐO2�
<Common>

<Logging>
1<Syslog><Facility>local0</Facility></Syslog>

</Logging>

2<PolicyFile>/etc/opendnssec/kasp.xml</PolicyFile>
3<ZoneListFile>/etc/opendnssec/zonelist.xml</ZoneListFile>

°<!-- <ZoneFetchFile>/etc/opendnssec/zonefetch.xml</ZoneFetchFile> -->
</Common>

<Enforcer>
<!-- ±<Privileges>

<User>opendnssec</User>
<Group>opendnssec</Group>

</Privileges>  -->
²<Datastore><SQLite>/var/opendnssec/kasp.db</SQLite></Datastore>
³<Interval>PT3600S</Interval>

<!-- <ManualKeyGeneration/> -->
<!-- the <DelegationSignerSubmitCommand> will get all current

DNSKEYs (as a RRset) on standard input
-->
<!-- <DelegationSignerSubmitCommand>/usr/local/sbin/eppclient

</DelegationSignerSubmitCommand> -->
</Enforcer>

(�ËÌ-)Sy$&�
O¿)

KASP EnforcerO«x8
µD;-)
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conf.xmlO§¨�ÐO2�
1 <Syslog>

– <Facility>_���g&�local0ÍÎlocal7Ñ_�v-)
2 <PolicyFile>

– kasp.xmlOX�v-)
3 <ZoneListFile>

– zonelist.xmlOX�v-)
° <ZoneFetchFile>��l(f%�

– zonefetch.xmlOX�v-)
± <Privileges>��l(f%�

– EnforcerOnop�q�<User>�|�&�l�<Group>�v-)
² <Datastore>

– KASP Enforcer��[v»`��[g���<SQLite>Ñ�<<MySQL>�v¿)D;
– �¼~MySQL<n��g&

³ <Interval>
– ��¡O¨©½Ïvoö¾¿v-)

– ��¡O¥/,°¬­:À_WûÁU1�ÍÎ1Â°O<Interval>¿)_BÆ
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conf.xmlO§¨�ÐO3�
<Signer>

<!-- 1<Privileges>
<User>opendnssec</User> <Group>opendnssec</Group>

</Privileges> -->
2<WorkingDirectory>/var/opendnssec/tmp</WorkingDirectory>
3<WorkerThreads>8</WorkerThreads>

<!-- the <NotifyCommmand> will expand the following variables:

%zone      the name of the zone that was signed
%zonefile the filename of the signed zone         -->

<!--
<NotifyCommand>/usr/local/bin/my_nameserver_reload_command</NotifyCommand>

-->
<!--

°°<<NotifyCommandNotifyCommand>>//usr/sbin/rndcusr/sbin/rndc reload %zonereload %zone</</NotifyCommandNotifyCommand>>
-->

</Signer>
<Auditor>

<!-- 1<Privileges>
<User>opendnssec</User> <Group>opendnssec</Group>

</Privileges>      -->
2<WorkingDirectory>/var/opendnssec/tmp</WorkingDirectory>

</Auditor>
</Configuration>

SignerO«x8
µD;-)

lY$F���·8
¦~x�oD;EF
%GO¿)

KASP AuditorO
«x8µD;-)
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conf.xmlO§¨�ÐO3�
1 <Privileges>��l(f%�

– SignerUAuditorOnop�q�<User>�|�&�l�<Group>�v-)
2 <WorkingDirectory>

– SignerUAuditor¬x¯D;rJSy$&OX�v¿)
3 <WorkerThreads>

– '«D;signerl���O^Ã³v¿)
– 1`Osignerl���<r¿81`O��%vÄöÀA¬_e;

° <NotifyCommand>��l(f%�
– DNSO�,voöÉ8Singer¬ÅÆkDEF%Gv-)
– �CW³¬noJ8Ç�úû;

• %zone|||��~���%O�È
• %zonefile|||��~���%Sy$&�
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rsp�q_OOpenDNSSEC./
• "K<rsp�q_OpenDNSSECv./D;ÀA8~�

– ÀOÉUconf.xmlO<Privileges>OEZ%�vMDÉÍU�C
ST&0O��}vzÊp�q8W}D;V!¬Wø�

• /var/opendnssec
• /var/softhsm
• /etc/opendnssec
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��µËO[$Z%�XYZ�[

��µ~,°
��JÌ

��JÌ
��µ~,°
ÍÎJÌ

��µ~,°

��µ~,°O
���S�8�

<InceptionOffset> ��µ~,°
<Validity>

- jitter + jitter
��µ~,°O�Î�

<Jitter>�Ï2�

¶�� ��O
¶º/

��O
¶º/ ¶��

���S�8([,°
<Refresh>

��nù°�
<Resign>
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kasp.xmlO§¨�ÐO1�
<?xml version="1.0" encoding="UTF-8"?>
<!-- $Id: kasp.xml.in 3192 2010-04-14 20:51:42Z rb $ -->
<KASP>
1<Policy name="default">

<Description>A default policy that will amaze you and your friends</Description>
<Signatures>
2<Resign>PT2H</Resign>
3<Refresh>P3D</Refresh>
°<Validity>

<Default>P7D</Default>
<Denial>P7D</Denial>

</Validity>
±<Jitter>PT12H</Jitter>
²<InceptionOffset>PT3600S</InceptionOffset>

</Signatures>
³<Denial>

Ð<NSEC3>
<!-- <OptOut/> -->
<Resalt>P100D</Resalt>
<Hash>

<Algorithm>1</Algorithm>
<Iterations>5</Iterations>
<Salt length="8"/>

</Hash>
</NSEC3>

</Denial>

��8µD;-)

��5�O-)
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kasp.xmlO§¨�ÐO1�
1 <Policy>

– nameÑÒ_'�(��v¿)
2 <Resign>

– ��nù°�v-)

3 <Refresh>
– ��O�S�8([,°v¿)

– �S�8([,°8Hø�Î��O¶º/v+¤x¶��D;

° <Validity>
– <Default>8<NSECUNSEC3�E�G]M8¦D;��µ~,°v-)
– <Denial>8<NSECUNSEC3�E�G8¦D;��µ~,°v-)

± <Jitter>
– óxO��¬�J8µ~,Ã�û8bÎbÆBöU��µ~J°8{¾ÓD;cv-)

– {¾Óúû;c<-<Jitter> > +<Jitter>OÔ³c
² <InceptionOffset>

– ��µ~,°O��JÌA~x��JÌÍÎÕ;J°v-)

³ <Denial>
– ��5���A~xNSEC3Ñ�<NSECv¿)
– NSECv/Æ;=><<NSEC></NSEC>AC��cb~�

Ð <NSEC3>
– <OptOut/>��l(f%�|||Optoutvµ~�
– <Resalt>|||68([®¯O�¤O�&�cv¶®¯D;°�v-)D;
– <Algorithm><Iteration><Salt>|||68([�&��ÈÌOXYZ�[v-)D;
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<Keys>
<!-- Parameters for both KSK and ZSK -->

1<TTL>PT3600S</TTL>
2<RetireSafety>PT3600S</RetireSafety>
2<PublishSafety>PT3600S</PublishSafety>
3<!-- <ShareKeys/> -->
°<Purge>P14D</Purge>

<!-- Parameters for KSK only -->
<KSK>
±<Algorithm length="2048">8</Algorithm>
²<Lifetime>P1Y</Lifetime>
³<Repository>SoftHSM</Repository>
Ð<Standby>1</Standby>

</KSK>

<!-- Parameters for ZSK only -->
<ZSK>
±<Algorithm length="1024">8</Algorithm>
²<Lifetime>P30D</Lifetime>
³<Repository>SoftHSM</Repository>
Ð<Standby>1</Standby>
Ö<!-- <ManualRollover/> -->

</ZSK>
</Keys>

kasp.xmlO§¨�ÐO2�

KSKXYZ�[O¿)

ZSKXYZ�[O¿)

��¡O´QNOO-)
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kasp.xmlO§¨�ÐO2�

1 <TTL>
– ��¡�DNSKEY RR�OTTLv-)

2 <PublishSafety><RetireSafety>
– Ñ¼µ~_bÆ|D_8h~b��¡_��~bÆ�¤O¥/��,°v-)

3 <ShareKeys/>��l(f%�
– ²³��%_��¡v´µD;=>8-)

° <Purge>
– ¥/()~���¡v��[g��ÍÎª«��D;,°v¿)

± <Algorithm>
– ��¡O�&��ÈÌv-)

² <Lifetime>
– ��¡O¥/,°v-)

³ <Repository>
– ¥/D;�'���v-)

Ð <Standby>
– �[%·$ú�;��¡³v-)

• ��¡O×Ø�¬Ù�û;=>8ÐO��¡vD+Í8��_e;Bö8D;�¤OÃ­

Ö <ManualRollover/>��l(f%�
– Ú«��&��·�v¿)
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kasp.xmlO§¨�ÐO3�
<Zone>
1<PropagationDelay>PT43200S</PropagationDelay>

<SOA>
2<TTL>PT3600S</TTL>
3<Minimum>PT900S</Minimum>
°<Serial>unixtime</Serial>

</SOA>
</Zone>

<Parent>
±<PropagationDelay>PT1200S</PropagationDelay>

<DS>
²<TTL>PT86400S</TTL>

</DS>
<SOA>
³<TTL>PT86400S</TTL>
Ð<Minimum>PT900S</Minimum>

</SOA>
</Parent>

Ö<Audit>
<!-- <Partial /> -->

</Audit>
</Policy>

</KASP>

�Ç%0���·�O�,
8V!b��!J°

¤��%�ODS�E�G
¥¦8V!b��!J°

��%ÁÂ��GO¿)

¤��%ODS|SOA�E�GONO
ê¤��%OXYZ�[vüýOög-)

SOA�E�GONO
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kasp.xmlO§¨�ÐO3�

1 <PropagationDelay>
– �Ç%0���·�O�,8V!b��!J°v-)

2 <TTL>
– �� !��%OSOA�E�GOTTLv-)

3 <Minimum>
– �� !��%O��Ë&� ¡8([cv-)

° <Serial>
– �� !��%O(��&ÛtO£�v-)

– counterUdatecounterUunixtimeUkeep
± <PropagationDelay>

– ¤��%�ODS�E�GO¥¦����!J°v-)
² <TTL>

– ¤��%ODS�E�GOTTLv-)
³ <TTL>

– ¤��%OSOA�E�GOTTLv-)
Ð <Minimum>

– ¤��%O��Ë&� ¡8([cv-)

Ö <Audit>
– ��%ÁÂ��Gv¿)

– <Partial/>��l(f%�_��%O��ÁÂ¿)¬V­Ab;�<SÜ��%bÒ_µ/�
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<?xml version="1.0" encoding="UTF-8"?>

<!-- $Id: zonelist.xml.in 2890 2010-02-24 23:00:11Z jakob $ -->

<ZoneList>
<!--
1<Zone name="example.jp">

2<Policy>default</Policy>
3<SignerConfiguration>/var/opendnssec/signconf/example.jp.xml</SignerConfiguration>
°<Adapters>

<Input>
<File>/var/opendnssec/unsigned/example.jp</File>

</Input>
<Output>

<File>/var/opendnssec/signed/example.jp</File>
</Output>

</Adapters>
</Zone>

-->
</ZoneList>

zonelist.xmlO§¨

��%��8¥/D;'�(��kasp.xml_)*�

��%��[O
HkIX�

SignerConfigSy$&�ª«®¯�OX�
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zonelist.xmlO§¨
1 <Zone>

– nameÑÒ_��%�v¿)
2 <Policy>

– ��%��8¥/D;'�(��kasp.xml_)*�v¿)
3 <SignerConfiguration>

– EnforcerÍÎSigner�ÝDª«®¯Sy$&�SignerConfig�OX�v-)
– ÀOSy$&<OpenDNSSECOE%'��%�°_OrJSy$&_Up�
q¬§¨D;ÀA<bÆ

° <Adapters>
– <Input><File>

• HI��%��[�
����%�OSy$&X�v-)
– <Output><File>

• kI��%��[��� !��%�OSy$&X�v-)
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<?xml version="1.0" encoding="UTF-8"?>
<!-- $Id: zonefetch.xml.in 2735 2010-01-28 14:11:27Z matthijs $ -->

<ZoneFetch>
<!-- where to listen for notifies -->
<!-- DEFAULT: do not listen to notify on specific address -->

1<NotifyListen><Port>53</Port></NotifyListen>

<!-- default inbound AXFR settings
(per zone setting not yet implemented) -->

<Default>
<!-- TSIG secret for inbound AXFR -->
<!-- DEFAULT: don‘t use TSIG �

2<!-- <TSIG>
<Name>secret.example.jp.</Name>
<!-- http://www.iana.org/assignments/tsig-algorithm-names -->
<Algorithm>hmac-sha256</Algorithm>

<!-- base64 encoded secret -->
<Secret>sw0nMPCswVbes1tmQTm1pcMmpNRK+oGMYN+qKNR/BwQ=</Secret>

</TSIG>-->
<!-- address of host to request AXFR from -->
<!-- incoming NOTIFY has to match this address as well -->
<!-- DEFAULT: none -->

3<RequestTransfer>
<IPv4>192.0.2.2</IPv4><Port>53</Port>

</RequestTransfer>
</Default>

</ZoneFetch>

zonefetch.xmlO§¨

NotifyvÞ`'��Ûtv-)

lY$F���·�
���
OTSIG´µ¡v-)

lY$F���·�
���O�G��
A'��Ûtv-)

ê./��GBO!

JAPAN REGISTRY SERVICESJAPAN REGISTRY SERVICES

50�������	
�� 
�������������������

zonefetch.xmlO§¨
1 <NotifyListen>

– NOTYFYZ8���vÞ`$%[�S���O�G��A'��v¿)
2 <TSIG>

– TSIG´µ¡O��%�U�&��ÈÌU¡NOv-)
3 <RequestTransfer>

– lY$F���·�
���O�G��U'��v-)

– ²³OIPv4�IPv6�G��v-)V­
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5-2. ��%Sy$&O-)
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��%Sy$&O"#

• ��%Sy$&Od=ß

– /var/opendnssec/unsigned/�zonelist.xml8¿)�8��%Sy$&vd-
• ST�F8�

– 
��O��%Sy$&

– DNSKEY�E�G<-)�!
– F&7Y$%UEZ%�OC�¬V­

– ��%Sy$&8àová¤bÆ

• �&�IË&�
– $ORIGINU$TTLU$INCLUDEv�'��

• �'��D;�E�GO3%
– �C]MóxOIANA_¿)úû��E�G[$lv�'��

– Unknown�E�G�RFC3597�O./PV­
example.jp.           IN TYPE1 ¥# 4 0A000001


¦§bPO ATMAUAPLUEIDUNIMILOCUHIPUSINKUNINFOURKEYU TA

ObsoletebPO MDUMFUWKSUGPOSUSIGUKEYUNXTUA6UNSAP-PTR

��%�E�G_bÆPO NULLUOPTUTKEYUTSIGUIXFRUAXFRUMAILBUMAILAUâ
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��%Sy$&O1

$ORIGIN .
$TTL 3600        ; 1 hour
example.jp IN SOA      ns.example.jp. example.jp. (

2010070800 ; serial
43200      ; refresh (12 hours)
3600       ; retry (1 hour)
1814400    ; expire (3 weeks)
900        ; minimum (15 minutes)
)

example.jp NS      ns.example.jp
$ORIGIN example.jp.
ns                    A      192.168.0.50
www                   A      192.168.0.51
smtp A      192.168.0.52
pop3                  A      192.168.0.53
ftp                   A      192.168.0.54
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5-3. OpenDNSSECO+,�
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��[g��O+,�

• KASP Enforcer��[g���/var/opendnssec/kasp.db�v
x¯D;
– �CEF%G<��[g��v^ãe~x~Ñö�¤U+,�voö
=>O!¥/D;

% ods-ksmutil setup
*WARNING* This will erase all data in the database; are you sure? [y/N] y

SQLite database set to: /var/opendnssec/kasp.db

fixing permissions on file /var/opendnssec/kasp.db

zonelist filename set to /etc/opendnssec/zonelist.xml.

kasp filename set to /etc/opendnssec/kasp.xml.

Repository SoftHSM found

No Maximum Capacity set.

RequireBackup NOT set; please make sure that you know the potential problems of using 
keys which are not recoverable

Policy default found

Zone example.jp found

Policy set to default.

Added zone example.jp to database
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– policy�l(f%8<kasp.xml_)*~�'�(��v¿)
– interval�l(f%8<äÈ®¯D;¡Oåæv¿)

• çóÒOèÆ��¡O®¯8<J°¬ÍÍ;�¤U�¤®¯~
l�&~x9-ÀA_éêä©8#g;

– +K'«OÉUKSK¨©½ÏvÚ«_oöV!¬W;�#��

��¡O+,®¯

% ods-ksmutil key generate --policy default --interval 1
SQLite database set to: /var/opendnssec/kasp.db
Key sharing is Off
HSM opened successfully.
Created KSK size: 2048, alg: 8 with id: dbc18471f3952b2d10f2e62e4bfe0c3b in repository: 
SoftHSM and database.
Created KSK size: 2048, alg: 8 with id: 98726a4744dd7b544ef51454e430dafd in repository: 
SoftHSM and database.
Created ZSK size: 1024, alg: 8 with id: f6aa77739ae2c81a211f4596fbbb55e0 in repository: 
SoftHSM and database.
Created ZSK size: 1024, alg: 8 with id: b2e1a51d854296f959c64cb33c7b6567 in repository: 
SoftHSM and database.
all done! hsm_close result: 0
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6. ./
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�b./(�%

• '«A()
• ��Oüý
• '�(�OW}
• ��%��[OW}
• ��%Oz{|��
• ��¡O·8I�8l
• ��¡O¨©üý
• ��¡O¨©½Ï
• ��¡O��&��·�ëx
• ��¡O�w¿)��&��·�
• ��%OÁÂ
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'«A()

'«
Signer�/usr/local/sbin/ods-signerd�
Enforcer�/usr/local/sbin/ods-enforcerd�

()

% ods-control start
Starting signer engine...
connecting to /var/run/opendnssec/engine.sock
OpenDNSSEC signer engine version 1.1.0
Zone list updated: 0 removed, 1 added, 0 updated
running as pid 21167
Starting enforcer...
OpenDNSSEC ods-enforcerd started (version 1.1.0), pid 21169

% ods-control stop
Stopping enforcer...
Stopping signer engine..
connecting to /var/run/opendnssec/engine.sock
Sent stop command to engine
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��Oüý

• OpenDNSSECO��<syslog_¢£úû;
– ÐOìOÚí<"#��úû;�)

���Z8���1�

ª¨î�<ReqireBackup/>¿)¬W;O8·8I�8l¬o�ûx
ÆbÆ�¤ZSKO��&��·�8ïð~�

ª¦9��ZSKO·8I�8lvnùD;

ª¨î�SQLiteODB�8IvQ|_eñDBëx¬ïð~�
ª¦9����[g��OW;ST&0OòÃvüýD;

ods-enforcerd: ERROR: Trying to make non-backed up ZSK active 
when RequireBackup flag is set

ods-enforcerd: Error getting db lock
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'�(�OW}

% vi /etc/opendnssec/kasp.xml �XYZ�[-)cOW}bÒ�
% ods-kaspcheck

% ods-control stop

% ods-ksmutil update all
SQLite database set to: /var/opendnssec/kasp.db
zonelist filename set to /etc/opendnssec/zonelist.xml.
kasp filename set to /etc/opendnssec/kasp.xml.
Repository SoftHSM found
No Maximum Capacity set.
RequireBackup set.
Policy default found
Zone example.jp found
Policy set to default.

% ods-control start
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��%��[OW}�1/2�

• ��%��[W}#8��EF%GvnoD;

syslogkI

kISy$&

�ST&�-)_WûÁ/var/opendnssec/signed/example.jpU
/var/opendnssec/signconf/example.jp.xml¬}*úû;

DNS���G
conf.xml_<NotifyCommand>¬¿)úûxÆûÁDNSO���G¬
o�û;

Jul 08 13:29:30 ts ods-signerd: Received command: 'sign example.jp'
Jul 08 13:29:30 ts ods-signerd: Scheduling task to sign zone example.jp, 
zone in progress, scheduling as soon as possible

% ods-signer sign example.jp
connecting to /var/run/opendnssec/engine.sock
Zone scheduled for immediate resign
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��%��[OW}�2/2�
• �� !��%�/var/opendnssec/signed/example.jp�
; Signed on 2010-07-08 03:48:59
example.jp.     3600    IN      SOA     ns.example.jp. postmaster.example.jp. (

1278528539 43200 3600 1814400 900 )
ns.example.jp.  3600    IN      A       192.168.0.50
ns.example.jp.  3600    IN      RRSIG   A 8 3 3600 20100708120007 20100707182424 38338 example.jp (

umBlKjCeJTC5l0oNZoSvCDTHbiSUT8GG20Ea44tulN3fMltItyXFKJ9ad4FgdsU0yXCSFfaXm1uaGDkoyWgKy+ku
+oymzUHNeo4nByBIXSWld0K0NGzC/kJPdANDy71RoDUSW+dyQ/KDSFz4niNajxBe07oHq5pQg+g0e9Vux+E= ) ;{id = 38338}

03trplebrkja52ncrgfab2ao88ikbah4.example.jp.    900     IN      NSEC3   1 0 5 38d7dd5ba2450e04 (
9uq2orau44skvqh9k0onvf50cve4fqgm A RRSIG )

03trplebrkja52ncrgfab2ao88ikbah4.example.jp.    900     IN      RRSIG   NSEC3 8 3 900 20100708110510 (
20100707182424 38338 example.jp. I+Mq2xYOngQpNSvpYXUpN5NbAaPHHIEDTGGohG3EqodXOGdLDXLdJPM
F3brAIHQ+TpxQcBg19b0d0TkAHbrEh2fpNKqBLBbU0HlcgNYmhE2pvTgMF8lJTaSbq/KkJH6h60gV6/3GRhySvGr
fu2D5knpB2Rmd7K87s6cFEReq4Q= ) ;{id = 38338}

smtp.example.jp.        3600    IN      A       192.168.0.52
smtp.example.jp.        3600    IN      RRSIG   A 8 3 3600 20100708105921 20100707182424 38338 (

example.jp. o1qkMe16eJRCTSIFQ5mfQReuKh74bsosorshDj5K7fI+5MQKCnQoM59lsH4DHobCO9IDw5MFhBq8
MSFVdO6kwm+fyTranj+kXk9mF6fKFyz2RKApxTb6RRHXaljfjwOMkeJQkyUv5terjh+PYvXbgl1nm2N4xULG71yj
BBI4gkk= ) ;{id = 38338}

9uq2orau44skvqh9k0onvf50cve4fqgm.example.jp.    900     IN      NSEC3   1 0 5 38d7dd5ba2450e04 (
i6i7ik6umbq2nqosjc0hvd338kj821oh A RRSIG )

9uq2orau44skvqh9k0onvf50cve4fqgm.example.jp.    900     IN      RRSIG   NSEC3 8 3 900 20100708105619 (
20100707182424 38338 example.jp. 4gkrz4v9+kK7gJXL8edrExEawLuK9RbXVDLzyqMmKaSMEe8e65ysktC
o+nRQ6HRiIQ2GtBxz6oSU4QJRyJ8Dk5oPABDYuTxR70NDz2tVtYaPaFxU7Eyfi7a2hayIA8cyM0Y3E+av4yQ1Drr
Tb0fnXGfBjttwQgVXTLe48SUNU3g= ) ;{id = 38338}

pop3.example.jp.        3600    IN      A       192.168.0.53
>>]�óB>>
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• �Ë8l1���%Sy$&v"#D;
1�/var/opendnssec/unsigned/example2.jp vx¯�Ñ�<���

• �Ë8l2���%v(�ËÌ8ô!�õ
ª]�O2QCO��¬¹�

1 zonelist.xmlvÚ§¨D;
% vi /etc/opendnssec/zonelist.xml �Êz��%OC�vz{Ñ�<���

% ods-control stop
% ods-ksmutil update all
% ods-control start
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2 ods-ksmutilEF%GvnoD;

z{

��

% ods-ksmutil zone delete --zone example2.jp
SQLite database set to: /var/opendnssec/kasp.dbzonelist filename set to
/etc/opendnssec/zonelist.xml.

connecting to /var/run/opendnssec/engine.sock

Zone list updated: 1 removed, 0 added, 0 updated

Configurations updated: 1 config errors: 0

% ods-control stop
% ods-ksmutil update all
% ods-control start

% ods-ksmutil zone add --zone example2.jp --policy default --signerconf
/var/opendnssec/signconf/example2.jp.xml --input
/var/opendnssec/unsigned --output /var/opendnssec/signed

zonelist filename set to /etc/opendnssec/zonelist.xml.

SQLite database set to: /var/opendnssec/kasp.db

Imported zone: example2.jp

% ods-control stop
% ods-ksmutil update all
% ods-control start
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– ��¡Oünb·8I�8lO�¤(�ËÌv()D;
– conf.xml8<RequireBackup/>v-)~�=>U·8I�8lúûx
ÆbÆ��¡v��8¥/_ebÆÀA8ö÷

% ods-control stop
% ods-ksmutil backup done
SQLite database set to: /var/opendnssec/kasp.db
Marked all repositories as backed up at 2010-07-09 10:09:19

% ods-control start
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% ods-ksmutil key list –verbose
SQLite database set to: /var/opendnssec/kasp.db
Keys:
Zone:        Keytype:    State:    Date of next transition:  CKA_ID:       Repository:     Keytag:
example.jp KSK        active    2010-07-09 16:33:01       8ff0b9e9a|||| SoftHSM 42329             
example.jp KSK        dsready When required             763400491|||| SoftHSM 65101             
example.jp ZSK        retire    2010-07-09 07:22:53       354906284|||| SoftHSM 21303             
example.jp ZSK        active    2010-07-09 13:16:53       3a345d9aa|||| SoftHSM 42961
example.jp ZSK        publish   2010-07-09 15:48:21       d66ee4e2e|||| SoftHSM 29031

¨© DNSKEY ��
�KSK�

��
�ZSK�

÷ø

publish ù Ï Ï ��%8R�~�ú#

ready ù ù Ï ��%8R�#Uû�J°¬üý~�

active ù ù ù ��%��8¥/úûxÆ;

retire ù Ï Ï ��®¯vÍÎ~�¬Uû�J°¬üý~xÆbÆ

dssub�KSKO!� Ï Ï þ �[%·$KSKODS¬^À��%_
R�

dspublish�KSKO!� Ï Ï þ �[%·$KSKODSv^À��%8R�~�ú#

dsready�KSKO!� Ï Ï þ �[%·$KSKODSv^À��%8R�#Uû�J°¬üý~�

keypublish�KSKO!� Ï ù þ �[%·$KSKO¥/v��D;
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publish

dssub
'«J

ready

dssub

activeds-seen

dssub
)R¨©

KSK¨©½Ï�+K'«J�

��%8
R�

��v
��

��%M
_ÞÃ

��&
��·�
V­

command

J°üý8BCª«½Ï

EF%Gcommand8BC½Ï

ksk0

ksk1

ksk0

ksk1

ksk0

ksk1

|ÞÃ¨©J8exportEF%G�#��v/ÆxU^À��%�DS�E�G���+ksk1�voö
|ÞÃ¨©J8Ú«_ds-seenEF%G�#��v�oD;ÀA_)R¨©8Ïoú�x9-

ÞÃ¨©

¡YO¨©

¡X

¡Y
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KSK¨©½Ï(QR��&��·�)

|QR��&��·�_<�[%·$KSK�ksk0�<¥/~bÆ
|2F��¨©Ñ_<�X�[�&8÷Æª«a8½ÏD;
|2F��¨©J8exportEF%G�#��v/Æx^À��%ODS�E�Gv}*D;�ksk1ªksk2�
|2F��¨©J8ds-seenEF%G�#��v�oD;ÀA_��&��·�v�ÎD;

active

dssub

)R¨©

ksk0

ksk1
active

dssub

��&��·���

ksk0

ksk1

publish
ksk2

active

dssub

2F��¨©

ksk0

ksk1

ready
ksk2

ds-seen

retire

dssub
ksk0

ksk1

active
ksk2

dssub
ksk0

active
ksk2

��&��·��

��v
��

��%8
R�

��&��·��Î
�)R¨©�

��v
nù

��v
()
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KSK¨©½Ï�éê��&��·��

active

dssub

)R¨©

active

dspublishds-seen

active

dsready

äÈ"#�Î

äÈ"#��

|)R¨©J8exportEF%G�#��v/ÆxU^À��%�DS�E�Gz{voö�+ksk0�
|)R¨©J8ds-seenEF%G�#��v�oD;ÀA_äÈ"#v�ÎD;
|äÈ"#�Î#UrolloverEF%G�#��v�oD;ÀA_éê��&��·�v��_e;
êäÈ"#�ÎÑ_<éê��&��·�nùÈO�÷OJ�8oøx9-

ksk0

ksk1

ksk0

ksk1

ksk0

ksk1 

rollover

active

keypublish
ksk0

ksk1 

dssub
ksk2 

retire

active
ksk0

ksk1 

dssub
ksk2 

��&��·��� ��&��·��
��&��·��Î
�)R¨©�

active
ksk0

dssub
ksk2 
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active

publish

+,¨©

active

ready

)R¨©

ZSK¨©½Ï

��v
��

��%8
R�

��&
��·�
V­

retire

active

publish

active

publish

��&��·��

��v
��

��%8
R�

��&��·��Î
�+,¨©�

zsk1 zsk1 zsk1

zsk2 zsk2 zsk2

zsk3

zsk2

zsk3

|D�xO¨©½Ï¬ª«_o�û;
|rolloverEF%G�#��v/Æxéê��&��·�v��D;ÀAPV­

��v
()

��¡O¨©½Ï�4/4�
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��¡O��&��·�8<Ú«ëxv	öPO¬W;

1 KSKOQR��&��·�
exportEF%G�^À��%8��D;DS�E�GvkID;
% ods-ksmutil key export --zone example.jp --keystate active --ds
SQLite database set to: /var/opendnssec/kasp.db

;active KSK DS record (SHA1):
example.jp.     3600    IN      DS      28745 8 1 
86d3c2083bd5e391971460b52b9658e651b3d93a ; xocit-fybib-mivut-homan-cihec-
gumer-hupin-kukev-kugyr-fikof-paxex

;active KSK DS record (SHA256):
example.jp.     3600    IN      DS      28745 8 2 
2680e3382ef25ca4fc2a2d4629c854b957b0cb5ed73e438000c5d901ff4e70ee ; xenim-
bamof-muriz-dolep-gyzod-purag-kopos-myhor-nihar-bedyh-vihuf-vobom-bebys-
hekyb-cezog-vasev-voxyx
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ds-seenEF%G�QR��&��·�J8�)¨©�O½Ïvoö

2 éê��&��·�
rolloverEF%G�KSK|ZSKOéê��&��·�voö

% ods-ksmutil key ds-seen --zone example.jp --keytag 5462
SQLite database set to: /var/opendnssec/kasp.db
Found key with CKA_ID 8207bbd41fc1bb0c36f52e6864329f8c
Key 8207bbd41fc1bb0c36f52e6864329f8c made into standby

% ods-ksmutil key rollover --zone example.jp –keytype KSK
SQLite database set to: /var/opendnssec/kasp.db

INFO: 0 ksks available in 'generate' state (need 1) - unable to promote 
until more keys generated

WARNING: key rollover not completed as there are no keys in the 'ready' 
state; ods-enforcerd will try again when it runs next

êZSKO=>< –keytype ZSKv¿)
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ex.) w­1�8��¡O��&��·�vnùD;
– kasp.xml89ÆxÚ«��&��·�v¿)

• <ManualRollover/>[�vz{

– rolloverEF%Gvcron job8��

% crontab -l
0 0 1 * * ods-ksmutil key rollover --zone example.jp --keytype ZSK
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• Signer¬'�(�8÷øx«ÆxÆ;ÍüýD;�ª«�
– ��%O¶��¬o�û;ÉbÒ8nùúû;
– ods-auditor¬4
~�YY�<syslog8kI

• ��%vÁÂD;�Ú«�
% ods-auditor –z example.jp
Auditor started

Auditor starting on example.jp

6: SOA differs : from 2010070801 to 1278529909

6: Auditing example.jp zone : NSEC3 SIGNED

3: Key (38338) has gone straight to active use without a prepublished phase

3: Key (46541) has gone straight to active use without a prepublished phase

6: Finished auditing example.jp zone

Auditor found errors - check log for details



JAPAN REGISTRY SERVICESJAPAN REGISTRY SERVICES

76�������	
�� 
�������������������

a��


�OpenDNSSECµËWeb�$�
OpenDNSSEC��Ì����

http://www.opendnssec.org/
F�[�&�

http://www.opendnssec.org/documentation/
·��'���

http://trac.opendnssec.org/newticket

�OpenDNSSECµËZ��%����
rsab���

opendnssec-user@lists.opendnssec.org
����NO�

opendnssec-announce@lists.opendnssec.org

���¡O¨©8µD;Lã
“DNSSEC Key Timing Considerations”

http://tools.ietf.org/id/draft-morris-dnsop-dnssec-key-timing-02.txt
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