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Do

AL SN
A CADHFEHIIE LTz, »a b 112y hOxT Y b —Z R I,

Random Value :

Repository : UART Y
CAFFAEB IO CRLEZKMNLART DT —FZRX—Z2ADZ L&E ),

RFC 3647 (Request For Comments 3647)
A =%y MIETHEINOERELZED HHKTH 5 IETF (Internet Engineering Task
Force) WNRITTHUETHY, CPICPS D7 L—ALU—J ZHELTZLEDZ EE2V I,

RFC 5280 (Request For Comments 5280)
A H—Fy MIBEAT HEINOFEREL E D HHETH 5 IETF (Internet Engineering Task
Force) NRITTHXETHY ., AAEHIBEICOVWTHELLEXEDOZ L2V ),

RSA
SRS ST E LTEL L TV DR BIEENRIF SEIRO O E S TH 5,

SHA-1 (Secure Hash Algorithm 1)

BFBEALIMEDNL D Ny V2% (N 0OE>ThD, Ny a2B%slE, 526
NIFEXNOBEERDOE Yy MIZAERT HHEFELZ VD,

By bRIZ160 By b, T=XOEEFEMEZEM Ty vl bied 5 2 & T, @EER"
THEIXPEZA SN TRV ERET S Z ENTE D,

Time Stamp : ¥ A LAKX T

JPRSHY— N —ZERAEZRIEFIEHER Y > — (Certificate Policy)

(B

FLA Bt
ABREERE S RUICB W THOWL N DT DO— 20, ARSI kST AR ANDBIMER
THEOZ LRV, TFMES &b,

Private Key :

Public Key : /AR
INBREEIE S RUCB W THW SN AT O— 20, FAESICKIS L, B{EEFOMETE
FIZAB SN D8O EE2 VD,

RA (%4%)5) (Registration Authority) : B &kiR

CADEHKDH B, FEAEDORIT. BUHZ FFET 2 FiEE OB, RO
7, FEAERITICNE 2 EROBR, CAICH T HiEHERITERELZITH) FROZ L2 W
o)

o

7 v H LE
A CADHFEHHE L, A b 12y bOTY brE—2RTE

Random Value

Repository : UART RV
CAFEFHEB IO CRLEZKMNLART LT —FXRX—ZADZ L&EIH,

RFC 3647 (Request For Comments 3647)
A H—Fy MIBET HEINOIEREL ED H[HIETH S IETF (Internet Engineering Task
Force) WNREITTHULETHY, CPICPS D7 L—LU—J B HELIZLEDZ L E2V D,

RFC 5280 (Request For Comments 5280)
A H—Fy MIBET HEINOIEREL ED H[HETH S IETF (Internet Engineering Task
Force) 2"BATTH2XLETH Y, ARSI OWTHE LIZXEDOZ L2V 9,

RSA
NRRAGERE ST E LTEL L TV DR BIEENLRIESEIRO U ES>TH 5,

SHA-1 (Secure Hash Algorithm 1)

BFEAL MDD Ny V2% (ERNEER) 0O0E>ThD, Ny v =a2B%slE, 526
MR BEEREDOE Yy MNlZART 2EEFEL VI,

Ey bRIZ160 E Y b, T=XOEEMEZER Ty v a iz bied 5 2 & T, d@ERh
THEIXPLZA SN TRV ERET S Z ENTE S,

Time Stamp : XA LAX T
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JPRSY— N—FEBHEFRIEFHIEAERY o — (Certificate Policy)
(EFERBREA X)
BT 7 ANVOIER ARV AT LB A FAT LI ARFFEZ LS LT — 2 D 2 L2
5 o

Wildcard Certificate : U AV Kb — FIFAAE
Subject Alt Name JLIRFEIKNIC D72 L OEDDT ANV R — K KA A 4% & Tl
EDZLEVD,

UANRNAIA—=FRRNAAL U4
(U+002A ASTERISK, U+002E FULL STOP) Thh % % LFHDE %I FQDN 72345 <
SCFEBHIDZ L BN,

Wildcard Domain Name :

” g

2. RRREIRS MY DEE

YRI kY

ARCAZ, UARY MY & 24 1l 365 HFIH TE 2 & O ICHERFEBEZAT 5, 7272 L. R AR
REFFIRICEBNTH VAT AMETFEICL VR TEXRVEERH 5,

2.1

2.2 1RO LEH

A CAIEZ. CRL, KCPBLIUCPSZIUART MU FIZABAL.
T T4 N Lo THETE L9127 5,

AEHERI I I K OGRS 23

2.3 ARAOFRAE-ITHE

AKCPEBEIUCPS L, PR EHFERTUEITHHDE L, BEIOHE, UARY MY LIk
B9 5, A CP LU CPS (2L, Baseline Requirements O/ N\— a2 D X HITE
T DEMICHET 20D LT %5, CRL OFRITHEIX, 14.9.7 FEAFLL Y 2 b OFEITH
) CHET D,

24 YR MYADT Y RAEE

AKCAZ, UARY MY TORAFHRICEAL T, FBEOT7 7 X3y bu—3fTb2n, FEH
FRHEB LOBGEE X, ACADCRL%Z, VAV M AWMU TAFT LI LAREL T
Ho VARV M) ~DT 7 v AF, —KH2 Web A Z—T7 = — A2l CTHREL T 5,

JPRSHY— N —ZERAEZRIEFIEHER Y > — (Certificate Policy)

(B hR)
BT 7 ANVOIERR AR Y AT LA A FAT LI ARFFEZ RS LT — 2 D 2 L2
5 o

Wildcard Certificate : U AL K — RIFAE
Subject Alt Name JEIRFEIKNIC D72 < L OEDDT ANV KB — K KA A 4% & T
EOZLEWVD,

UANRNI—=FRKRNAAL U4
(U+002A ASTERISK, U+002E FULL STOP) Cih £ % XL FHIDE# 2 FQDN 73 <
AN DT L AN,

Wildcard Domain Name :

» g

2. ARREIYRS M DEE

YRI kY

ARCAIZ. UARY MY % 24 f] 365 HFIHI TE 2 X O ICHERFEBEZAT 5, 7272 L. R FIRE
REFFIRICEBNTH VAT AMETFHEIZCL VR TEXRWVEERH 5,

2.1

2.2 1FEHROLE

A CAlX. CRL, KCPBILUOCPSZ IR MY EIZABAL.
T4 Lo THETE L9127 5,

AEHERI I I L OWGES 23

2.3 AROFRREILHE

AKCPEBIUCPS L, PR LHERTHEITHHDE L, WEITOHRE, UARY MY RiCk
B9 5, A CPF LU CPS (2L, Baseline Requirements O/ N\— a2 ED X HITE
T HFEMICHET 20D LT %5, CRL OFRITHEIX, 14.9.7 FEAEFLL Y 2 b OFEITH
) CHRET D,

24 YRS MYADTH L RAEE

AKCAIZ, VAT N TOABHFRICEAL T, 8HEROT 7 A3 Fo—/WI{Tb7rvy, FEH
EFIHEBLIOWMAEE X, ACADOCRL%Z, VAV NI ZBUTATTAHZ EamiEsT
Do VRS R A~ADT 7R L, KA Web A v X —T7 x—AZBLTHEEL T 5,
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3. #kAl & SBEE

3.1 BRTRE

3.1.1 AROEE

A CA WFATT 5 AW IS SRl S 2 s R A o4 BiE, X500 > U — X (ITU-T(EBEE
R (R A BB L ) N RATT 2 E) DML RISV ET S,

3.1.2 BEREEHOAR

AR CANFITT HEHEICE ENHEMER EZOEKIT, [7.1.1 y—_—FEHETa 7 7 4
) CHET B,

3.1.3 iIFABFAEDERAMF-IIREH
K CANBITT HIEHED 2 Rr—AI21E, BEACRA TORGIIITORWVWL D LT 5,

3.1.4 BRALGARERZEIRT 51-HDRAI
Kk & 2 BT O & R4 2 80, X500 > U — X0k BEIiE D,

3.1.5 AFD—EMH
A CA MFATT 2 i EIC T S 2354 DN)OJE ML, BITHS L 72 b — _—2xf LT
—BRbLD LT 5,

3.1.6 FRORE. RIS & URE

A CA X, FEBIEH ISR S N A AR SO TR A L T D008 5 D ORFEE 1T
Drev, GEFEFIRE L, BEHOBBIEOMET 2454, A CAICHEEL TR LA
W A CA I, RRERTEIES 2 TR ICRE BRI & B BTSN D o B A,
PRRPIIATDR, Eho, A CA 134§ % BRF CAED BRI 2 © OFEN B 3 O AT
SNIFENEO K T MR AT 5.

3.2 MEIDF AN EHR

3.21 HAROMBFZEIHT 575iE

AERARI A SR TR LTV D O & OREBIE, GEIEFEITER (BT TCSR) L1 9)
DELL DIFEZATV, 25% CSR 25, ARREIKIIS T 2 AR TEL SN TWD 2 & 2GS
5 LTI,

3.2.2 fi@ & FA A 2D

A CAIE, AHUCKESEEIT 5T RTOBRICONT, WS AEIRBER 2D HRAT
Do

3.2.21 #AEDEEE
(1) KAA 3R

3. #AI & SBEE

3.1 BRTRE

3.1.1 AATDOEE

A CA DWFATT 5 A B G S h 2 B BRI E O 4 8L, X500 &) — X ITU-T(EEE
S(E S/ E KB E AL DA RATT D) OMIIA BRIV ET 5.,

3.1.2 BERZEEH D4R

AR CANPRITT HEABICE ENHEMAR EZOENKIT, 17.1.1 —N"—FEAET o7 7 A
) CHET B,

3.1.3 EASFI AEDERAEF X RAH
A CANPFITT HREAED 3E L R— AL, BELARELAL TOREIIITORWED LT 5,

3.1.4 BRABAFHXZHIRT 51-H DA
Biex 2RI O MRS 2 BRI, X.500 2 U — X ORI BEICHE S

3.1.5 AFID—EH
A CA MRATT 2 i EICEE# S 2354 DN)OJE ML, BIT8 L 72 B — _"—2xf LT
—BRbD LT 5,

3.1.6 AROBHE. EIEH & URE

A CAE, FEFIHHFICRRR S N BTN OV CTHMEREZ A L TV D0 E D D ORREELT
Drev, GEFEFIME L, BEHOBBMECMEET 547, A CAICHE L TR LA
W ACA I, BRI 2 R EICRE BRI & B BT ENE Z o A,
PRRPIIAITDR, Eho, A CA 3§ % BRF CAEN BRI 2 b OFEN B 13 I AT
SNIFENEO KN T MR AT 5.

3.2 FIEIDAF A EHER

3.21 EROMBEARAT A%

FEB RIS B4 I L5 2 L OFEBIE, FEBIERRITESR (AT TCSRY &1 5)
DEL DRFEEITVY, Hi% CSR 3, ABSEICHIGT 2 A TEL SN TWD I & &R
%52 ETIT Y,

3.2.2 #@ L FAAS VRDRGE

A CAVE, AHIZESEEIT 5T RCOBEIZONT, KX A EITBERRO BT
Do

3.2.21 #HEDREE
(1) FRAA L FRGER
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JPRS Y — N—FEBHEFRIERFEAER Y — (Certificate Policy)

(ERERBRAT )
AR CA VL, MAROFEMEL MR LRV,
(2) HHAEFRRETRY
A CA X, HOMGALAENIIITT 5 809E
FDT—H_X—A FTIEIACANEETHH
TR D EAEMEREE 21T O 6

B, ERHTAILFRD Web ~— 6 LI
SHICE WAL LUTEDOT =2 R—2 %

3.2.2.2 DBA/Tradename (B&)
A CA MRFITT HEEOEHIEE Organization (E#kA) ) |
H%ATE. 13.2.2.1 MHROFRGE (2) MHERERGER ) & RO MR

IZ DBA/Tradename % Z0#k 4"

S >

1T 9,

3.2.2.3 Country DFEE2
K CAWFATT HAEHEDOEH®IEH Country ([H) |
[FIER DOMERZAT O

IZDOWTiE, 18.2.2.1 MRROFEE] &

3.224 FAA UHBDEEEE
A CAVL, FEBAEZFITT DAC, UL FIZRT AR b —D2DHIET, ¥ITT HEHED
Subject Alt Name JEBEFEIRNIZ G O 53X TD FQDN %38iET 5,
KIEOYV 77 v a 3.2.2.4.1HND 3.2.2.4.20 TH[X, Baseline Requirements (2
7 va rFEFICHIGT D,
K CA Tix. TRFC 7686 - The ".onion" Special-Use Domain Name]| (Z
ICEEN TV LA, AEAELFIT LR,
KCAIL, TXTD RAA L ORFECAEN L72i8GE 15 (B3i# 7% Baseline Requirements
D=V g rFraEly) ikt 5,
3.2.2.4.1 Validating the Applicant as a Domain Contact
WAL D,
3.2.2.4.2 Email, Fax, SMS, or Postal Mail to Domain Contact
TUAMMERA—NVIEEL, TDT X MEZFIH LTS E 2 Z TS Z L2k o
T, HEEEICFQDNORIHHEY &5 Z & i+ 5, 7 4 AMElX, WHOISIZR/R S
NTWDHA—LT R RSEITEET D,
ARCAIL, 7 X AMEDOEFIZ, FAX, SMS, BEZHH L2V,
7B LMEFHEA =T HE L, ZORITOR) 525 B LIN ORI
HDETD,
3.2.2.4.3 Phone Contact with Domain Contact
WA ET D,
3.2.2.4.4 Constructed Email to Domain Contact
LT OHIET, HEEEICFQDNORIHMEN & 5 2 & 2R3 5,
1. BHELEART B A—LT RLR (K) ~A—LEEETD
2. A—NWZBT U F NMEEED D
3. TOT U LMEEFIN LTI E 2% TS

Birct

X % FQDN 723zEH =

(ZOEHR

JPRSY— N —FEBAEFRGERIEAEZER Y 2— (Certificate Policy)
(ER )
A CA X, MO FEMEEZ MR LW,
(2) AHMRERERY
A CA VL, EHLHG ANILFARBRITT 2 A0FH, FEOHG AILHERD Web ~—2 4 L <X
TOT =S _=A, FIEIAR CABEBRT IH AL LRED LFZEDOT =4 ~—R% ]

WTCHERR D SEFEM MR 21T O

3.2.2.2 DBA/Tradename (B&)
A CA MBFITT HEHEOHEHIEE Organization (k%) ) |
%A%, 13.2.2.1 MFEROFEGE (2) MHGEEEAL | & [REROMER

12 DBA/Tradename % itk

S >

119,

3.2.2.3 Country DFEE2
K CAWPFATT ZFEHEDOES®IEH Country ([H) |
[FIEE DR Z1T D,

IZOWTIE, 18.2.2.1 MRROFEE] &

3.224 FAAL B DEREE
A CAL, FEBAEZFITT HAIIC, UL FIZRT AR b —D2DHIET, ¥ITTHEHED
Subject Alt Name JEBEFEIRNIZE 0 53X TD FQDN % 58iET 5,
KIEOY 787 v a 3.2.24.1 N5 3.2.2.4.20 TH|L, Baseline Requirements (Z
7 a UESITHIET D,
A CA Tix. TRFC 7686 - The ".onion" Special-Use Domain Name]| (Z
IZEENTWDEE, FEHELIIT LRV,
AKCAZ, TXTORAA AOFFEAEA L7-58GE 515 (BI# 3 5 Baseline Requirements
D=V a rFrraly) ikt 5,
3.2.2.4.1 Validating the Applicant as a Domain Contact
WS E T D,
3.2.2.4.2 Email, Fax, SMS, or Postal Mail to Domain Contact
TUALMMERZA=NVEEL, DT U MEEFIH LICHERISE 2 TS Z Lk -
T, HiEEICFQDNORIHEY &5 Z & 2l T 5, 7 % AMElX, WHOISIZR/R S
NTNDA—LT RLRBIZEEFT 5,
AKCAIZ, 7 Z MMEDOKFEIZ, FAX, SMS, BEZMH L 72w,

Birdt

X % FQDN 723zE

T B LMEIFEA—NVT—REE L, EORITOREN 525 H LN OWHERRISEIZ O A7
HDET D,

3.2.2.4.3 Phone Contact with Domain Contact
WS LT D,

3.2.2.4.4 Constructed Email to Domain Contact
LT OHIET, HEEEICFQDNORIHMEN & 5 2 & iR T 5,
1. BHEEZRT KRBT A AT FLRX CK) ~A—LEEETDH
2. A=NTIET A LEERED D
3. TDOT X LMEEFIM LIRS E 2% TS
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JPRSY— N —FERAEZRIE /AL ER Y > — (Certificate Policy)

(EEBEMN &)
SR MEIZEA—ILT—ZL L. ZORITOEN D250 LN OMEERISEIC S X A 5072
Lo LT D,
X EHE RS RIVRET A AT FL A
# : admin@example.jp. hostmaster@sub.example.co.jp 72 &

@ /i ili¥admin, administrator, webmaster, hostmaster, postmaster®
WM ET D,
@DOAHRNFLL FONT NI E T D,
FQDN®D 5 H LA h UIZEFRISIL TN D R AL 4
(fexample.jp). lexample.co.jp] 72 &)
FQDNZzDH D
(JegAZ P (T A RH—R) R"www"DLEIE, 07L&
PR, 7220, "www" B LU A R UIZEERSILTND KA A UATSICE E
DGEITEY R 7R ,)
3.2.2.4.5 Domain Authorization Document
WS E T D,
3.2.2.4.6 Agreed-Upon Change to Website
WS E T D,
3.2.2.4.7 DNS Change
FSURMMENT VA — AT THEDH T LERIEE LIZFQDNODNS Y — 12817
HTXTY YV —=ALa— FREENTND Z L2 KGEET 2 2 & T, HEEH ICFQDN ORI
MEN D Z & MR T D,
[T X —Ra7 ThhED 7YV IE, "_acme-challenge” &35,
JEEHT AL (T AL RA— R) O%GEIEF, "™ (VANVRA—FR) 2D HD
%Z"_acme-challenge”7 ~JLIZE 2 5,
T X METAFEHFERITHE C—E L L. TORITORN 525 A LN OMERIGE D
EHEMRbLDET D,
3.2.2.4.8 IP Address
WS ET D,
3.2.2.4.9 Test Certificate
WS ET D,
3.2.2.4.10 TLS Using a Random Value
WS ET D,
3.2.2.4.11 Any Other Method
WS E T2,
3.2.2.4.12 Validating Applicant as a Domain Contact
HEEE DN RAAL A OBEEETHDL I LEMGET 2282 b > T, HiEHICFQDNOF
MRS D Z L HERT 5, 7272l KCAZL VA MYILYARTETHRAL U4
oD FQDNTH 2 5A RS,

JPRSH— N —FEA EFRIERIEAEZER Y & — (Certificate Policy)
(TR
T UHLMEITBE A=V T—RELE L, TORITORE) B 25 A LINOREGRINEIZ S E A%h78
HD LTS,
Ko EHEERT ROREFA AT FLX
5] . admin@example.jp. hostmaster@sub.example.co.jp 72 &
@» /i filiFadmin, administrator, webmaster, hostmaster, postmaster®
W ET D,
@OEPNILL FOWT N E T 5,
FQDN® S H LV A F UIZREE SN TWD R AL UA4H D
(fexample.jp). lexample.co.jp] 72 &)
FQDNZzDH D
(G T~ L (U AL B — R) R"www"O5aid, €D T~z iy
BR<, 72720, "www." R L YA R VIZRERIS TN D RAL U AHGICE S
DS EITED BRDMR )
3.2.2.4.5 Domain Authorization Document
WS E T2,
3.2.2.4.6 Agreed-Upon Change to Website
WS E T2,
3.2.2.4.7 DNS Change
FGURMMENT VX — AT THEDLTFTLERIEE L7ZFQDNODNS Y — 1251
HTXTY V—ALa— RREENLTNWDZ EZMEET HZ & T, HEEHICFQDNOF]H
MEN B D Z & MR T D,
(7o B —A2 a7 TihE 2 7~Ub] 1%, "_acme-challenge’ &9 %,
JEEAT AL (U AL R —R) OGEIF, "™ (VANVRA—FR) I9LZ2DHD
%"_acme-challenge”7 ~J)L|IZE 2 5,
T X METAFERFERITHHE C—E L L. TORITORN 525 A LN OMERIGE D
AL DET D,
3.2.2.4.8 IP Address
WS E T2,
3.2.2.4.9 Test Certificate
WS E T2,
3.2.2.4.10 TLS Using a Random Value
WS E T2,
3.2.2.4.11 Any Other Method
WWHANET 5,
3.2.2.4.12 Validating Applicant as a Domain Contact
FEEEN RAA A DOFFRETHDH I LE2REET 52 L2 b > T, HiEH ICFQDNOF]
FMER DD Z L 2R T 5, 72720, RKCAZL VA RNV/ILYARNTETDHRAL UL
5T FQDNTH 555 1ZR 5,
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JPRSH— N\ —FERAEFRFERIEAER Y & — (Certificate Policy)
(EFE BT &)
3.2.2.4.13 Email to DNS CAA Contact
WS E T D,
3.2.2.4.14 Email to DNS TXT Contact
WS E T2,
3.2.2.4.15 Phone Contact with Domain Contact
WS ET D,
3.2.2.4.16 Phone Contact with DNS TXT Record Phone Contact
WS ET D,
3.2.2.4.17 Phone Contact with DNS CAA Phone Contact
WS ET D,
3.2.2.4.18 Agreed-Upon Change to Website v2
TUELMERWebA LT Y DT 7 A NVICEHEENTNWD ZERGEET 22 LA > T, H
FEEDFQDNZEE L T\ D Z L 2l T 5,
1. 74 MME, 774»%@%#5¢@A’i597ix%E%:Eﬁt@w
2. RCAZ, 77 A VOERITHBNT, hxEWT H2HTTPA T —4 Aa— K
2xx) & BT %,
T MEEET T 7 AT, LT RTEMZTUNER S D,
1. FQDN%ZFA & L7ZURIFICEE S CTWRIT IR R 5720

2. "l.well-known/pki-validation"7 « L' 7 ks U\ZE)N 72T U7 5720
3. httpE/ZithttpsO A F— ALV SR TNIER B2 0
4. 80 (http) b L<iF. 443 (https) DAR— F TT 7B A SRR T NITR S0
KCABY HA LT MTHENT 7 A NVETGT 25613 TR TEmIETHERND
Do
1. HTTPZm bajr b A v—MnmoEIND VXA L7 FTHD
HTTPA T —# A a— NI TOWTn e 35
301, 302, 307 (RFC 72311ZHE)
308 (RFC 7538IZ M)
RFC 723107.1.25H CEF S 7=, Location~~ v # ®"the final value"% U 4
ALV MNekT5
2. UVEA VL7 T 5B0%, httpE721ThttpsD A ¥ — L& H 5
3. UXALZ7 M DL, 80 (http) b L <X, 443 (https) DA — M7 7 AT
)
T U METEFEHERITHHE C B L L, TORITORE) 525 B LN OMERIGEIZ D
THMbDET D,
2021411 18 H BLRICRAT T HREAEIZOWNT, UA )L R — K KA A 4 DOFRGEL
L TCZOFEEZ#EANET D,
3.2.2.4.19 Agreed-Upon Change to Website - ACME

JPRS Y — N—FEAEFZFERFEAER Y — (Certificate Policy)

(FETFERR)
3.2.2.4.13 Email to DNS CAA Contact
WS E TS,
3.2.2.4.14 Email to DNS TXT Contact
STPEE P S RS
3.2.2.4.15 Phone Contact with Domain Contact
WS E T 5,
3.2.2.4.16 Phone Contact with DNS TXT Record Phone Contact
WS E T 5,
3.2.2.4.17 Phone Contact with DNS CAA Phone Contact
WS E T 5,

3.2.2.4.18 Agreed-Upon Change to Website v2

T LERWebA T oY DT 7 A MTEHEENTND ZERGETHZ L ab o T, H
A MNFQDNZEH L T\D Z & 2RI 5,
1. 74 NMEE, 774»%@%#5¢CA’;5uaix%E%:ﬁﬁb@w
2. AKCAIZ, 774»@@ BT, i EE®RT H5HTTPAT —# Za— R

(2xx) % fesB

7 ‘/5"\-5@%%\@7 7AME, UTETEWMETHLERD S,

1. FQDN%ZFA R4 & L7ZURI FICEE S CTWRIT IR B 720

2. "l.well-known/pki-validation"7 ¢ L' 7 k U|ZE)N 72T U7 5720
3. httpx/21ThttpsD 2 F— A2 L W BUG SR T TR 5720
4. 80 (http) b L<iF. 443 (https) DAR— F TT 7 A SRR T NITR SN
KCANB Y HA VT MIRENT 7 A VETST 2561F, TR TEmETLERD
Al
1. HTTPZm hanr b A v—0oEEND VXA L7 FTHD
- HTTPAT—#RAa— RZUTFTOWThnET 5
301, 302, 307 (RFC 7231IHLE)
308 (RFC 7538IZH7E)
- RFC 7231M7.1.2W TiEF S 417z, Location~ > # ®"the final value"% Y
AL MNEET D
2. VXA L7 b HEIL. httpE 72 iThttpsD AF— 2% 5
3. UXA L7 b HEIE 80 (http) b L <UL, 443 (https) DA — MZT7 72
)
T U H MEITEFEFERITHREC B L L, TORITORE)N S 25 H LN OREGRINE T
AL DET D,
2021411 H 18 H LARRIZFAT T DREAFIZHOWT, YAV R — R
XL TZOFEZEMINE T 5,
3.2.2.4.19 Agreed-Upon Change to Website - ACME

R A A 4 DFRFIEL
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JPRS Y — N —FEA EFRFERAEHER U 2 — (Certificate Policy)
(ERERBRAT )
RFC 85550 8.3H TEF XL7=ACME HTTP Challenge £ ¥ v K& T, HGEEN
FQDNZEH L T\25 Z L 2R T 5, LLFIE. RFC 8555/ H DIBINER TH %,
1. ARCAIZ, BGEIZBIT AV 72X MIXTHLVAR AL LT, HIEEWKT S
HTTP AT —# A 2— F(2xx) 2 Wik 5,
2. TUXMETKAFAERITHECT-E L L, TORITORE)S25H LN ORERIG
BIZOEFIRbD LT D,
3. ARCANRV XA L7 MIENT 7 A NVEEHRT L5561, LV TERNT0E
DD,
1. HTTPZm bair b A v—M0oESND VXA L7 FTHD
HTTPA 7 —# 22— RIZLLFTOWThnrd 35
301, 302, 307 (RFC 7231ICHLiE)
308 (RFC 7538IZHi7E)
RFC 72317D7.1.25 8 CEF S N7z, Location~~ v % M"the final value"
EUVHEALT M T D
V&AL M HEL, httpE 72 iThttpsD A F— L% 5
3. UXA L7 FT 5B, 80 (http) & L<1E, 443 (https) DAR— Mz T 7 &
245
DA — R RAL L ORBFECK LT oSkEzERAN LT 5,
3.2.2.4.20 TLS Using ALPN
AN ET D,

3.225IP7 FLAMDBAEE
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RAA BZEMBEERD S B, s TR NVER] ThHY | ARG TREZ2ER &> 7 L
IV R AA B ZER O T 5O E, Baseline Requirements OFLHICHED H D &3
Do

3.22.7 F—AHERROIEREN
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T ZEWIEN O ERE TG L CHEEE ICHR T2 b0 LT 5, KCAIL, HHEHHICK > TGE
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e b2, UVARY R UVICEHE L TV ADCRLIZE Y, FEBHED RGO F M4 ML L2
Tacix, OCSPH— _"—{Z KVt SN DFEHER 7 —# A HFROMER I TO R T ILR D
TRV,
RFC 6960<°RFC 5019 Tt S 1T\ 5 L 912, RCANEH T 50CSPH—/3—|ZHTTP
GETAY v R&¥R— T 5,
OCSPIHE DA ZMIMIL. thisUpdate & nextUpdate D7 (fiima &ie) THDH, TDFE

ZRHTH2HNT, 22 H5BEEMAT 5 &, 3,600 DEITIRFHICEL <, 86,4000 D 7E1%1

HIZE LS 2%,

FIAF T FEAEZED AT — 2 2ADHH

1. OCSPILE DA HIEIE8KE LA L & 3%,

2. OCSPISEDAHIINIZI0A LI F &3 5.

3. AN 16FFE RN DOCSPILE DG, ARCAlZnextUpdate® Hij DA ZhiA R -5 12 5L
by AV TAVFREAT —F AT 0 b2k LTREES B R ETHT 5,

4. AR 16FEHILL O OCSPIZE D6, ARCAldnextUpdated 70 < & & 8IFAIA, &5
£ UthisUpdateD4H % £ TlZ, A T4 VEiEAERT —# 271 faL iz LTREESHh
DI wmAEEHT D,

OCSPL ZH L &M Tunused] DIFFAES ) TLEEDOATF—XADY IV LA N ZE L4
A, OCSPL AR Z1E Tgood] AT —H AZIE LR,

ARCAZ, Ex =2V 7 4 ISEFIEO—EE LT, Tunused] OV T AFKEDY 7/ A MID
WTOCSPL AR X &5,

OCSPL AR X%, FEEDO U 7 AE BT OV T, Precertificate [RFC 6962]
=T 2RI T DREAERH LD X 51T, BfERICE R T 255085 5,

reserved )

OCSPEZERANDFREME S U T AFE G, ROZOOAT v a OV ine 5,

1. Tassigned| : & ®CADSubject!ZBH# T AL TWABEZZIZLETIOXF—%2FH L T, %
D) T NEFOFEHENIITCAICL D BTSN TWDHIGHE

2. lreserved] : T CILZD VY 7 AESZFOFAGENE [RFC 6962] 2k DOWFHmc &
STHITSN TN DA
a. 717CA
b. FITCAIZREE§ 5 FHAREEDELFENE [Baseline Requirements 7.1.2.41H]
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(EE RS &)
3. Tunused] : FEOEEONT N HIFET- SN WS

4.9.11 FIAMRELERHDFROMORK
MRS LT 5,

4.9.12 BOEIREIZHT SR EH
KRCANFAT LIZFEFIZ DWW CRAE DI R L7256 OmifgiE, L FDOWeb” 4 —
LEVITO LD ET D,
https://jprs.jp/pubcert/f_mail/
WG 2T 9 BRIZIL, ROWVWT IO OEREERTHE D ET 5,
- fEst b U7 LA
- it LT-FLA I K - TB4 SN 7=CSR
(7272 L. CNIZRAEENGIAME LT Z & 23 CFFINFE S LZCSRIZIRE 5,
5] : CN="This key is compromised")
ARCAIE, RCAMFIT LIZFEFEIZOW T, RSN AFREZFIT L THD b DD
YD,

R SRS Z RT3 HDREE L MR Lo, a8 L 72iF s b 24K LA I S 3% RER

EEISNT B,

4.9.13 EERAE O —R{EILER

ERSET B,

4914 SEFAEN—RKEILLZHET S ENTEHE
ERS LT,

4.9.15 FEEAE O —RELLREFH

ERSET B,

4916 —FEILLEZ#ET 5 LN TE HHM
ERA LT 5,

410 SEBAEDR T—2 AERY—ERX

4101 ERLOEH

B ER AH B L OREES 12 OCSP ¥ — 38— %3 U CAEE R 7 — 7 A ERE MRS 5 2 &
BT,

A CAIZ., CRL £7212 OCSP —"—DK%hT o b —%, KZh Li-iEHEOH AR A 23
WX B E THIBR L2,

JPRSHY— N —ZERAEZRIEFIEHER Y > — (Certificate Policy)
(IR
3. Tunused] : FEROELBOWNTN GG L2 WEES

4.9.11 FIATRESEHIFROMORHK
WA LT 5,

4.9.12 BOEIREIZH T &R EH
KRCANFAT LIZFEFIZ DWW CRAVE DI bR L7256 OmifglL, L FOWeb” 4 —
LEDITO LD ET D,
https://jprs.jp/pubcert/f_mail/
WAKZAT O BRIZIL, ROWVWTIDDOIEREZERTHHDET 5,
- fEst b U7 LA
- fEhib L= K - TB4 SN 7=CSR
(7272 L. CNIZRAERNGIAME LT 2 & 2R3 SUFFIMNFE S LZCSRIZIRE 5,
5] : CN="This key is compromised")
ARCAIE, RCAMFAT LIZFEFEIZOW T, RSN REREZFIT LTV D S DR
Y D,

R INTAARELFTT 2FEAFE LR L2 E . Wi L7oRERD b 24 LINIC Y 34 E

EEISNT B,

4.9.13 SERAE O —R{EILER

ERSET B,

4914 SERAEN—EILZHET S ENTEHE
ERS LT,

4.9.15 FEEAE D —R{EILHEF&H

ERSNET B,

4916 —BFELEMET 5 ENTE SHHM
ERS LT 5,

410 SEBAEDR T—R2 AERY—ER

4.10.1 EALOEH

REFER A 3 X OURGER 1L OCSP Hh— —% il U CiEEA T — X AR A BT 5 2 &
MTE D,

A CAIZ, CRL £7-13 OCSP —R_—D R Y —%, K2 LG EOABIRA A
BEDETHR LA,
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410.2 —E XD FIATRENM:
A CA X, 24 FFff1 365 H., FEHER T — X AER MR TE 5 XK 5 OCSP r— " —2EHT
2. 1L RSP LD . BRI OCSP — A— 2 FIl X R WVEES L b5 5.,

A CA X, B OEARIO FT 10 BLUAND L 2R 2R 224t 5 7=l 557 U vV —
AT, CRLEBELUNOCSP ez ER B L MR T2 b0 55,

KCAIX, 77V = a7 bv=Tn, RCAIZK-oTHEHITINTZT N TOFLHIRA
FEHEOBED AT — X A HEMICT = v 7 T57DIEHTEL2A 0 IA4 U ARY N &
24 [§[#] 365 HIRHITHERF T2 b D LT 5,

A CA X, BREEOEVIEHEMBEL AR — M2 TG L, REITES UCHE%HE 2 1E9IT
HEEACB L, IS5 OxI R L Ao TR E 2 K8 S D EES & 24 FEE] 365 H HERF
THHLOET D,

4.10.3 T a T

HE L2,

411 A (BEF) OKRT

FEAERAEDVFEHFEORMM 2K T2, £EAY - 22T 556, iEAED KL H
TR by, 2k, AEHEOR B FRia1Th . iU DR EO AR
W T LIEmaIlb&TERd, 12720, ACAIX, ACME 7'u k=L &g LTHRIT SR
HEFHZIZOWT, EREBRIBHNZTHZLNTE D,

Z OMOFEHEFRAE I L oA — B ZAOMKICET 5L, ZRIARMETED 5,

412 ¥—I R/ O—LBEE

4121 F—IRHO0—LBRIEAR) O—BXUERE
A CA IZ. FEHERIRZEORAROT 2 7 o —TThi\,

4122 vy avx—nhTENEERBEEDRY) O—B L UER
WAL B,

5. L. EE L. EFLDEHE

51 PEMYEXa) 741 BE

ARIEIZHSOWTIX, CPSIZHET 5,

52 FHEMNEE

ARIEZDOWTIL, CPSIZHET 5,

410.2 Y—EXOF| ATREM
K CA X, 24 W5 365 H, FEMIEAT — 4 AfFEMATMR TE 5 L H OCSP H— "— % & HiJ
Bo T2 L. BRSFEICL Y . —HANIZ OCSP b —R—%FIHATE LR WEE b H 5,

A CA VL, WHEOEMEIO FT 10 BWUND L AR A 2844 5 7= 010+ ) v —
AT, CRLEBXUOCSP #EZEHA B L OHERFT 5D L35,

KCAIZ, 77V r—var Y7 =70, RCAIZL > THITINZTXTORLBIRAN
FEAZEOBED AT — X A HEMICT = v 7 T57DIEHTEL 4 I7A4 LV RT N &
24 [§[#] 365 HIRHITHERF T2 b D LT 5,

A CA X, BREOEVIEHEMBEL AR — M2 TG L, BB U THE%HE 25T
PEBCIEE L, 73S B O R L o TR E L2 L S § D HES & 24 BRI 365 HERF
THHLOET D,

4.10.3 A7 aFIILiiiEH
HE L7,

411 A (BEf) OKRT

FERA BRI DGEA B ORI A T 5. E3AY —E R EMOT 250, FEHEO K
MEATDRINER LR, 2B, EHEOEHFRLTOT. %S T 5N EOHHHM
T LEBAIC LI T L%, 275U, A CAIE. ACME 71 b 2L &/t LCRAT SR
PIHFIAFIC OV T, LR e RSB ET 5 2 LR TE S,

T OMOFERERMEIZ L DA — 2O T 256/, TFHAXGETED %,

412 ¥—I R/ O—L@ERE1E

4121 ¥—I R O0—LERIER) O—BLUER
A CA IZ. FEHERREOMAROT 27 0 — I ThR\,

4122 vy avxF—nhTEIIEERBEEDRY) O—B L UERE
WA LT B,

5. L. EE L. EFLDEHE

51 PEMEXa) 71 BE

AKRIEIZHOWTIE, CPSIZHET 5,

52 FHEMNERE

ARIEIZDOWTIL, CPSIZHET 5,
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53 AERNTHE

ARIEIZOWTIX, CPSICHET 5,

54 EEQOYTDOFH

541 [EERSNBMA R FDEE
AKRIFIZHOWTIX, CPSIZHET 5,

542 BEENJ 0BT LHEE
ARIEIZOWTIX, CPSIcHET 5,

543 BEEDOJ %FFT 5 1R
RKIFIZHOWTIE, CPSIZHIET 5, 7o, RAV AT A LOERa ZIzHoWTiE, 7T—hA 7
&L THRIR 7T ERIRGET 5,

544 BEENTORE
ARIEIZOWTIX, CPSICHET 5,

545 BEEOQSTDINvH T v TFEEH
ARIRIZHOWTIX, CPSIZHET 5,

546 EEOJTDINEL AT A
AIEIZ ST L, CPS I+ 5,

547 ARV MERZ LE=EADEHA
ARIRIZHOWTIX, CPSIZHET 5,

5.4.8 Mfags 145
A=W T, CPS ICHET 5.,

5.5 RBERDRE

llllll-lll

551 7—h4 TDOEH

A CAX, CPS® 55 FLEkDORE ] 1T T, ROEHRET — A7 L LTHRIET 5,
- & CP

« R CPICESEER S NI-FRFER OEGEH 2 HET 5 30

- BE A O E R I T D FiEk I L O A E

- FEEFIHE 22 6 O RS I L OV O g E

5.5.2 7—h4A JEEHM
AIHIZHNTIE, CPSICHET %, 28, IROFERDOT —H A T12oNTlE, K 7 4 RIR
ﬁj—éo

53 AENTHE

ARIEIZOWTIE, CPSIZHET 5,

5.4 BEEE O Y DFH

541 BRI NBM R FDEEH
ARIFIZHOWTIE, CPSIZHET 5,

542 BEENJ 0BT H5EE
ARIEIZOWTIE, CPSICHET 5,

543 BEENJ#REFT 51
AKIEIZHOWTIE, CPSICHIET A, 7o, RAV AT A LOERa VIO, 7T—hA 7
&L THRIR T ERRET 5,

54.4 BEBEN S DRE
ARIEIZOWTIE, CPSICHET 5,

545 EEXEOSTDINvH T v TF4
ARIEIZHOWTIE, CPSIZHET 5,

546 EBEOSJTDINERT L
AKIAIZOWTIE, CPSIZHHET 5,

547 ARVIMERZLEEADEA
ARIRIZHOWTIE, CPSIZHET 5,

5.4.8 5514 ST
AKIAIZOWTIE, CPSIZHHET 5,

5.5 RBERDRE

:llllll-lll

551 7—h4 TDESE

A CAL, CPS® 5.5 FLEkORE ] 1T T, ROEHRET — A7 & LTHRIFT 5,
- & CP

« R CPICESEER S NT-FRFER OEFEN 2 HE T 5 30GE

- BEA O ERufE RITB T D R0Ek B L OB A E

- FERTERIAE B O HEEF B L OV 0L g

55.2 7—h4 T RELR
ATHIZHOWTIE, CPSIZHET 5, 2B, WROBEHROT — 1A TITHOWTIE, &K 7 R
ﬁ—é—éo
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* K CP
* R CP SIS & (AR S N1 B3R O 35 M & e 3 5 30K
+ B O SRS R BT D Rl K OB
* REBEFRIAHE 6 O BT S £ 02 O HLIEIE

553 7—hA4 TDRE
ARIEIZOWTIE, CPSIZHET 5,

554 T—hA TDNvH T v TFk
ARIEIZHOWTIX, CPSIZHET 5,

5.5.5 REERICHA A1 LR AV TE2HE5ETHEH
ARIEIZOWTIE, CPSIZHET 5,

55,6 7—hA TINELRT L
ARIFIZHOWTIE, CPSICHET %,

5.5.7 7—h4A T ORI FH
ARIAIZHSOWTIX, CPSIZHET 5,

56 BOUVEZ

A CA OFRAGRIE, AT 2 REAE O A R F 23 GEHER A I2RAT LICREAH O &R K
AR L0 b E L R DANTH 2 R A RO LRI K OREAEOFRITZ1T 5, B LWAA#EN
AR ENTH%IT, T LWEAVE A > TEE#F R L O CRL OFITE1T 9,

5.7 Bt E L UKEFEI S DEIR

ARIEIZOWTIE, CPSIZHET 5,

58 REIRTE-IXBBERIDKT

AR CAIL, EBEILTAMNEND LA, TOEXFHANT 19.11 BRA M OE R @ % & i
&) D BN HIE IR ER A @M 5,

6. X T+ BE

6.1 BR7DERLELVAI R =)L

6.1.1 BRT7DERE
A CAFAHIZHOWTIZ CPS 16.1.1 #E_7 DA ITHET 5,
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(EEFZRR)
- KCP
« K CPIZHSEE S NI BIER OEBEM 2 BlE+ 5 30E
- B D EHMiE R BT % Ridkds L OB A E
- RERAERIHE 2> 5 O FES I L OE O E

55.3 7—h4 TDRE
ARIEIZOWTIE, CPSIZHET %,

554 P—hATDINvITv T
ARIEIZOWTIX, CPSIZHET 5,

5.5.5 RERRICH A LRZ UV TE 5T HEH
ARIEIZOWTIE, CPSIZHET %,

55,6 7T—h4A4 TWMELRT LA
ARIFIZHSWTIL, CPSIZHET %,

5.5.7 7—h4A TDIREEFH
AKIEIZHOWTIE, CPSIZHET 5,

5.6 BOYVYEZX

K CA OFRAAHFIL., FAEHRICHT 23EAEO A B A ZERER A E 12T LIZEEDO R K
AHIB LY LEL RARNCH =R AEROAERB X OGFHZEDORITZIT O, B LWEAEN
AR ENTHBIZ. FTLOWRAEEZ - CEEAEB IO CRL OFRITE21T 5,

57 BRIESLUVLENSDEIR

ARIEIZOWTIE, CPSIZHET 5,

58 REERFE-IXEBBERDET

K CAIZ, EHIFILTD2LENDH LA, TOEZFHANT 19.11 BILRH M O E 5 % &
#1 A D BT IE TIREHEF A E (@4 2,

6. BfrtExa )T+ BH

6.1 BR7DERBELUAM R =L

6.1.1 BRT7 DR
A CAFAHIZHOWTIZ CPS 16.1.1 #E_7 DA ITHET 5,
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6.1.2 SEBAEFIRFICKT HRFRO LS

FSEERAE ORA R, FEAEFIRHE A PAERK T2 b0 L L, RCAITFEEFNHE OFL
AHEA RIS L ORI TR,

6.1.3 SRR/~ D RO

K CA KT 2 AEHEFI A ORREEDOZ(HE, FEAFEOHFERICA Y T A k> TITbi
Do ZDEEOWEREIXTLS IZX VS EIT o,

6.1.4 REIEAD CA ABARD X+

FREEF I, RCADVARY MVIZT 7 EATHZ LIZE->T, KCADAMEEZATFTLHZ &
NTE D,

6.1.5 @Y1 X

A CA IX. Baseline Requirements (ZH#EHL L 7= F A 0T GEHEZRITT HI2HT-> T, RO
ZLEMERTLIbDLET D,

RSA ##~7 OG5

A= RENDLREETOEY 2T R - A XF, DA< 2048 By FTHDHZ &
*EV2T A A X (B ML) A8 THIWEIND Z &

ECDSA §#~7 Oi5&

- % —7% NIST P-256, NIST P-384 FEHhff LoOAZmazRLTND L

DT V=Y X LY A ZTFFA L7,

6.1.6 2EBDNSA—FDERSIUVRERE
ARIEIZOWTIE CPS IZHET 5, 7B, iEZENAZE ORXAREED T A —& DR X O
BRAEIZOWTHE LR,

6.1.7 O A%
ACAB L OACANRATT 5 FEHEORD FLRIZLLFO@Y &4 5,

* 6.1 #HOHE

ACA KCADFATT Ll H
digitalSignature — yes
nonRepudiation — —
keyEncipherment — yes
(7272 L. ECDSA##:%
M L7ZFEREZBRL)
dataEncipherment — —
keyAgreement — —
keyCertSign yes —
cRLSign yes —

6.1.2 SEEAAEFIAEICHT 5RFROXZMT

AEERRFE ORASNE, FSEHERAE A NERT b0 L L, RCAILGEHEF HE OFL
AR L ORI THh 20,

6.1.3 R/~ DLHRBDIR T

A CA TS D REEFIE OABREEO AT, FEAFEDOHGERICA T A LT X > TThi
%o ZOLEOBEEREILTLS IZL VKFBALEIT D,

6.1.4 BREEEFEAD CA BB+

BRAEE X, RCADIVRY RVIZT 7 ®ATHZLEIZE T, KRCADOABMELZATTLHZ &
MTE D,

6.1.5 B9/ X

A CA IX. Baseline Requirements (Z¥#EHL L 7= R & 0T GEHEZRITT HITHT-> T, RO
ZEERHERTOHLDET D,

RSA $#~7 OH

A= REINDRERTOET 2T A - A XF, »72< L2048 By N THDLHZ &
cEVaT AP A X (Ey FHALD) B8 THRIVEINGS Z &

ECDSA $#~7 054

-+ ¥ —% NIST P-256, NIST P-384 FEMHfR LOFHRmAERL TNDH I L

D7 LT Y X LR A ZIIFFAT LRV,

6.1.6 DHEBDONSTA—2DERSLIUVRERE
ARIEIZOWTIE CPS ITHET 5, 7B, iEHZEMAZE ORXAHEED T A —& DR XU,
BERAEIZOWTHE LR,

6.1.7 B8O RA%&
RCARB L OAKRCANRITT HIEHEORHOHARIILLTO®EY &35,

* 6.1 #oHiE

ARCA KCADFATT Ll H
digitalSignature — yes
nonRepudiation — —
keyEncipherment — yes
(7272 L. ECDSA##:%
M L7ZRERAEZBRL)
dataEncipherment — —
keyAgreement — —
keyCertSign yes —
cRLSign yes —
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encipherOnly — —

decipherOnly — —

6.2 RARDREFEL S UBEED 1 —ILERITOEE

ARIEIZHOWTIX, CPSIcHET %,

6.3 BR7DEDDEES X

6.3.1 AfRODT—HA4T

ARIEIZHOWTIX, CPSIcHET %,

6.3.2 SEFARDAMHRE L RARE &L ULARBO AR RAM

A CA @ CAFFHHEOHIHIM B L O~ T7 A ZHIRIC Wik, CPSIZHET 5,
F72. 2020 49 H 1 B LABEICA CA M ATT D2 FIHF T FEAEICIL, 398 HA# X 5H%)
I ZE L2V, 2020 -9 H 1 B X 0 ATNCA CA 23317 LRI AF M i EIL, A0
723 825 A #2722V HD LT 5,

HE L. 1AL 86,400 W L7en, TNAHEx ML,
T, BN 1 A% EWRT S,

NERELT ORISR S 5 5B & @

6.4 FEET—42

AKIAIZOWTIX, CPSIZHHET 5,

6.5 AYEaL—432DEXxa) T+ EE

ARIRIZHOWTIX, CPSIZHET 5,

6.6 54 7247 IILDETHEE

AKIAIZOWTIX, CPSIZHHET 5,

6.7 2Ry FI—VtFa T+ EH

ARIRIZHOWTIX, CPSIZHET 5,

6.8 AL LRAVT

ARIEIZHOWTIX, CPSIZHET 5,
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encipherOnly — —

decipherOnly — —

6.2 A EROREEFELLIUBEE D 1 —ILETOEE

AKIEIZOWTIE, CPSICHET 5,

6.3 BT DEDDEESE

6.3.1 AFROT7T—HhaT

AKIEIZOWTIE, CPSICHET 5,

6.3.2 AIFAEDAEMHRE ERARE S ULRBOA RN

A CA O CAGEHEOF MR L OEET OoFEIC Wik, CPSIcHET 5,
F72. 2020 49 H 1 B LARRICA CA M ATT DRI HF T FEAEICIL, 398 HEE X 5H%)
I 2 52E L7V, 2020 4E 9 A 1 B X 0 ANCA CA 23347 L= FIHF BT FEHEIL. A2
W23 825 A&z b D LT 5,

HE L. 1 AT 86,400 L7 n, ZhAHx LML,
T, B 1 B%EWRT S,

INERELT ORISR S 5 5B & @

6.4 FHEIET—42

ARIEIZDOWTIL, CPSIZHET 5,

6.5 AYEa1—42DtExXa) T+ EE

ARIEIZHOWTIE, CPSIZHET 5,

6.6 54 74 7LD TKWERE

ARIEIZDOWTIL, CPSIZHET 5,

6.7 2y FI—0tFa T4+ EHE

AKRIEIZHOWTIE, CPSIZHET 5,

6.8 3L LRAVT

ARIEIZOWTIX, CPSIZHET %,
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7. AES L UMHAESRHUV R FOTO I 7ML

71 fIARO OO 7M4 L

A CAIZ, A CP 2.2 FEHERBFWMON]. ACP 16.1.5 YA X, ACP [6.1.6 1~ BHgt
ERE] ICHESNHENEEE - T b0 s 35,
A CA DFIHF T IEAEL T 5. CSPRNG 725D 64 £ "oLEOH 12 ETr 1 LU

DINT A—Z DR X OV

72 224159 K DOHEE TIERVGEHES YV TAEFBSEZAERTH LD LT 5,
A CA N7 9 HiEBHEIX RFC 5280
%o

# 7.1-1 FAFZEWRGREHE 77 7 4 (Issuer 2% JPRS Domain Validation Authority —

G4 % L <% JPRS Organization Validation Authority — G4 O FEBIEIZ5# H)

WZHERLL TWD, a7 74 WE, REOLEBYTH

B NP R EPE critical
Version Version 3
Serial Number CA DFEZFIZHID Y THEE DU T
VT
Signature Algorithm sha256 With RSA Encryption
Issuer Country C=JP
Organization O=Japan Registry Services Co., Ltd.

(1) RAA FHFER
CN=JPRS Domain Validation Authority
- G4

(2) FHRGRRER
CN=JPRS Organization Validation
Authority — G4

Common Name

Validity NotBefore 1) 2008/3/1 00:00:00 GMT
NotAfter %) 2009/3/1 00:00:00 GMT
Subject Country (1) NAA FRRER

L APRAN

(2) AHABARRER
AEERIRE O (E) & LT,
[C=JP] ZF#T 5

(1) FAA FEFER

L APRANA

(2) AHABERAER
AEEFRIAE OLRT EEMNRA)
H)

State Or Province

(1) FAA L3RG
e AOYANA

Locality

7. IAES L UHEATXRHY R FOTO I 7M1

71 fIAEO 7O 7A L

A CAIZ, A CP 2.2 GEHEFROAM). A CP 6.1.5 g4 X, ACP [6.1.6 4 Bifit
DINT A—=Z DERB XOWERAE | ITHE SN EINE 2T b D &35,

A CA PFIAEZWTFEAEZRITT D8, CSPRNG 26D 64 'y ML EOH &I 1 LA
7D 224159 K DR TIERWFEHEFE L UV T AE S EZERT LD LT 5,

A CADBFEATT HREAFEIL RFC 5280 IZHEHLL TV 5, 'm 7 7 A /WE, REDEEY TH
2o

# 7.1-1 FAEZERGGEHE 7 7 7 4L (Issuer 7% JPRS Domain Validation Authority —
G4 % L <1Z JPRS Organization Validation Authority — G4 O FEBAEIZ# H)

BRI B E A critical
Version Version 3
Serial Number CA DFEAZFIZHI D Y THEE DI T
IV
Signature Algorithm sha256 With RSA Encryption
Issuer Country C=JP
Organization O=Japan Registry Services Co., Litd.

(1) RAA A
CN=JPRS Domain Validation Authority
- G4

(2) kAR
CN=JPRS Organization Validation
Authority — G4

Common Name

Validity NotBefore %) 2008/3/1 00:00:00 GMT
NotAfter 1) 2009/3/1 00:00:00 GMT
Subject Country (1) FAA FRGEA

L APRANA

(2) AHABGRAEM
AEERIRE OEFT (8) & LT,
[C=JP] ZFl#T 5

(1) KAA 3B

L APRANA

(2) AHABGRAER
AEERIHFE OLRT @EERA) 4
)

(1) FAA 8GR

L APRANA

State Or Province

Locality
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(2) HHRkFAEAY

AEFERIAE OERT (HXKEAA) (&
?E)

Organization (1) FAA 585
i AU
(2) HHRkFRAEAY
AEAEFIMNE OL4 P (W)
Organizational (1) NAA FRGRERY
Unit FLE L2

(2) AHARRFER
AEAERMMEOHESL (EE)

(772 L., 2021 4 11 H 18 A LIKRICH
T3 HREAFIZIEREHE L 722 0)

AIEBIZIE RRBOHABLIOAAL—2D
A TR SN2 SCFA) Z2HEE L TR
B720
AEEIZIIL FTOXTFH EZED TSRS
A

HI AR AR O 1 & 3R S 5 -1
BDHLTR - #14 - BE - PR

ENKZ T 3074 ( [Co., Ltd) 72
)

REDOHRANESRIE LT
FEpT &~ 307

T

RAALHBEIOIP T LA

i) T3Z2472 L) REDEREZRT
] (Tnully . TN/AJ 72 8)

Common Name

AEAEE A VA M= LT BT EDY—
—D DNSNTEbIL DR A M (W
H)

AEAAE D Subject Alt Name fIL3EREILIC
“FN 5 dANSname DfED 1 2% LFH
fipav—&LCmra— RT3

JPRSHY— N —ZERAEZRIEFIEHER Y > — (Certificate Policy)

(FETFERR)
(2) AHRGRAER
AERAER B OFEFT (XA 4) (%
/)

Organization (1) FAA FE
I AU
(2) kAR
AEAEFINE OL4 PR (W)
Organizational (1) RAA FRGEA
Unit FLE L2

(2) AHARGRAES

AEERIRE OWES (ER)

(772 L. 2021 4 11 H 18 A LARRICH
T3 BRI EICIEREHE L 72 0)
AHEAIZIE TRREBOHABLIOAL—2D
HTHERL SN2 CFA) 248 L TR
B720

AREBIZIZLL FOXFH %25 T
A

HI AR AR O 1t & 3R S 2 R
DA - A - P - PR

ENKZ 33078 ( TCo., Litd) 72
)

FEDOHRANEZSRSE LT

(B R e &

B

RAALHBEIOIP T KL A

e/l TexX472 L) 7o EOBEWAETRT
] (CTnully . TN/AJ 72 &)

(A

Common Name

SFAEAS A VA RN — LT B TEDHF—N
—®D DNS NTEDbIL DA A M (W
H)

AEAAE D Subject Alt Name fIL3EREILIC
ZFEN 5 dNSname DIED 1 2% LFH
fipav—&tLCmra—R T35

Subject Public Key Info Subject D/ BHEE RSA 2048 £ k

PLAR A RENE critical

Key Usage digitalSignature, y
keyEncipherment

Subject Public Key Info Subject DZABHEE RSA 2048 £ b

PLARAEIE RENE critical

Key Usage digitalSignature, y
keyEncipherment
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JPRS Y — N—SERAERGER

Extended Key Usage

(EERBEEA &)

TLS Web Server Authentication

FEBAER Y v — (Certificate Policy)

Subject Alt Name

dNSName=4—/\—4, (BED5 6
0)

JPRS Y — N—FEAEFZFERFEAER Y — (Certificate Policy)

Extended Key Usage

(B

TLS Web Server Authentication

Certificate Policies

[1] Certificate Policy
1.3.6.1.4.1.563827.1.1.4
CPS
http://jprs.jp/pubcert/info/repository/
[2] Certificate Policy

(1) RAA FREEH
2.23.140.1.2.1

(2) ALARAER
2.23.140.1.2.2

Subject Alt Name

dNSName="—/—4 (BEEDOHE
v)

CRL Distribution Points

(1) RAA FHFERY
http://repo.pubcert.jprs.jp/sppca/jprs/dv
ca_g4/fullerl.crl

(2) FARRGRAER
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_g4/fullerl.crl

Certificate Policies

[1] Certificate Policy
1.3.6.1.4.1.563827.1.1.4
CPS
http://jprs.jp/pubcert/info/repository/
[2] Certificate Policy

(1) RAA G
2.23.140.1.2.1

(2) AHARGRAER
2.23.140.1.2.2

Authority Information Access

[1] ocsp (1.3.6.1.5.5.7.48.1)

(1) RAA FHFER
http://dv.g4.ocsp.pubcert.jprs.jp

(2) FHRRGRAER
http://ov.g4.ocsp.pubcert.jprs.jp
[2] ca issuers (1.3.6.1.5.5.7.48.2)

(1) RAA FHFER
http://repo.pubcert.jprs.jp/sppca/jprs/dv
ca_g4/JPRS_DVCA_G4_DER.cer

(2) HARRRRER
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_g4/JPRS_OVCA_G4_DER.cer

CRL Distribution Points

(1) RAA A
http://repo.pubcert.jprs.jp/sppcaljprs/dv
ca_g4/fullerl.crl

(2) HHkER AL
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_g4/fullerl.crl

Authority Key Identifier

Issuer ABA#ED SHA-1 v > =fE (160
v k)

Authority Information Access

[1] ocsp (1.3.6.1.5.5.7.48.1)

(1) RAA G
http://dv.g4.ocsp.pubcert.jprs.jp

(2) HHikR AL
http://ov.g4.ocsp.pubcert.jprs.jp
[2] ca issuers (1.3.6.1.5.5.7.48.2)

(1) RAA G
http://repo.pubcert.jprs.jp/sppcaljprs/dv
ca_g4/JPRS_DVCA_G4_DER.cer

(2) AR AR
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_g4/JPRS_OVCA_G4_DER.cer

Subject Key Identifier

Subject ZABH#ED SHA-1 /~ v ¥ =il
(160 £ 1)

Authority Key Identifier

Issuer ABA#ED SHA-1 /v > =fE (160
v h)

Certificate Transparency
Timestamp List
(1.3.6.1.4.1.11129.2.4.2)

Tra—Rahlz
SignedCertificateTimestampList % &
{» OCTET STRING &4 %

Subject Key Identifier

Subject ZABH#ED SHA-1 /~ v ¥ =l
(160 £ 1)

Certificate Transparency
Timestamp List
(1.3.6.1.4.1.11129.2.4.2)

Tra—Rahlz
SignedCertificateTimestampList %%
#» OCTET STRING &9 %
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JPRS Y — N—FEBHEFRIERFEAER Y — (Certificate Policy)

#2 7.1-2 FIAAMT

(EREBEEA &)

JPRS OV RSA CA 2024 G1 OFFAE I H)

FEET' 1 7 7 AL (Issuer 28 JPRS DV RSA CA 2024 G1 % L < X

FEARHE I RENE critical
Version Version 3
Serial Number CA DFEHAZFIZHID B TLHEE DOV T
IV
Signature Algorithm sha256 With RSA Encryption
Issuer Country C=JP
Organization O=dJapan Registry Services Co., Ltd.

Common Name

(1) FAA FEGFER

CN=JPRS DV RSA CA 2024 G1
(2) FHARRAERY

CN=JPRS OV RSA CA 2024 G1

Validity NotBefore 1) 2008/3/1 00:00:00 GMT
NotAfter #51) 2009/3/1 00:00:00 GMT
Subject Country (1) RAA RERER

[aE APRAA

(2) AEARFRRERY
AEERIAE OFFT (H) & LT,
[C=JP| ZF#T D

State Or Province

(1) RAA FEFEHR
fRE A BRANA

(2) AHARRRAER
AEEFIRE O (#hE
/)

R4 (b

Locality

(1) R AA GRS

RLEE L7220

(2) AHARGRAER

AERERIAEOERT (HXETRA) (%
H)

Organization

(1) R AA GRS
RLEE L 720

(2) AHARGRAER
AERERIHE O R (M)

Common Name

SERHEA A VA N—LT B TEDH—
—® DNS N TCfEDLILDHFRA ML (W
ZH)

JPRS Y — N—FEAEFZFERFEAER Y — (Certificate Policy)

#F 7.1-2 FHEWT

(B

JPRS OV RSA CA 2024 G1 OaFHEIZEH)

SEHE 1 7 7 A4 )L (Issuer 28 JPRS DV RSA CA 2024 G1 & L < I

FEAR R RENE critical
Version Version 3
Serial Number CA DFEHAZFIZHID Y THEED U T
IV
Signature Algorithm sha256 With RSA Encryption
Issuer Country C=JP
Organization O=dJapan Registry Services Co., Ltd.

Common Name

(1) FAA R

CN= JPRS DV RSA CA 2024 G1
(2) AHABGRRER

CN= JPRS OV RSA CA 2024 G1

Validity NotBefore i) 2008/3/1 00:00:00 GMT
NotAfter ) 2009/3/1 00:00:00 GMT
Subject Country (1) RAA RERER

RLEL L7200

(2) AEAEFRRERY
AEERIAEOFEFT (H) & LT,
[C=JP| %F#T 2

State Or Province

(1) FAA REFER
ROH L 720

(2) AHARRRER
AEEFIRE O (#HE
7H)

JFRA) (4

Locality

(1) RAA R

RLAEL L 72\

(2) AHARGRAET
AEAERRE OFERT (HXETA4) (%
Z=))

Organization

(1) RAA R
RLEL L 72

(2) AHARGRAER
AEAERIHE OL4F (MH)

Common Name

SEBES L 2 h— LT AT EDH—N
—® DNS N TN BHRAR N (&
ZH)
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JPRS Y — N—FEBHEFRIERFEAER Y — (Certificate Policy)

(ER RN &)
FEHE O Subject Alt Name JE5EMEIIC
ZE¥N 5 dNSname DfED 1 D% L FH
fiopar—LLTzra—R¥5

JPRS Y — N—FEAEFZFERFEAER Y — (Certificate Policy)

(FEER IR
FFBHE D Subject Alt Name HLHEFHIC
¥ 5 dNSname DfED 1 D% L FH
fioar—LLTzra—Ry5

Subject Public Key Info

Subject DABAFE RSA2048 © > K,
RSA3072 £ > ., RSA4096 v~ FD
AR

Subject Public Key Info

Subject DABAFE RSA2048 E > K,
RSA3072 >~ ., RSA4096 v > D
AR

LR PEIK

=1 =g

RENE

critical

LR AEIK

=1 =g

RENE

critical

Key Usage

digitalSignature,
keyEncipherment

y

Key Usage

digitalSignature,
keyEncipherment

y

Extended Key Usage

TLS Web Server Authentication
TLS Web Client Authentication

Extended Key Usage

TLS Web Server Authentication
TLS Web Client Authentication

Subject Alt Name

dNSName=%—/—% (HEEOLEH
D)

Subject Alt Name

dNSName=%—1—4%4 (HEHEDOLEH
v)

Certificate Policies

Certificate Policy
(1) RAA FEEERY
2.23.140.1.2.1
(2) AHABERAER
2.23.140.1.2.2

Certificate Policies

Certificate Policy
(1) RAA R
2.23.140.1.2.1
(2) HHHkARAEY
2.23.140.1.2.2

CRL Distribution Points

(1) RAA G
http://repo.pubcert.jprs.jp/sppcaljprs/dv
ca_rsa2024g1/fullerl.crl

(2) FARKRRRAER
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_rsa2024g1/fullerl.crl

CRL Distribution Points

(1) RAA REFER
http://repo.pubcert.jprs.jp/sppcaljprs/dv
ca_rsa2024g1l/fullerl.crl

(2) HHikARAE
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_rsa2024g1/fullerl.crl

Authority Information Access

[1] ocsp (1.3.6.1.5.5.7.48.1)

(1) FAA RBFER
http://dv.rsa2024g1.ocsp.pubcert.jprs.jp

(2) AR RERY
http://ov.rsa2024g1.ocsp.pubcert.jprs.jp
[2] ca issuers (1.3.6.1.5.5.7.48.2)

(1) FAA R
http://repo.pubcert.jprs.jp/sppca/jprs/dv
ca_rsa2024g1/JPRS_DVCA_RSA2024G
1_DER.cer

(2) AHRGRAER
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_rsa2024g1/JPRS_OVCA_RSA2024G1
_DER.cer

Authority Information Access

[1] ocsp (1.3.6.1.5.5.7.48.1)

(1) RAA R
http://dv.rsa2024g1.ocsp.pubcert.jprs.jp

(2) HHARFRRERY
http://ov.rsa2024g1.ocsp.pubcert.jprs.jp
[2] ca issuers (1.3.6.1.5.5.7.48.2)

(1) RAA R
http://repo.pubcert.jprs.jp/sppca/jprs/dv
ca_rsa2024g1/JPRS_DVCA_RSA2024G
1_DER.cer

(2) AHGRAER
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_rsa2024g1/JPRS_OVCA_RSA2024G1
_DER.cer
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JPRS Y — N—FEBHEFRIERFEAER Y — (Certificate Policy)

(EERBEEA &)

Timestamp List
(1.3.6.1.4.1.11129.2.4.2)

SignedCertificateTimestampList % &
¢ OCTET STRING & 5% (f£E)

Authority Key Identifier Issuer 2ABA#ED SHA-1 /v > = ffi (160 | n
=
Subject Key Identifier Subject ZABH#ED SHA-1 /N> ¥ = fH n
(160 £ )
Certificate Transparency Tra— RaEnk n

#£ 7.1-3 FIFEmT

JPRS OV ECC CA 2024 G1 DFFFEIZE )

AEHE 7 1 7 7 AL (Issuer 28 JPRS DV ECC CA 2024 G1 & L < (&

FEA TR RIENE critical
Version Version 3
Serial Number CA DFEAZFIZHI D Y THEE DU T
IV
Signature Algorithm ecdsa-with-SHA384
Issuer Country C=JP
Organization O=Japan Registry Services Co., Litd.

Common Name

(1) RAA REFEHR

CN=JPRS DV ECC CA 2024 G1
(2) AEARFRRERY

CN=JPRS OV ECC CA 2024 G1

Validity NotBefore %) 2008/3/1 00:00:00 GMT
NotAfter f1) 2009/3/1 00:00:00 GMT
Subject Country (1) FAA R

RLEE L7220

(2) AHARGRAER
AEAEFAE OFERT (E) & LT,
[C=JP] %F#7 5

State Or Province

(1) FAA R

L APRAN

(2) AHARRFEA
AERAERIRE OFEFT (FhiE
7H)

A (4

Locality

(1) RAA FBRER

L APRANA

(2) AHABERAER

AERAERIE O (TXKETA ) (4
H)

JPRS Y — N—FEAEFZFERFEAER Y — (Certificate Policy)

(B

Timestamp List
(1.3.6.1.4.1.11129.2.4.2)

SignedCertificateTimestampList % &
7¢ OCTET STRING ¢+ 95 ()

Authority Key Identifier Issuer B8 SHA-1 /v > =i (160 | n
=
Subject Key Identifier Subject AB#ED SHA-1 /N> ¥ =2 ff n
(160 £ )
Certificate Transparency Tra— RFahlz n

#£ 7.1-3 FIAEEZEmT

JPRS OV ECC CA 2024 G1 ®ZFFEIZE )

AEE 7 1 7 7 AL (Issuer 28 JPRS DV ECC CA 2024 G1 & L < (%

SEA TR R IENE critical
Version Version 3
Serial Number CA DFEZFIZHI D Y THEE DI T
IV
Signature Algorithm ecdsa-with-SHA384
Issuer Country C=JP
Organization O=Japan Registry Services Co., Ltd.

Common Name

(1) FAA A

CN=JPRS DV ECC CA 2024 G1
(2) HHARFRRERY

CN=JPRS OV ECC CA 2024 G1

Validity NotBefore %) 2008/3/1 00:00:00 GMT
NotAfter 1) 2009/3/1 00:00:00 GMT
Subject Country (1) FAA R

RLHL L 720

(2) FAARFERERY

AEAEFIHE OERT (E) & LT,
[C=JP] ZFl#lT 5

State Or Province

(1) FAA R

L APRANA

(2) AHARGRAES
AERAERIRE OfEFT (FhiE
7H)

A (s

Locality

(1) FAA 8GR

L APRANA

(2) AHABGRAER
AEAERIRE OEFT (KA 4) (%
H)
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JPRS Y — N—FEBHEFRIERFEAER Y — (Certificate Policy)

Organization

(ERERBRAT )

(1) RAA FEGEA

oL AR

(2) AHARGRAER
AEEFRIAFE O TR (M)

Common Name

AEHEEZA VA P =TS TEDY =
—® DNS N TN DR A M (W
ZH)

FEFHE O Subject Alt Name JE5EMEIKIC
¥ 5 dNSname DfED 1 D% L FH
fioapr—LLTzra—Ry5

JPRS Y — N—FEAEFZFERFEAER Y — (Certificate Policy)

Organization

(FEER IR
(1) RAA RBFER
ROEL L7220
(2) AHAGRAER
AERAERIRHE O (WA)

Common Name

FAEAEEZ A VA NV T D TEDOY—N
—® DNS N TN DR A M (4
H)

FEAE D Subject Alt Name fL3EEILIZ
4 £ 5 dNSname DED 1 D% LFH
frpar—r LTy a— N5

Subject Public Key Info

Subject D FHSE RSA2048 > k|
RSA3072 £ > ., RSA4096 v v I,
P-256. P-384 O\ 3 Ui

Subject Public Key Info

Subject D 2ABASE RSA2048 £ I,
RSA3072 £ > ., RSA4096 v v I,
P-256. P-384 oW\ s

LBRPEIK

RIENE

critical

LRI

RIENE

critical

Key Usage

digitalSignature
keyEncipherment (ECDSA #&%F|H L
fuﬂﬂi%i Daﬁ L/fcﬁl/\)

y

Key Usage

digitalSignature
keyEncipherment (ECDSA #&%F|H L
ToREBAEIZITRER L 22\

y

Extended Key Usage

TLS Web Server Authentication
TLS Web Client Authentication

Extended Key Usage

TLS Web Server Authentication
TLS Web Client Authentication

Subject Alt Name

dNSName=1%—/—4% (EEDOLE
D)

Subject Alt Name

dNSName=%——4% (HEDOLE
v)

Certificate Policies

Certificate Policy
(1) RAA G
2.23.140.1.2.1
(2) FHARRRAERY
2.23.140.1.2.2

Certificate Policies

Certificate Policy
(1) RAA R
2.23.140.1.2.1
(2) AARKRFERERY
2.23.140.1.2.2

CRL Distribution Points

(1) FAA RBFER
http://repo.pubcert.jprs.jp/sppcaljprs/dv
ca_ecc2024gl/fullerl.crl

(2) AR RERY
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_ecc2024g1/fullerl.crl

CRL Distribution Points

(1) RAA R
http://repo.pubcert.jprs.jp/sppcaljprs/dv
ca_ecc2024gl/fullerl.crl

(2) HHARFRRERY
http://repo.pubcert.jprs.jp/sppcal/jprs/ove
a_ecc2024gl/fullerl.crl

Authority Information Access

[1] ocsp (1.3.6.1.5.5.7.48.1)
(1) RAA R
http://dv.ecc2024g1.ocsp.pubcert.jprs.jp
(2) AHGRAER
http://ov.ecc2024g1.ocsp.pubcert.jprs.jp
[2] ca issuers (1.3.6.1.5.5.7.48.2)

Authority Information Access

[1] ocsp (1.3.6.1.5.5.7.48.1)
(1) RAA FBFERY
http://dv.ecc2024g1.ocsp.pubcert.jprs.jp
(2) AHRGRAER
http://ov.ecc2024g1.ocsp.pubcert.jprs.jp
[2] ca issuers (1.3.6.1.5.5.7.48.2)
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JPRSY— N —FERAEZRIE /AL ER Y > — (Certificate Policy)

(EFE BT &)

(1) RAA R
http://repo.pubcert.jprs.jp/sppca/jprs/dv
ca_ecc2024g1/JPRSDVCA_ECC2024G1
_DER.cer

(2) HMARFRAER
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_ecc2024g1/JPRS_OVCA_ECC2024G1
_DER.cer

Issuer ABF#E D SHA-1 N v = fH (160

Timestamp List
(1.3.6.1.4.1.11129.2.4.2)

Authority Key Identifier n
=
Subject Key Identifier Subject ABA#ED SHA-1 /N> > 2 ff n
(160 £ v 1)
Certificate Transparency Tra— RaEnk n

SignedCertificateTimestampList % &
¢ OCTET STRING & 5% ({£E)

£ 71-4 PREEEHE 2 7 7 A1
\ZaE )

(Issuer 7% Security Communication RootCA2 D FiFHHZE:

FEA I WERNE critical
Version Version 3
Serial Number CA DFEAEIZHI D Y THEH DI T
IV
Signature Algorithm sha256 With RSA Encryption
Issuer Country C=JP
Organization O=SECOM Trust Systems CO.,LTD.
Common Name OU=Security Communication RootCA2
Validity NotBefore %) 2008/3/1 00:00:00 GMT
NotAfter f1l) 2009/3/1 00:00:00 GMT
Subject Country C=JP
Organization O=Japan Registry Services Co., Ltd.
Common Name (1) AR RS
CN=JPRS Organization Validation
Authority - G4
(2) RAA A
CN=JPRS Domain Validation Authority
- G4
Subject Public Key Info Subject DZABASE 2048 B > b
PLARAEIE RENE critical

JPRSHY— N —ZERAEZRIEFIEHER Y > — (Certificate Policy)

(TR

(1) RAA R
http://repo.pubcert.jprs.jp/sppca/jprs/dv
ca_ecc2024g1/JPRSDVCA_ECC2024G1
_DER.cer

(2) MAARFRFER
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_ecc2024g1/JPRS_OVCA_ECC2024G1
_DER.cer

Issuer ABF#E D SHA-1 N v =fH (160

Timestamp List
(1.3.6.1.4.1.11129.2.4.2)

SignedCertificateTimestampList % &
7¢ OCTET STRING ¢+ 95 ()

Authority Key Identifier n
=
Subject Key Identifier Subject ABH#ED SHA-1 /N> ¥ 2 fi n
(160 £ F)
Certificate Transparency Tra— N3k n

#* 7.1-4 PREGEAE e 7 7 A1
\ZaE )

(Issuer 7% Security Communication RootCA2 PGk ZE:

FEA I RERNE critical
Version Version 3
Serial Number CA DFEAEIZHI D Y THEH DI T
IV
Signature Algorithm sha256 With RSA Encryption
Issuer Country C=JP
Organization O=SECOM Trust Systems CO.,LTD.
Common Name OU=Security Communication RootCA2
Validity NotBefore %) 2008/3/1 00:00:00 GMT
NotAfter f1) 2009/3/1 00:00:00 GMT
Subject Country C=JP
Organization O=Japan Registry Services Co., Ltd.
Common Name (1) HHRRRRRERY
CN=JPRS Organization Validation
Authority - G4
(2) RAA A
CN=JPRS Domain Validation Authority
- G4
Subject Public Key Info Subject D2 BH#E 2048 B v b
PLARAEIE RENE critical

38/56




JPRSY— N —FERAEZRIE /AL ER Y > — (Certificate Policy)

(EERBEEA &)

Issuer ABA#E® SHA-1 Ny = fl

http://scrootca2.ocsp.secomtrust.net
[2] ca issuers (1.3.6.1.5.5.7.48.2)
http://repository.secomtrust.net/SC-
Root2/SCRoot2ca.cer

Authority Key Identifier n
(160 > k)
Subject Key Identifier Subject ABA#ED SHA-1 /v 3 = fH n
(160 £ 1)
Key Usage Certificate Signing y
Off-line CRL Signing
CRL Signing (06)
Certificate Policies Certificate Policy N
1.2.392.200091.100.901.4
CPS
http://repository.secomtrust.net/SC-
Root2/
Basic Constraints Subject Type=CA y
Path Length Constraint=0
Extended Key Usage TLS Web Server Authentication n
CRL Distribution Points http://repository.secomtrust.net/SC- n
Root2/SCRoot2CRL.crl
Authority Information Access [1] ocsp (1.3.6.1.5.5.7.48.1) n

# 7.1-5 FEEAE T2 7 7 AL (Issuer 7 SECOM TLS RSA Root CA 2024 DEFH]E(Z

1 )
FEAEI HENRE critical
Version Version 3

Serial Number

CA NFERAFEIZHID U THEEDL VT

IV

Signature Algorithm Sha384 With RSA Encryption
Issuer Country C=JP
Organization O=SECOM Trust Systems Co., Ltd.

Common Name

CN=SECOM TLS RSA Root CA 2024

Validity NotBefore %) 2008/3/1 00:00:00 GMT
NotAfter i) 2009/3/1 00:00:00 GMT

Subject Country C=JP
Organization O=dJapan Registry Services Co., Ltd.

Common Name

(1) FARRERRER

JPRSHY— N —ZERAEZRIEFIEHER Y > — (Certificate Policy)

(B

Issuer ABR#ED SHA-1 Ny =l

http://scrootca2.ocsp.secomtrust.net
[2] ca issuers (1.3.6.1.5.5.7.48.2)
http://repository.secomtrust.net/SC-
Root2/SCRoot2ca.cer

Authority Key Identifier n
(160 > b)
Subject Key Identifier Subject ABA##ED SHA-1 /v ¥ = fH n
(160 £ 1)
Key Usage Certificate Signing y
Off-line CRL Signing
CRL Signing (06)
Certificate Policies Certificate Policy N
1.2.392.200091.100.901.4
CPS
http://repository.secomtrust.net/SC-
Root2/
Basic Constraints Subject Type=CA y
Path Length Constraint=0
Extended Key Usage TLS Web Server Authentication n
CRL Distribution Points http://repository.secomtrust.net/SC- n
Root2/SCRoot2CRL.crl
Authority Information Access [1] ocsp (1.3.6.1.5.5.7.48.1) n

# 7.1-5 FRIEEHAE2 7 7 £/ (Issuer 2% SECOM TLS RSA Root CA 2024 DFFEHHE:|Z

1 )
FEAGEI RENE critical
Version Version 3

Serial Number

CA DNFEMFICEI Y THRE DI T

IV

Signature Algorithm Sha384 With RSA Encryption
Issuer Country C=JP
Organization O=SECOM Trust Systems Co., Ltd.

Common Name

CN=SECOM TLS RSA Root CA 2024

Validity NotBefore i) 2008/3/1 00:00:00 GMT
NotAfter 1) 2009/3/1 00:00:00 GMT

Subject Country C=JP
Organization O=dJapan Registry Services Co., Ltd.

Common Name

(1) FARRERRER
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(EEBEM &)
CN=JPRS OV RSA CA 2024 G1
(2) FAA 3R
CN=JPRS DV RSA CA 2024 G1

http://tlsrsarootca2024.ocsp.secom-
cert.jp

[2] ca issuers (1.3.6.1.5.5.7.48.2)
http://repo2.secomtrust.net/root/tlsrsa/tl

srsarootca2024.cer

Subject Public Key Info Subject DAFHSE 4096 £ v |
PE AR A BE N critical
Authority Key Identifier Issuer ABR#ED SHA-1 /Ny ¥ =fE n
(160 > 1)
Subject Key Identifier Subject ABAFED SHA-1 /v P =fd n
(160 > 1)
Key Usage Certificate Signing y
Off-line CRL Signing
CRL Signing (06)
Certificate Policies [1] Certificate Policy N
(1) RAA L FRGER
2.23.140.1.2.1
(2) AHABGRAER
2.23.140.1.2.2
[2] Certificate Policy
1.2.392.200091.100.901.11
Basic Constraints Subject Type=CA y
Path Length Constraint=0
Extended Key Usage TLS Web Server Authentication n
TLS Web Client Authentication
CRL Distribution Points http://repol.secomtrust.net/root/tlsrsa/tl | n
srsarootca2024.crl
Authority Information Access | [1] ocsp (1.3.6.1.5.5.7.48.1) n

#F7.1-6 PEEFHE T 7 7 AL
B 2 )

(Issuer 7% Security Communication ECC RootCA1 D3k

AR GE RENE critical
Version Version 3

Serial Number

CA MFEHAEICE VY CHEKLDOL U T

IV

JPRSHY— N —ZERAEZRIEFIEHER Y > — (Certificate Policy)

(BFEAR)
CN=JPRS OV RSA CA 2024 G1
(2) RAA G
CN=JPRS DV RSA CA 2024 G1

http://tlsrsarootca2024.ocsp.secom-
cert.jp

[2] ca issuers (1.3.6.1.5.5.7.48.2)
http://repo2.secomtrust.net/root/tlsrsa/tl

srsarootca2024.cer

Subject Public Key Info Subject DA 4096 £ v
PLAR A BENE critical
Authority Key Identifier Issuer ABR#ED SHA-1 /Ny ¥ = fE n
(160 £ k)
Subject Key Identifier Subject ABRFED SHA-1 /v ¥ = {8 n
(160 £ I)
Key Usage Certificate Signing y
Off-line CRL Signing
CRL Signing (06)
Certificate Policies [1] Certificate Policy N
(1) RAA G
2.23.140.1.2.1
(2) AHABERAER
2.23.140.1.2.2
[2] Certificate Policy
1.2.392.200091.100.901.11
Basic Constraints Subject Type=CA y
Path Length Constraint=0
Extended Key Usage TLS Web Server Authentication n
TLS Web Client Authentication
CRL Distribution Points http://repol.secomtrust.net/root/tlsrsa/tl | n
srsarootca2024.crl
Authority Information Access [1] ocsp (1.3.6.1.5.5.7.48.1) n

#£71-6 PREEFEEHE 0 7 7 A1
BA 2 A )

(Issuer 7% Security Communication ECC RootCA1 D3k

A GE RENE critical
Version Version 3

Serial Number

CA MFEHEICE D Y CHELDOL VT
IV
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JPRSY— N\ —FERAEFRIEFIEHER Y > — (Certificate Policy)

JPRSY— N\ —FERAEFRIEFIEHER Y >— (Certificate Policy)

http://sceccrootcal.ocsp.secomtrust.net
[2] ca issuers (1.3.6.1.5.5.7.48.2)

(EFE BT &)
Signature Algorithm ecdsa-with-SHA384
Issuer Country C=JP
Organization O=SECOM Trust Systems CO.,LTD.
Common Name CN=Security Communication ECC
RootCA1
Validity NotBefore 1) 2008/3/1 00:00:00 GMT
NotAfter f5) 2009/3/1 00:00:00 GMT
Subject Country C=JP
Organization O=Japan Registry Services Co., Ltd.
Common Name (1) AHAERRER
CN=JPRS OV ECC CA 2024 G1
(2) RAA R
CN=JPRS DV ECC CA 2024 G1
Subject Public Key Info Subject DAFHSE 384 > b
PLAR AR RENE critical
Authority Key Identifier Issuer ABR#ED SHA-1 /v v = fB n
(160 > )
Subject Key Identifier Subject ABH#ED SHA-1 /v ¥ =ff n
(160 > )
Key Usage Certificate Signing y
Off-line CRL Signing
CRL Signing (06)
Certificate Policies [1] Certificate Policy N
(1) RAA R
2.23.140.1.2.1
(2) FLGRAER
2.23.140.1.2.2
[2] Certificate Policy
1.2.392.200091.100.902.1
Basic Constraints Subject Type=CA y
Path Length Constraint=0
Extended Key Usage TLS Web Server Authentication n
TLS Web Client Authentication
CRL Distribution Points http://repository.secomtrust.net/SC- n
ECC-Root1/SCECCRoot1CRL.crl
Authority Information Access [1] ocsp (1.3.6.1.5.5.7.48.1) n

(TR
Signature Algorithm ecdsa-with-SHA384
Issuer Country C=JP
Organization O=SECOM Trust Systems CO.,LTD.
Common Name CN=Security Communication ECC
RootCA1
Validity NotBefore 1) 2008/3/1 00:00:00 GMT
NotAfter f5) 2009/3/1 00:00:00 GMT
Subject Country C=JP
Organization O=Japan Registry Services Co., Ltd.
Common Name (1) AHAERRER
CN=JPRS OV ECC CA 2024 G1
(2) RAA L FHRER
CN=JPRS DV ECC CA 2024 G1
Subject Public Key Info Subject DAFHSE 384 > b
PLARAEIE RENE critical
Authority Key Identifier Issuer 2ABR#ED SHA-1 /N> v = fE n
(160 > )
Subject Key Identifier Subject ABRFED SHA-1 /Ny P = {8 n
(160 > )
Key Usage Certificate Signing y
Off-line CRL Signing
CRL Signing (06)
Certificate Policies [1] Certificate Policy N
(1) RAA FFER
2.23.140.1.2.1
(2) FHAGRAER
2.23.140.1.2.2
[2] Certificate Policy
1.2.392.200091.100.902.1
Basic Constraints Subject Type=CA y
Path Length Constraint=0
Extended Key Usage TLS Web Server Authentication n
TLS Web Client Authentication
CRL Distribution Points http://repository.secomtrust.net/SC- n
ECC-Root1/SCECCRoot1CRL.crl
Authority Information Access [1] ocsp (1.3.6.1.5.5.7.48.1) n

http://sceccrootcal.ocsp.secomtrust.net
[2] ca issuers (1.3.6.1.5.5.7.48.2)
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(EERBEEA &)

http://repository.secomtrust.net/SC-
ECC-Root1/SCECCRoot1ca.cer

# 7.1-7 FRGFEFAET T 7 7 4L FEITH D 2020 4E 7 A 29 A LA OZEAEZ 5@ )

YN R RIENE critical
Version AR T FEREORIEE & 3o N HfL
TlA—
Serial Number A I
Signature Algorithm Al
Issuer Country Al
Organization Al
Common Name A -
Validity NotBefore Al k-
NotAfter A -
Subject Country E
State Or Province | [Al I
Locality [l k=
Organization Al
Common Name A I
Subject Public Key Info Al L
PLARAEIE RIEMNE critical
Precertificate Poison extnValue OCTET STRING y
® RFC6962 D 3.1 HTHEINTWVD
ASN.1 NULL fEDOfF 5L &REBLTH %
0500 /A K& IEMEIC 16 HEFF 5L
TbDET 5,
Key Usage FIRATTREREOREE & 31 ML |y
CTR—
Extended Key Usage Al k- n
Subject Alt Name Al k- n
Certificate Policies A I n
CRL Distribution Points Al n
Authority Information Access [l & n
Authority Key Identifier Al n
Subject Key Identifier Al k= n

XEFTREHF 2O Precertificate Poison #L5REEZ HIBR L, FIHE T IEHE) 5 Signed
Certificate Timestamp JEFRFEIR Z HIFR U726, ATk & & R m) g RE E o JLiEE
WONEIL, A MR TR—IC2 %,

JPRSHY— N —ZERAEZRIEFIEHER Y > — (Certificate Policy)

(B

http://repository.secomtrust.net/SC-
ECC-Root1/SCECCRootlca.cer

# 7.1-7 FRGFEHAET T 7 7 4L GE1TH N 2020 4E 7 A 29 A LA OZEA 5@ )

FEA I

R ENA critical
Version FIRE T REHEDRIEE & /34 HAL
TlA—
Serial Number A b
Signature Algorithm Al
Issuer Country Al
Organization Al
Common Name A I
Validity NotBefore Al k-
NotAfter A I
Subject Country E
State Or Province | [Al I
Locality [l k=
Organization Al
Common Name A I
Subject Public Key Info Al k=
PLARAEIE wENE critical
Precertificate Poison extnValue OCTET STRING y
® RFC6962 D 3.1HTHEINTWVD
ASN.1 NULL EDOfF 5L £H TH %
0500 /31 R~ & IEMEIC 16 H#EFF5{b L
TtbDET 5,
Key Usage FIRAE T REREOREE & 31 ML |y
TlA—
Extended Key Usage Al k- n
Subject Alt Name Al k- n
Certificate Policies A I n
CRL Distribution Points Al b n
Authority Information Access Al k= n
Authority Key Identifier Al b n
Subject Key Identifier Al n

WMONFIX, A NHEAL TR 5,

XKFATREAE 2D Precertificate Poison fEIRFEEZ HIFR L. A& AT FEAE2 S Signed
Certificate Timestamp JERFI A HIFR L7256, HRlEEE & A 170 53R 3 O LR E
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JPRS Y — N—FEBHEFRIERFEAER Y — (Certificate Policy)

(EREBEEA &)

# 7.1-80CSP LV ARV FiEHET v 7 7 1)L (Issuer 7> JPRS Domain Validation
Authority — G4 & L < X JPRS Organization Validation Authority — G4 DFiERH E (2 )

FEATEIE RENE critical
Version Version 3
Serial Number CSPRNG »oififiansd7e b 64
By hagET, Er0) L kx<
27159 L0 /S W IREE R R A TR T
T2 57200
Signature Algorithm sha256 With RSA Encryption
Issuer Country C=JP
Organization O= Japan Registry Services Co., Ltd.
Common Name (1) RAA L FEEH
CN=JPRS Domain Validation Authority
-G4
(2) FLRGRAER
CN=JPRS Organization Validation
Authority — G4
Validity NotBefore 1) 2008/3/1 00:00:00 GMT
NotAfter 1) 2008/3/5 00:00:00 GMT
Subject Country C=JP ([EHEMH)
Organization Japan Registry Services Co., Ltd.
([ 1)
Common Name OCSP #r— 3—4 (WAH)
Subject Public Key Info Subject DR RSA 2048 £ > K
PLAR AR B ENEY critical
Authority Key Identifier Issuer ABA#ED SHA-1 /v > = (160 | n
=
Subject Key Identifier Subject ABH#HED SHA-1 /Ny ¥ = fH n
(160 £ b)
KeyUsage digitalSignature y
ExtendedKeyUsage OCSPSigning n
OCSP No Check null n

#* 71-90CSP L AR &

< 1% JPRS OV RSA CA 2024 G1 OFEEIZ#EH)

SEHE 1 7 7 4 )L (Issuer 78 JPRS DVRSA CA 2024 G1 & L

AT

critical

JPRS Y — N—FEAEFZFERFEAER Y — (Certificate Policy)

(B

F 7.1-80CSP L AR FEFAE 1 7 7 £ ) (Issuer 2% JPRS Domain Validation

Authority — G4 % L < % JPRS Organization Validation Authority —

G4 OFEAEIZE )

FEATEI RENE critical
Version Version 3
Serial Number CSPRNG »oififiansd7e b 64
By hagET, Er0) L kx<
27159 LV /S VIR R R S TR T
TR 572200
Signature Algorithm sha256 With RSA Encryption
Issuer Country C=JP
Organization O= Japan Registry Services Co., Ltd.
Common Name (1) RAA G
CN=JPRS Domain Validation Authority
-G4
(2) FHRRGRAER
CN=JPRS Organization Validation
Authority — G4
Validity NotBefore 1) 2008/3/1 00:00:00 GMT
NotAfter 1) 2008/3/5 00:00:00 GMT
Subject Country C=JP ([EEfH)
Organization Japan Registry Services Co., Ltd.
([ 1)
Common Name OCSP #r— —4 (WAH)
Subject Public Key Info Subject D/ BAHE RSA 2048 £ |
PLAR AR B ENE critical
Authority Key Identifier Issuer ABA#ED SHA-1 /v > = (160 | n
=
Subject Key Identifier Subject ABA#ED SHA-1 /N> ¥ =2 fE n
(160 £ b)
KeyUsage digitalSignature y
ExtendedKeyUsage OCSPSigning n
OCSP No Check null n

F 71-90CSP L ARV AiFHE T2 7 7 4 /L (Issuer 7 JPRS DVRSA CA2024G1 & L

< 1% JPRS OV RSA CA 2024 G1 DFEME I3 H)

VN b

critical
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Version

(EERBEEA &)

Version 3

Serial Number

CSPRNG b 1&inus472< &t 64
vy bagie, Er0)k K&<
27159 KV /N S WIEEREA 22 BB TR
TR B 720

Signature Algorithm sha256 With RSA Encryption
Issuer Country C=JP
Organization O= Japan Registry Services Co., Ltd.

Common Name

(1) FAA FEREA
CN=JPRS DV RSA CA 2024 G1
(2) FHREFRREAY
CN=JPRS OV RSA CA 2024 G1

Validity NotBefore f5i) 2008/3/1 00:00:00 GMT
NotAfter f51) 2008/3/5 00:00:00 GMT
Subject Country C=JP ([EHEfH)
Organization Japan Registry Services Co., Ltd.
(1 7 fiE)
Common Name OCSP H— 3—4, (WZH)
Subject Public Key Info Subject D BH#E RSA2048 £ > b,
RSA3072 £ v ., RSA4096 t'v ho
WL
PLAR AR RENE critical
Authority Key Identifier Issuer ABA#ED SHA-1 /v > =B (160 | n
Ey k)
Subject Key Identifier Subject ABR#ED SHA-1 /N> ¥ =2 fH n
(160 £ b)
KeyUsage digitalSignature y
ExtendedKeyUsage OCSPSigning
OCSP No Check null n

# 7.1-10 OCSP VAR FiEETr 7 7 1 /L (Issuer 25 JPRS DV ECC CA 2024 G1 %

L <% JPRS OV ECC CA 2024 G1 OFEBIFEICHEH)

FEAGEI RENE critical
Version Version 3

Serial Number

CSPRNG b 1E&ns472< &t 64
vy bagie, Br0)k K&<

27159 X/ S W IR 2 Ui T AR 1T
AN AP A

JPRSHY— N —ZERAEZRIEFIEHER Y > — (Certificate Policy)

Version

(B

Version 3

Serial Number

CSPRNG b 1&inus472< &t 64
By bEETe, Br0)L) K&<
27159 X 0/ S W IR 2 S T AR 1T
AN ECASP AR

Signature Algorithm sha256 With RSA Encryption
Issuer Country C=JP
Organization O= Japan Registry Services Co., Ltd.

Common Name

(1) RAA FEGER

CN=JPRS DV RSA CA 2024 G1
(2) FHRRARAERY

CN=JPRS OV RSA CA 2024 G1

Validity NotBefore f51) 2008/3/1 00:00:00 GMT
NotAfter f51) 2008/3/5 00:00:00 GMT
Subject Country C=JP ([EH &)
Organization Japan Registry Services Co., Ltd.
(1 7 fiE)
Common Name OCSP H— 3—4, (&ZH)
Subject Public Key Info Subject D/ABHHE RSA2048 ' b,
RSA3072 t v k., RSA4096 t v h®
A %R
PLAR AR RENE critical
Authority Key Identifier Issuer ABA#ED SHA-1 vy ¥ 2fE (160 | n
=Y
Subject Key Identifier Subject ABA#ED SHA-1 /N> ¥ =2 fE n
(160 £ b)
KeyUsage digitalSignature y
ExtendedKeyUsage OCSPSigning
OCSP No Check null n

#* 7.1-10 OCSP VAR FiEHET 1 7 7 1 /L (Issuer 75 JPRS DV ECC CA 2024 G1 %

L <% JPRS OV ECC CA 2024 G1 OFEBFEICHEH)

FEARGEI RENE critical
Version Version 3

Serial Number

CSPRNG b 1&ns472< &t 64
By bEGTe, Er0)L) K&<
27159 X 0/ S WIEERERY 2 Uil T AR T
AN ECASPAA
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JPRSY— N—FEBHEFRIEFHIEAERY o — (Certificate Policy) JPRSHY— N —ZERAEZRIEFIEHER Y > — (Certificate Policy)

(B

(EERBEEA &)

Signature Algorithm ecdsa-with-SHA384 Signature Algorithm ecdsa-with-SHA384
Issuer Country C=JP - Issuer Country C=JP
Organization O= Japan Registry Services Co., Ltd. Organization O= Japan Registry Services Co., Ltd.

Common Name Common Name

(1) RAA REREH
CN=JPRS DV ECC CA 2024 G1
(2) MBS

CN=JPRS OV ECC CA 2024 G1

(1) FAA FEGER

CN=JPRS DV ECC CA 2024 G1
(2) FHARARAESY

CN=JPRS OV ECC CA 2024 G1

Validity NotBefore %) 2008/3/1 00:00:00 GMT Validity NotBefore #1) 2008/3/1 00:00:00 GMT
NotAfter f51) 2008/3/5 00:00:00 GMT NotAfter f5) 2008/3/5 00:00:00 GMT
Subject Country C=JP ([&EEfE) Subject Country C=JP (& EfE)
Organization Japan Registry Services Co., Ltd. Organization Japan Registry Services Co., Ltd.
([ i) ([ i)
Common Name OCSP #r— —4 (2H) Common Name OCSP #r— —4 (W2H)
Subject Public Key Info Subject D ABH#E 256 £ b Subject Public Key Info Subject DABH#E 256 £ k|

384 By hoWFhn
PEARE S N 2
Authority Key Identifier Issuer 2AB8ED SHA-1 ~v > =ffi (160 | n

384 vy FOWT RN
ProRmE Ik S N
Authority Key Identifier Issuer ABA%ED SHA-1 ~v ¥ =l (160 | n

critical critical

=Y =Y
Subject Key Identifier Subject ABA#ED SHA-1 /v ¥ = fE n Subject Key Identifier Subject ABA#ED SHA-1 /v ¥ = fE n
(160 £ ) (160 £ )
KeyUsage digitalSignature y KeyUsage digitalSignature y
ExtendedKeyUsage OCSPSigning n ExtendedKeyUsage OCSPSigning n
OCSP No Check null n OCSP No Check null n
711 NR—2 3 8F 711 N—2 3 EE
AKCA X, N—rYar 3 ziHT 5, AKCA X, N—var 3 ziEHT 5,
7.1.2 GEBAEDAE L TR 7.1.2 GEBAEDAE L HER

K CA DFATT DAEAFONRE LHLEIZ, ACP 7.1 GEHED T v 7 7 A 1] ITRET S,

743 ZIWVIYAXLF TSI MERIF
AP —EZRCBNTHONLNETLTY X4 OID 1F. kOLBY TH D,

K CA NWRATTHIFHEBONRT EIEEIZ, A CP 7.1 iFHEO 0 7 7 A V] ITHET 5,

743 PLIAVALF TS MERIF
AP —RCBNTHNONETALTY XA OID 1, ROLEEBY THD,

TAY XL ERAVES/E N IEe ToIY XL AV ES/AN VRS
sha256 With RSA Encryption 1.2.840.113549.1.1.11 sha256 With RSA Encryption 1.2.840.113549.1.1.11
RSA Encryption 1.2.840.113549.1.1.1 RSA Encryption 1.2.840.113549.1.1.1

sha384 With RSA Encryption

1.2.840.113549.1.1.12

1d-ecPublicKey

1.2.840.10045.2.1

sha384 With RSA Encryption

1.2.840.113549.1.1.12

ecdsa-with-SHA384

1.2.840.10045.4.3.3

1d-ecPublicKey

1.2.840.10045.2.1

ecdsa-with-SHA384

1.2.840.10045.4.3.3
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7.1.4 ARER

A CA Tlix., RFC5280 TE®H Lokl Z M+ %,
TRTCOFRNRFHFESA (RFC 5280 @ 6 HTER SN TND EBY) ITDWTEREAE S A OF
AFMETIERED L, FEAERITHEOMINAG 7 4 — NV ROy a— RINTHRFIT, BT
N5 CAGFHED Subject kB4 7 4 —/L RO a— RENEEAE A NN TR~ TH
HWED D D,

AR CA X, FEAELZRITTHZ LITL Y, K CP/ICPS IZED LN FIRIZHEV Y, FEFAE DR
ITARERTC, T XCOMBALNEMHTHD Z 2RI 52 L 2EHTH, A CAIL,
Baseline Requirements @ 3.2.2.4 TH ([ZED D LA LRI, WAL KA VA& ED IR
SN

BT, L L (AR R) SRR EDA X T =0 fEPFELRV, REd, £
ITEH TERNWZ L 2R TEDOMDFL T DA EEFD LR LR,

A CA Tix, PHIFEAIP T R RAEIZNEA %3 T Subject Alt Name YRR E 721X =
VAR — L EFFOGEEEZ T L,

TE X —LDEN FQDN £7213V AV KB — K R AL VA DA, 2F 32— AOfEIL,
Subject Alt Name #L3EFEHK D ANSName OfEED 1 XFFo0a’—& LTy a— K5,
BAREYICIE, FQDN DT _XTDO RAA L T~YLETIZT AL K — R A A 4D FQDN &
D3 _XTO Domain 7Lk LDH 7~ 1t L= a— KL, P-7-L% Unicode (2%
Bl 7oun,

7.1.5 ZRTFHIE

A CA TIERRIE L2V,

716 CPAT¥xH FEAF
A CAMFEITT HREIFED OID 1%, A CP 1.2 r#EA L#H © OID D LFY) Th D,
WOREERY o —fB 1%, FEEE 23R AE M FEHE2’ Baseline Requirements (2
EHIL TWDZ L E2EKRAT LA T a VOFEE LTRKCAMMENT L 72OICHES L TY
Do
[ R A1 3R]
forum(140) certificate-policies(1) baseline-requirements(2) domain-validated(1)}
(2.23.140.1.2.1)
[FEAkFERER A ]
certificate-policies(1) baseline-requirements(2) organization-validated(2)} (2.23.140.1.2.2)

71.7 R O—HIFHLE5ED FIH

BRE LR,

71.8 R O—EHFDIEL K UVERK

R —EfiF IOV TIE, A CPEBLUCPS #A%E 425 Web _X—2 ™ URI # k#1795,

7.1.9 EERGIAERY L —HROLEDERK

BIE L7,

{oint-iso-itu-t(2) international-organizations(23) ca-browser-

{joint-iso-itu-t(2) international-organizations(23) ca-browser-forum(140)

7.1.4 ARER

A CA Tlx. RFC5280 TE®DH bLiLLikil4 M+ %,

T RTCOFRNRFFESA (RFC 5280 @ 6 HTER SN TND EBY) IZDWTEREE S A OF
AFETIEAED L, FEAERITHEOHNAG 7 4 — NV ROy a— FINTHFIT, BT
N2 CAGEHED Subject i#kp4 7 4 —/L O a— RSB E NS NEALTH—TH
HWEDNR D D,

A CA L, GEBEZRITT S Z L1280, AR CPICPS IZED LIV FIEIZHEV, FEED R
ITARERTC, T XCOMBALNEMTHD Z 2RI 52 L 2EHTH, A CAIL,
Baseline Requirements @ 3.2.2.4 T8 I[ZED DL A LRI, WAL RAAL VA& ED T
SN

B, L L (AR R) SRR EDA X T =20 MEBFIE LRV, REd, £
ITEH TERNWZ L 2R TEDOMDFLIT DA EETD LR LR,

A CA Tix, PHIFEHRIP T R RAEIZNEA %5 T Subject Alt Name YRR E 721X = F
VR — A EFEOFEEEZ T L,

IE R —LDEN FQDN £7213V AV K — K RAAL UADEA, 2F 32— AOfEIL,
Subject Alt Name #L3E#EHK D ANSName OfEED 1 XFFTo0a’—& LTy a— K5,
BAREICIEZ, FQDN OF_RTDO RAA T~V ETIZT AL K — R KA A 40 FQDN &
¥4 ~T? Domain 7~ LDH 7~bt LTz =2— KL, P-7-UL{Z Unicode (2%
Hal 7oun,

7.1.5 ARiHL

A CA TIERRIE L2V,

716 CPAITPxH FEAF

A CAMFITT HEMFED OID 1%, A CP 1.2 r#EA L#HAI © OID D LFBY Th D,
WOFEAER Y > —0 113, REBEE 72 13RI A AT REFE ) Baseline Requirements (2
EHIL TWD Z L E2ERAT LA T a VOFEE LTRKCAMEMAT L 7-OICHESRLTY
Do

[ R A1 RG]
forum(140) certificate-policies(1) baseline-requirements(2) domain-validated(1)}
(2.23.140.1.2.1)

[ AkRRREA A ]
certificate-policies(1) baseline-requirements(2) organization-validated(2)} (2.23.140.1.2.2)

71.7 R —HIFHLREED FIFH

ARE LR,

71.8 R O—EHFDIEL L UVERK

R —EfiFIZ OV TIE, ACPEBLUCPS #A%K 425 Web 2—2® URI # k#1795,

7.1.9 EERIAERY L —HROLEDERK

BT L7,

{joint-iso-itu-t(2) international-organizations(23) ca-browser-

{joint-iso-itu-t(2) international-organizations(23) ca-browser-forum(140)
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72CRLOZ7RAZI77AIL

AKCANFITT HCRLO T 0 7 7 A Lid, REDOLEBY ThHD,
#7.2.1 (HIE%)

#7.2.2 CRL7' 1 7 7 A )b (Issuer’>JPRS Domain Validation Authority — G4 % L < I%
JPRS Organization Validation Authority — G4DFERHE(Z# H)
FEA I RENE critical
Version Version 2
Signature Algorithm SHA256 with RSA Encryption
Issuer Country C=JP
Organization O= Japan Registry Services Co., Ltd.
Common Name (1) RAA R
CN=JPRS Domain Validation Authority
- G4
(2) HMMGERER
CN=JPRS Organization Validation
Authority — G4
This Update ) 2008/3/1 00:00:00 GMT
Next Update %) 2008/3/5 00:00:00 GMT
Revoked | Serial Number f51) 0123456789
Certificate | Revocation Date | fi) 2008/3/1 00:00:00 GMT
s Reason Code K = — R (%)
PRARTEK BE A critical
CRL Number CRL% 5 n
Authority Key Identifier IssuerABH#EDSHA-1/~ v v = fE (160 n
e )

% : KCAlX, CRL®Reason Code®DIHHIZHKT.2.2.1IEH DT NNOREH =T — N%
HET 5, 277U, KEIH 22— RAY [#0 unspecified] Toh 535613, Reason Code
DOIEHE BEZFHE LR,

#723CRL7 27 7 A /L (Issuer’>JPRS DV RSA CA 2024 G1% L < 1ZJPRS OV RSA CA
2024 Gm%ﬁ@%%a:iﬁﬂﬂ)

AT RENE critical
Version Version 2
Signature Algorithm SHA384 with RSA Encryption
Issuer Country C=JP
Organization O= Japan Registry Services Co., Ltd.
Common Name (1) RAA FRGERY
CN=JPRS DV RSA CA 2024 G1

72CRLOZ7AZ7A )L

ARKCAVFHITTHCRLO T 7 7 A Vid, REDLEBY THD,
#7.2.1 (HI%)

#17.2.2 CRL7' 2 7 7 A )b (Issuer’>JPRS Domain Validation Authority — G4 % L < I%
JPRS Organization Validation Authority — G4DFERHEIZi# M)
FEATEIE ERNE critical
Version Version 2
Signature Algorithm SHA256 with RSA Encryption
Issuer Country C=JP
Organization O= Japan Registry Services Co., Ltd.
Common Name (1) RAA R
CN=JPRS Domain Validation Authority
- G4
(2) MRGERERY
CN=JPRS Organization Validation
Authority — G4
This Update i) 2008/3/1 00:00:00 GMT
Next Update %) 2008/3/5 00:00:00 GMT
Revoked Serial Number 1) 0123456789
Certificate | Revocation Date %) 2008/3/1 00:00:00 GMT
s Reason Code KhEH = —F (%)
PEAR A RIENE critical
CRL Number CRL% 5 n
Authority Key Identifier IssuerABH#EDOSHA-1/~ > v = fH (160 n
e )

% : ACAlLX. CRL®Reason CodeDIHEBIZFKT.2.2.1ICED A WNT 0o — K%
FLET D, 7272 L. KRhERH 22— RS [#0 unspecified] Toh 585515, Reason Code
DOIEH ERZFHEH L7220,

#72.3CRL7 12 7 7 A /L (Issuer’>JPRS DV RSA CA 2024 G1% L < 1ZJPRS OV RSA CA
2024 G1DFEAEIZ# )

FEA I RENE critical
Version Version 2
Signature Algorithm SHA384 with RSA Encryption
Issuer Country C=JP
Organization O= Japan Registry Services Co., Ltd.
Common Name (1) RAA R
CN=JPRS DV RSA CA 2024 G1
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This Update ) 2008/3/1 00:00:00 GMT
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Revoked Serial Number %) 0123456789

Certificate | Revocation Date | fi) 2008/3/1 00:00:00 GMT

s Reason Code JhEH = — (%)
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CRL Number CRL%E 5 n
Authority Key Identifier Issuer/ABH#EMDSHA-1/v v v 2ff (160 | n

k)

% : ACAlX. CRL®DReason CodeDIHHIZEKT.2.2.UIED L WTNOREEE 2 — K%
FeHET D, 7272 L. KBEIH 2 — R T#0 unspecified] T&H 535 1%. Reason Code

DA H

#724 CRL7 2 7 7 AL (Issuer’JPRS DV ECC CA 2024 G1% L < 1ZJPRS OV ECC CA
2024 Gméﬁ@%%a:i@ﬂﬂ)

Rz ol L72auy,
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Version Version 2
Signature Algorithm ecdsa-with-SHA384
Issuer Country C=JP
Organization O= Japan Registry Services Co., Ltd.
Common Name (1) RAA R
CN=JPRS DV ECC CA 2024 G1
(2) FLGRAER
CN=JPRS OV ECC CA 2024 G1
This Update f) 2008/3/1 00:00:00 GMT
Next Update 1) 2008/3/5 00:00:00 GMT
Revoked Serial Number ) 0123456789
Certificate | Revocation Date %) 2008/3/1 00:00:00 GMT
s Reason Code T a— R (%)
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CRL Number CRL% = n
Authority Key Identifier Issuer ABHEEDOSHA-1/v> > 2fi (160 | n
=
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DIHHEH
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EDDLNTNLORGEH T — R %
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CN=JPRS OV RSA CA 2024 G1

vy k)
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CRL Number CRL%E 5 n
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Issuer Country C=JP
Organization O= Japan Registry Services Co., Ltd.
Common Name (1) RAA G
CN=JPRS DV ECC CA 2024 G1
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CN=JPRS OV ECC CA 2024 G1
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=

% 1 AKCAlX. CRL®Reason CodeDIH HIZ#7.2.2.11
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721 N—PaVES
A CAWE. CRLA—Y 22 2 ##MT 5.,
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AKCAFEITT HCRLICIL, ROILFML AT 2,
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ZOREHa— REHBET 5 FH
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O fEFME

- FEERIHE ORVE B fEIME LTz, E72iX
ZDORREEN D D HA

FHAEIE RO T

- FEHEGEEUE WO 9 Bk O L FRE OO
MRICRE T DIERICEENE LTS E

AIEAR 3 O Bk

* ZOMDOIBFERIZEY LRWGEITRB W
T, BEFOEHELZTRY B2 256

i O 1k

- FEEGEEIERICE END KA L 4O
FT—EBIZONWT, ZOEIRHEREZ KT
%

* Web¥ b DAFIEICHEWGEA &2 L 72 <
oG A

MERR DI < %

- FERIEFRIAE A SRR SAHCER LS 6

#0 unspecified

#1 keyCompromise

#3 affiliationChanged

#4 superseded

#5 cessationOfOperation

#9 privilegeWithdrawn

7.30CSPO7AI 7ML

731 1N—T 3 085
AKCAIX, OCSPR—V g3 v 1 2+ 5,

7.3.2 OCSP i

721 N—2aVES
A CAWE. CRLA—Y 32 2 ##MT 5.,

7.2.2 CRL i3k
ARCANFATT HCRLIZIZ, ROILEE AT 5,

- reasoncode(OID 2.5.29.21)
KEhBRH = — RAY T#0 unspecified| T7ZRWERY | 202347 H 15 H LRI K203 S REEIZ D
WTIE, CRLOReason CodeDIHBIZKEHE I — F2E0HL0D LT 5,
ARCADCRLDCRLMReason CodeDIHHIZIE, RDED [#0 unspecified] LIS D KNFH %
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R D28 B

- FEREFLHEAE O 5 Bk O 4 R OfooRE
RRICET DG IS E A U 5E

AIEAR 3 O Bk

« ZOMOIBNERIZTEY LRWIEEIZRE N
T, BEFOEHELIRY B2 2%6

A O Ik
CGEEGAEERICE D R AL A OEHE
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%

* Web¥ A b DAFIEICHEWGE &2 L 72 <
oG A

MERR DL &

- FEERI A DS SRR RMFITER LT 56

#0 unspecified

#1 keyCompromise

#3 affiliationChanged

#4 superseded

#5 cessationOfOperation

#9 privilegeWithdrawn

7.30CSPDO7R 274 )L

731 IN—2 3 085
AKCAIX, OCSPR—V g3 v 1 2+ 5,

7.3.2 OCSP ik
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(EE B &)
ACP 71 GEEO T 7 7 A V| IZFE#HT 5, OCSP L&D singleExtensions (215,
reasonCode (OID 2.5.29.21) CRL = b U —JRiE& & O T/ 57200,

8. HEYEEE L thDEF(E

8.1 BEENDHEE

Lttid, K CADEHNA CP B LU CPSIZHHLL TITHOIL TV D NITHOWT, FIZ 1L
LOEEREEIT,

8.2 BEEENDH T &K

IR T, +oREERRE AT BEARTT O,

72, WebTrustiBilbZ =} 2 BRICHE R IX, IROE - HEZ2 AT 2EEIEAT I,
BEASF RN BN LTV D
WebTrustidill THEE SN BT IS T 2R Z BT 21 xHT 5
PKIE A, HWEx= U7 0> —v - HIf, HlREN, %207 &, H=H %2l
TOMREAFERT D LICHRALEEAZEHLTND
WebTrustiZ L VR ST %
B, ARYZREHE 7 IBE M B OBFIZ R S TV D
D7 L b 100 Tk RV 2 B IR EEER & 3 2 BEPIRCE A IEE B AR E&O RERIZANA
LTW?

8.3 EEHLHMERTADMR
BA AL, BAICHT 2 HE RS AN OEE LML LSBT h S O LT 5,

8.4 BEETHHOLNSEIE

BEAE I, RCADHEH OARCPE L UCPSIZXT 2L E A2 Rl & LTIT 9,
F72. WebTrusti@iEZ 5z} 2BR1T, IROHHEIZE SN TITOIL D,
WebTrust for CAs
WebTrust for CAs - SSL Baseline with Network Security

8.5 FleDERLELTLELONSNE

AKCAZ, BARETECTHEMINCFHIBEL, 7HONLERZEREZIT O,

8.6 EEKROET
BRI, BEE A DA CA K L THE Sh s,

JPRS P — N —FEAEFRRE/RAEAER U & — (Certificate Policy)
(FEER IR
AKCP 71 GEEO T v 7 7 A V| IZFE#HT 5, OCSP L&D singleExtensions (215,
reasonCode (OID 2.5.29.21) CRL = K U —JLiEZ & O TILR B 720,

8. MEYMEEE L hDEF(H

8.1 EENDEE

Lthid, K CADEMNA CP B LU CPS IZHHLL TITHOIL TV D IS DWW T, 4FIZ 1L
LOEREEIT,

8.2 BEEENDH T EK

MR T, +O R EERRAE AT OBEARIT O,

72, WebTrustiBill Z =\ 2 BRICHE AR IL, IROEK - HEZ AT 2EEIEADT O,
BEASF RN DML LT D
WebTrustidill THaE SNBSS T 2R ZET 2N xHT 5
PRI, HltEx= U7 0> — - HIF, HREN, %207 A, BH=H %2l
TOWREAFERET D LICHRALEBEAZEH LTS
WebTrustiZ L V@ En T s
B, ARYZREH E 7 I IE M B O FIC R S T D
D7 &b 100 Tk RV IR AR & 3 2 B CE A IEE B AR E&O RERIZANA
LTW5%

8.3 EEHLHMERTADMR
BA AL, BAICHT 2 IH RS BEARMOEE LML LSBT h S O LT D,

8.4 BEETHRHOLNSEIE

BAE, RCADIEM DOACPH L UCPSITHS 2 YLk 2 i & LTIT 9,
F72. WebTrustifiE 52T HERIEL, IROBIEIZE SN T TS,
WebTrust for CAs
WebTrust for CAs - SSL Baseline with Network Security

8.5 FMENHRLELTELONSULE

AKCAZ, BARETECTHEMINCHFHIBEL, 7ML ERZEREZIT O,

8.6 EEKROET
B IIE, R A DA CA K L THE Sh 5,
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FEDY A MZTS

8.7 NEREEE

K CAIL, KCADEHNA CP, CPS # L1 Baseline Requirements (ZHEHL L T{THiL TV
DINTONWTEM L, D7 < & 104 2 & I2 Baseline Requirements TiE® b #1172 BRI
FESEHMPIIAR CABFIT LICREELZ D2 < &b 3% DEERLOT 7 VHHIZ KL 2 EM
BIZRNEERE2FET 52 & T, P—EADMEZHBICEHT I LD LT 5,

9. thDEHLE KX VEHNEIER

9.1 M
HIET %,

GUBZN

9.2 MBENERE

K CAZ, K CADEMMFIZHZY . +okMBREREZHER T LD LT 5,

9.3 BERIFHROBMEM
9.3.1 #HF TR E B

ARIEIZOWTIE, CPSIZHET 5,

9.3.2 WFIFRMOIEBEN DIFHR

AIEIZHOWTIE, CPS ICHET 2,

9.3.3 BFEFBEHREI IEME

ARIEIZOWTIE, CPSIZHET 5,

9.4 EANFHOKRE

ARIEIZOWTIEX, CPSICHET 5,
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WAL 725,

FEDYA MZTS

8.7 NEEE

K CAIL, K CADEHNA CP, CPS $ L1 Baseline Requirements (ZHEHL L T{THiL T
DINTONWTEEM L, D7 < &0 2 & 12 Baseline Requirements TiE® b #1172 BRI
FESEFHMTIIAR CABFIT LIRENELZ D2 < & b 3% DEERL O 7 VHiHIZ KL 2 EW
e NE A 2 i+ 5 2 & T, P —EAOREEHEICERT L L0 LT 5,

9. thDEHLE L VEHEER

9.1 ¥k
HIET %,

UBZN

9.2 MBENELE

A CAE, A CADERMFHCHIZY . MBI EERT 20D LT 5,

9.3 BERFHROBMEM
9.3.1 #FIFRDEBH

ARIEIZOWTIE, CPSIZHET %,

9.3.2 HWHFIFMO BN DIFR

ARIEIZOW T, CPSIZHET 5,

9.3.3 BFEFMEREI IEE

ARIEIZOWTIE, CPSIZHET %,

9.4 EAFHOKRE

ARIEIZOWTIE, CPSIZHET 5,
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ACAIL, RADEBEFTTHICHT- 0V ROEE LA
-%ﬁ%imﬁ%JT@FFm@a%-ﬁﬁ
- FEWIEREAT - KB FEIC IS D CA~D ERE 1% WisE
© FEITE S 3T 3513 2 CA~ 0 IE IS o 00 35070 20 1 s
s URTY MY OMERE B

9.6.3 FEBAEFIRE DRALREE

ARCAIZ, TRIMSRMTHET 2 2 & T, BB BPAHDOER & RFEZ AKCAK L OREHEDZ

WHEDTOIEITT L Z L 2B RTH D ET D,
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