JPRSH—/\—GEBAERE/BELBAE R ) — (Certificate Policy) #FIBXIERE

EEBRED Y

JPRSH—/\—FIEHE

FARLRRERRE R & —

(Certificate Policy)
Version 3-/43.80

2025435 427208
MBIXEHAARL R FYH—EX

BIERR

JPRSHY—/\—ZIEHE

FaRlRREBAE R & —

(Certificate Policy)
Version 3. 80

202545 H20H
MBRAEHAARLOA MY —EX

kS
JLA
Ry (FRRAEEE) 38
oA - HIBR

N—Ta OEH

WET H OFEH

1/58




EREBERSD Y
SRR A
[0 H EN
1.00 | 2019.06.17 | AT
1.10 2019.09.25 | A — /LVFBAE TN ATRERIEFFIE A — /L7 KL 2 DBMNIZ
£ Feak B
1.20 2020.04.01 | Mozilla Root Store Policy(v2.7) ~DUEHL {5 ki T
1.30 | 2020.07.10 | FRGEHET 7 7 7 A LV OELITLE S SGT
2.00 | 2020.07.22 | WFERYI Y AL S TR OB
2.10 | 2020.08.20 | sEBIEDO ALK O EIRICE T 5 FLk OEIE
2.20 | 2020.10.06 | R A A A M OBEABIFIER M S dETH LY CRL
7a 7y A NVOEE
2.21 | 2021.04.01 | FHED Hf+ O Version % HHr
2.22 2021.04.28 | Mozilla Root Store Policy(v2.7.1) ~DHEHLZ ¥ 5 ez T
2.23 | 2021.05.27 [8.2.2.4 RAA 2 DRFE] OWHE(L
MTEEAEB LOGEHERDY A o777 A0 L0
Hifi] CA(GINZ BT 2 Rtk & Hilbx
2.30 2021.11.17 [3.2.2.4.18 Agreed-Upon Change to Website v2| Dff:
FRAH
Organizational Unit O FE#EE T
3.00 | 2021.12.08 | ACME sl D4t B9~ 2 T
3.10 | 2022.03.02 | ACME %JJShi D ZHI &tk ~D & A BN
3.11 2022.04.01 | FHD A £} O Version % F T
3.20 | 2022.09.30 [6.3 $E~T OZDOMOEBLITIE] ORERETE R LUK
CA BRATT B — N—FEEO A NIICE 3 5 5tif
ZiBn
(% 7.2.2 CRL 712 7 7 A /L (34THM 2020 4F 7 A 29
H LA OFEEIZHEH) ) 1T CA THUY 9 KRN =
— Nz
3.30 | 2023.04.24 | GEAZFEOAZNWIRD FIRIZET 2 FRik DEIE
3.40 2023.06.08 | - Baseline Requirement ~®¥EHLIZ BT 2 Gtk D& E
«OCSP 711 7 7 A )V ODOIETIZLE S eiET
3.50 2023.08.28 | - Baseline Requirement D#ZE{E~DUEHLZ HFEIZT 5
7= Rtk R L
3.60 | 2024.02.22 | H[H CABANZHE D BET
3.70 | 2024.04.11 | £17.1-2, £7.13D7 07 7 A NVDOEHE
3.71 2024.06.05 | 1.6 FEFELMEE], [4.2.4 CAA L a— FOMR] OELE
3.72 2024.08.26 | [4.2.1 AR ANMEMERS & RFED ER] OFLR 2 & 1
3.73 |2024.11.07 | [4.3.1 GERAEIEITRFOMEE FHe) . [4.9.1 FERFERDF

ER
i
JliE A fF NE
1.00 | 2019.06.17 | FIRFEAT
1.10 | 2019.09.25 | A —/LRBGE CRIARE/RE( e A — LT KL 2R DB
£ 5 FeR o
1.20 2020.04.01 | Mozilla Root Store Policy(v2.7) ~DUEHLIZ £ 9 &ET
1.30 | 2020.07.10 | FRHFEHFE 107 7 A )L OEEITLE D UGT
2.00 | 2020.07.22 | WFERYI Y EZATHE S Rk OB
2.10 | 2020.08.20 | sEBIEDO ALK O EIRICE T 5Ll OB IE
2.20 | 2020.10.06 | KA A CAHIFIMHEOBFEAEDIFIER M 5 ETH LU CRL
a7y A VOEE
2.21 | 2021.04.01 | FHED H ) O Version % HHr
2.22 2021.04.28 | Mozilla Root Store Policy(v2.7.1)~DYEHLIZ £ 5 cET
2.23 | 2021.05.27 [8.2.2.4 RAA A DRGE] OHHE(L
MR EL LOGEHERN ) A ho T v 77 A1) L0 |
Hifi] CA(G3)IZ B9 2% Rtk & Hilbx
2.30 2021.11.17 [3.2.2.4.18 Agreed-Upon Change to Website v2] Dff:
RS H
Organizational Unit OFC#H& T
3.00 | 2021.12.08 | ACME xfhhi D4Rt B4~ 2 T
3.10 | 2022.03.02 | ACME %ISR ZHI S ~D & A BN
3.11 2022.04.01 | D A £ & O Version % H 5T
3.20 | 2022.09.30 (6.3 $E~T OZDMOEBISTIE] ORERAETE R LUK
CA MFRATT 5V — S —iEHZEOH NI BE 3 % 5l
B
(% 7.2.2 CRL 7277 A4 /L (RITHMN 2020 /£ 7 A 29
A CARE OFERAEIZE ) | 1CA CA THUY 4 9 K2hEifh =
— R &5
3.30 | 2023.04.24 | FEAZEOARHIRO LIRIZEIT 5 iRk OfEIE
3.40 2023.06.08 | - Baseline Requirement ~® #EHLIZ B3 2 5tak D& E
«OCSP 711 7 7 A )VDOIETITLE S kiET
3.50 2023.08.28 | - Baseline Requirement DB~ DYERLE IAMEIZT 5
720l FE L
3.60 | 2024.02.22 | HH] CABANZHE S &ET
3.70 | 2024.04.11 | £17.1-2, £7.13D7T 077 A NVDOEHE
3.71 2024.06.05 | 1.6 EFHELMEEE], [4.2.4 CAA L o— FOfER] DEE
3.72 | 2024.08.26 | [4.2.1 AR ANMEfERS & FERED FEHM] DOFLR ZAEIE
3.73 | 2024.11.07 | [4.3.1 GEBAFFRATRFOLIETHe) . 14.9.1 GEAFE KL

e

2/58




ERBEED Y

M), 8.4 BEAETHONDHIH] & HH

3.74 | 2025.03.27 | [4.2.4 CAA L =2— RORER] % HHr

3.80 |2025.05.20 | _[1.6 EFHLMEER], [3.2.2.4 FAAL A OFGE], [3.2.2.8
CAAV=—F| 171 GEEOT BT 7 A V| %58

[3.2.2.9 Multi-Perspective Issuance Corroboration| %
B

1. XL &I

1.1 =

JPRS $— "—FEEFRGERFEER Y & — (LLF TR CP) & 9) 1E, JPRS $— —FEH]

FIATH—EX (LT TRY—tv 2] L)) 2Rt 57201, RASHAARL A MU S

—E X (LR T8t L)) 2NRGER (LI TR CA &vw9) & LTHITT HEFREHED

Mg, FIMBR, EREEE, EFENFECEATLIRY O —2HET L2060 TH D,

A CA OEMMERHCEAT 25 FHIC OV TIL, JPRS — "—GEEFRGERER R CLT
[CPS) &) ITHET D,

KCAFZ, BEasbTA AT AARASE UF a2 b b T XA AT LX) L))

HEE T HERAER Td 5 Security Communication RootCA2, Security Communication ECC

RootCA1 £ 7213 SECOM TLS RSA Root CA 2024 LV . K 5 MAE AZREREFIAEDRIT 2521 C

BY ., FEAEFHE KT FEAERITEZIT O,

A CA DFITT HFEFIL, — " —GEHB L OB ERE CHERO 2175 2 L ICFIAT
%o Fo. FATHRIL. TJPRS — "—3EFEFRIT Y — 2 ZFIHSAME B L O TJPRS H—
N—REAFEFRITH—E 2 ACME xHGhHR ZFIASAE) (BUFARET TTRIASE &v)) 1
EVEDD,
K CA NOREAFEDORITEZZ T HHIT, REFAFORITZ2 T 21 H COFH R & TR S
iy ACPBLUCPS LMo LADLETIHMEL, ZHRIMASRMA. A CP B LT CPS 27K
HWVEN DD,
A CA X. CA/Browser Forum 7% https://www.cabforum.org/ C /A B 3 %
Requirements for the Issuance and Management of Publicly-Trusted TLS Server
(LA TBaseline Requirements| &9) BT SV r—ra V7 ho=x
TYHTTA Y —DREDRIIUAERLS D,

F 1.1 HYE—E
L~ 5 ~ & H e

Baseline Requirements for the

[ Baseline

Certificates]

ARCADIETTS 2 AEIEFEH

TLSH— \—FEHE Issuance and Management of Publicly

- Trusted TLS Server Certificates

B

M, 8.4 A CHRbNDFIH] ZHH

3.74 |2025.03.27 | [4.2.4 CAA L 2— ROMEER] % FH

3.80 |2025.05.20 | 1.6 EFLM&FE, [3.2.24 NAA 4 DFGE], [3.2.2.8
CAA LV =— ), 171 GEHFEOT a7 7 A V] &8

[3.2.2.9 Multi-Perspective Issuance Corroboration] %
B0

1. [XC&HIZ

1.1 =

JPRS $r— —FEERGERFENFER Y > — (LLF IR CP) & 9) 1, JPRS — —ZFEH]
FIATH—EX (LUK TRY—tv R L)) 2Rt 572010, RASHAARL X MU S
—EX (LLF M) Lvd) RGER (LT TR CA &vwW9H) & LTHITT HEFEHED
Mg, FIMBR, EAEESE, EFERFCATLIRY) O —2HET 260 TH D,

A CA OEMMERHCEAT 2 FHIC OV TIL, JPRS — —GEEFRGEREM R (ULT
[CPS) &\ 9) ITHET D,

AKCAE, EaL FTARATARRASE CUF TEa L b FRARTRAT LX) £1V))
DN EE T HRSAER T 5 Security Communication RootCA2, Security Communication ECC
RootCA1 % 721X SECOM TLS RSA Root CA 2024 £V | Ji )7 1aI4H ARBREAEIIE D RIT A% 15 C
BY . FEAEFHE ST DAEAERITEAT 9,

A CA DFATT HREFEIL, — " —GEEB L OB ERE CHERO 2175 2 L IFAT
%o Flo, FATHRIL, TJPRS — "—REAEFRIT Y — 2 ZFRIHSM) B8 E O TJPRS H—
N—iEHAEFEFEITY—E X ACME e TRIHSAE  (BUFORET TTRISRE) &vd) (i
EVEDD,
K CA MOHIERAFEDRITEZZ T HHIL, FEAFORITZZ T 21 H COFH B & TR S
i, ACPBLUCPS L2ME LADLETIME L, ZHRIHSRMA. A CP BL T CPS 27K
HILENR DD,
A CA . CA/Browser Forum 7% https://www.cabforum.org/ C /A B 3 %
Requirements for the Issuance and Management of Publicly-Trusted TLS Server
(LLF Baseline Requirements| &9) BTV r—ra V7 hy=x
TYHTTA Y —DOREDRHIRUIHENLS D,

F L1 BME-E
WL 2 N & HRUE

Baseline Requirements for the

[ Baseline

Certificates]

ARCADNFEATS % REW E

TLSH— \—FEH Issuance and Management of Publicly

- Trusted TLS Server Certificates

e

ETIEIEE D IB R

3/58




EEEREHY

Apple Root Certificate Program
Chrome Root Program Policy
Microsoft Trusted Root Program
Mozilla Root Store Policy

¥, AR CP & ZHMEM. CPS OWNEICFEN® H%EIE. TFIMSEM. A& CP, CPS D)
WL CEH SN D, £7o. A CP O HAGERR & JEEIR Hﬁ@lﬁﬁ TGN o DA X, JEEEIR
DHAARFERICELELCEMAESND, AP —ERIZEHL TYHDED HHLE & Baseline
Requirements OIZFJEN H 5354, Baseline Requirements 234D E O D HEITEISL L
THH N5,

A CP %, IETF 2GEREM D7 L —24U—2 L LTRET % RFC 3647 lnternet X.509
Public Key Infrastructure Certificate Policy and Certification Practices Framework] (Z %L
LTWo,

A CP %, A CAIZBIT 2 el @M O RBLWRITHEN, £ 2T 5 72D EE
WL LRI END D ET D,

1.2 X&EHA LE

A CP OIEAAFZ, [JPRS ¥ — " —fEAERGEREEHERY > —] L9,
AR CANAKCPIZESEHVYTLHA TV =7 Ml (LUK TOID) &vw9H), BRLUK CP
NZRT L CPSDOID L, RDEBY THS,

BIAR
Apple Root Certificate Program
Chrome Root Program Policy
Microsoft Trusted Root Program
Mozilla Root Store Policy

7B, AR CP & ZHMEM. CPS ONEICFENH H5E1E. TSN, A& CP, CPS DI
ICEELTCEREND, 71, KCP@HKEW&%EW@WQ FIEND DA, JEER
MNHARGEBICEL L CEASINS, AV —ERICEHL TCY0ED L E L Baseline
Requirements OFIZFJEN H 5354, Baseline Requirements 234D 7E & 5 HEITEIL L
THEAIND,

A CP %, IETF 2GEREM D7 L —2aU—27 L L THRET % RFC 3647 lnternet X.509
Public Key Infrastructure Certificate Policy and Certification Practices Framework] [(Z ¥
LTW5,

A CP %, A& CAIZBEIT 2 Hedfrim, @M OB BLWRITHEN, ZN0 2T 5 72T
IR CHGETSND b D LT D,

1.2 X&EA LHEA

A CP DIEARAFIZ, [JPRS — —GEAERGEREEFAERY > —) L9,
A CANAKCPIZHESETHIVYTLA TV =7 Mhl+ (BLF TOID) &wvw9H), BRLUK CP
NZWT L CPS D OID 1%, RDEBY THD,

Eapin OID

Eapis OID

JPRS Y — " —EBHEEGEEGEAEAR Y > — (CP) 1.3.6.1.4.1.53827.1.1.4

JPRS Y — N —GEBHEEGERGEAEAR Y > — (CP) 1.3.6.1.4.1.53827.1.1.4

JPRS ¥ — " —REH ERGERIEA R (CPS) 1.3.6.1.4.1.53827.1.2.4

JPRS H— " —GEH ERRGEREH B (CPS) 1.3.6.1.4.1.563827.1.2.4

1.3 PKI DBEFE
1.3.1 CA
?E%i@)}%‘H Kih. OB R, OCSP (Online Certificate Status Protocol) ¥—/X—

CXBEEAER T — X AEROFRMALS L ORE . CA FLEHEO AR - R X USEHER HE O

ﬁﬁ%%’i’ﬁ IEERDZ LEEVD,

1.3.2 RA
CADEHKDH L, FEHEDOIRIT, BUHZ HiET 2 MiEE O FZIEMMER . AANMEMRORE, GE
BHERATIC M 72 TEHR OB Gk, CA IZKT DREHERITERELZ1TO FRO Z &L 209, RA I,
AR CA DS,

1.3.3 SEEAEFIAE
AEAERIHE 1. & CA L VEEFHEZEORITEZZT. BITINZFFAELZF AT A2EAN. EA

1.3 PKI DEEFZRE

1.3.1CA

%EEEEOD%E” Kh, KhEHROBER, OCSP (Online Certificate Status Protocol) #—/3—
LR DREAFER T —# AFROBMS L ORE . CA RAHROER - fRiEd L OGEIFEFAE O

Yéﬁ#%ﬁ S FEERDZ LBV,

1.3.2RA
CADEFD H B, FEHAEDORIT, BiHZ HFET 2 FiFE O FEMMER . KAMEMROEA, 7F
HERATICULE R RO B e, CA KT 2AEAEIRITEREZITO EERDZ L &2V 5, RAIL,
K CA D9,

1.3.3 REAEFIAE
AEEFRIHE &3, A CA K VGEIEORITEZZT ., BTSN ELFIHTHA, EA

e

4/58



https://jprs.jp/pubcert/info/repository/JPRS-CP-en.pdf
https://jprs.jp/pubcert/info/repository/JPRS-CP-en.pdf
https://jprs.jp/pubcert/info/repository/JPRS-CP-en.pdf
https://jprs.jp/pubcert/info/repository/JPRS-CP-en.pdf
https://jprs.jp/pubcert/info/repository/JPRS-CP-en.pdf
https://jprs.jp/pubcert/info/repository/JPRS-CP-en.pdf

PEBEDHYV
FIITHAR S T 5, Fio, A CA MFEAERAF IO L TRIT LTZsElE% ., [RIHE 1 REHA
£ T8,

1.3.4 1REFE
WEES L 1T, A CA IS X W BT SN EO A MRIET A, A E Ik T 5.
1.3.5 FDHhEEFZRE

HE LRV,

1.4 EEBAE D A&

1.4.1 #EE)7ZEEBAE ) &

A CA MWHRATTHIERIT. H— —2R3EE L ONBE IR CIERORE B %2175 = & ICFIA+
60

1.4.2 it XhSIAED A&

K CANRITT HEHEOHEIZ 11.4.1 @WURGEHEOHE] LBV THY, FEHELZZEN
PAAOBRICHIAT S Z LixTcErnbo 4 5,

1.5 R o—&E

151 XEZEBT L&
A CP O#ER: . FIL. A CA BT,

1.5.2 E#k%E

A CPIZET 2L, RO LB TH D,

BO o MKASHAEARL A M= BWEDERED

7T © T101-0065 HOUHER TUH X uMH 3-8-1 THUH 7 7 — A F EVLVHAH
B A —/L : info@]jprs.ip

728, K CA DBFAIT LIZREREIZOW TR O fEFA LA IERH 72 E 3R R LT 558 O
X, AT Web 74— 0ITHobD LT3,

https:/prs.jp/pubcert/f mail/

153 R —EEKERET HE

A CP OWNFIZOWNTIE, A CA OV — R—FEHERI T — E AEESHICB W TRE SN D,
1.5.4 ZEBFH

AR CP X, A CA DO — —FEHERI T — B RAEE SHEOEKRRIC L > THEST 5,

1.6 E#H & MR

BIUIR
MR T 5, E7-. A CA BFEBERIHZICKT UCRAT L a2 TR ) FE
E] 95,
1.3.4 RIEE
WEEH &3, A CA I 0 RAT S-S ED G BE A BEET A AL WA E - LM L+ 5.,
1.3.5 ZDO#EaFZRE

HIE LRV,

1.4 FEBRED A&

1.4.1 #EY)7ZEEBAE D F&

A CA RNIATT HIEEL, H— " —20EEE L OB ERE TR O 2L A1 5 = L IFIRT
ZDO

1.4.2 BitXhSiIAEDO A%

K CAWRITT A EO AR 11.4.1 @WURGEHEOHE] LBV THY, EHELZEN
SO BRICHIAT A Z L3 TER VLD LT 5,

1.5 R o—EH

151 XE*EHT 548
A CP O#fels | LT, A CA 2T,

1.5.2 E#/E

A CPIZET 2L, RO ELEBY TH D,

#ZN A SHEARL A N —E X BWEDOEED

fEHT : T101-0065 HAUHL TAUHIXE#H 3-8-1 THUH~” 7 — X h E/LVIREH
T A —/1 : info@]jprs.jp

B, AR CA NRITUIZFEHEBIZOW TRA RO GIH LA IERH 72 ERRRE LT-56 O
X, U TOWeb 74— 101792 HDET 5,

https:/prs.jp/pubcert/f mail/

153 RY—EEHKERETHE

A CP ODWNFIZONTIE, A CA OV — R—FEAERIT —EAEEREICBWTIRIESIND,
1.5.4 REFH

AKCPIE, ACA DY — N—FEHERIT —EREESHEOAGRIZ L > THEDT 5,

1.6 E#& LB

e

5/58




EEBEREDY
ACME (Automated Certificate Management Environment)
AEHEDORITORE R LICHT 2 22 AELT 572007 n haroZ ez o, K
7’1 k2L RFC 8555 THIEI LTV 5,

Archive : 7—hA T

EOFEZIFRZOMOFERIZL Y, JBREORLEE BIZESET 5

BROZ EEWVD,

Audit Log : B o/
BAER Y AT L~DT 7B ARLARERIEO B ERET D720
OEMEBRELT 7 v AERE 2\ 5,

ISR SN BRI AT A

Authorization Domain Name : F8GE N A A 4

FrED FQDN (2%t LT, sEHERITOL O ORGEEZ TG T 22D SN D RA AL~
LD LEVWH, KCAIZDNSCNAME VY 77 v 7 biREi7z FQDN 2 R A A 4D
LD HHT FQDN & LTI 2 2 LA TE 5, FQDN IZV AV R — RICFEREEN
TV A 5E. AR CA IFER 7 FQDN Ol b X TDOI A )V KA — K7~ A Hl
BrT 2B R H DL, R CAIFN—ARNAAL L AITEBRTLET, EBE~0 YU EDOT X
NEHIBR L, PROEOWT NG RAA A OBFEHEHT 2 L3 TED,

CA (Certification Authority) : FRiiF/E
SERAEDIELT « T - K2h, KhEFHR OB R, OCSP (Online Certificate Status Protocol)
PR —|Z L DFEAEARA T — X AEROFEMALTS L ORE . CA FAAHO LR - (Ri# kB L OGEH

ERHBEOBRGEEZIT)> EEROZ &2V,

CAA (Certificate Authority Authorization)

RAA a2 AT HHERIZEBW T, DNS L a— ROHIZ KA A A2k L CREHEA RBITTX
LRSGERTER A LR L, B LARWERGER O OFEAERBITZ I SHIEO Z L2 09, K

HEREIX RFC 8659 THIE STV 5

CP (Certificate Policy)
CA N RATT HREAEOFRE, 1T
ERETHLEOZ L2V,

D RERHERY —
w5, Hi&.,

HOATE, FEATIEIESE AEPEICBI 5

CPS (Certification Practices Statement) : 22 iE AL
CAZEMTHECTORETR, EX =27 ¢ EUHEE CAOEHAZHETLHAILEDOZ L2V,

CRL (Certificate Revocation List) : GIFFAESLRZNY X |
SEFAEOF AR I, GEERENEOLT, AROGHMEEOFERIZL Y RS-
AEFAEERA R S NZY A Dz LBV,

BIRR
ACME (Automated Certificate Management Environment)
FEHEORITOERR EICHT 27 r 22 A8k T 272007 v baloZ Lan), K
7’1 k2 LL RFC 8555 THIE Z4L TV 5,

Archive : 7—hA T

EHETRITZOMOFERIZE Y, BREOKRGEZ BRICEET HFEHROZEE2 VD,

Audit Log : BEAfEo

AR Y AT D~DT 72 ARKRERIEO R AT T 5 72 OIZFLER SN D RER > A7 A

DOEEBIEST 7 & A JBIEEZ D,

Authorization Domain Name : F8GE RN A A 4

FrE D FQDN 1Zxf LT, GEAERITOT O ORGEL RIS T 51O ND RA A

LD EHEWH, KCAIZDNSCNAME /vy 7 7 v 7 bilRES 372 FQDN % R A A 40

FAEOHRT FQDN & LTI Z A TE S, FQDN IZV AV R — RICEREEN
TWABEE, A CAITER SN2 FQDN O LN 0 N H T _XTDO T A )V KI— K Z L& H|

BRI 2 MER DD, K CAITRN—ARAAL UAITHEBTLET, ENnbhA~ 0 U Lo T~

NWERIBRL, FROEOWTNNE RAL A ORBIAHERT 22 RN TE 5,

CA (Certification Authority) : FRiiF/E
SEBAEDOIELT « W - K%, KehEER OB R, OCSP (Online Certificate Status Protocol)
PR —|Z L DFEAEARA T — ¥ A EROLEMALES L ORE . CA A LR - (Ri# ks X O%EH

ERHE OB ELAT O ERDOZ L2 D,

CAA (Certificate Authority Authorization)

KA A Z2H AT DHEMRIZEBW T, DNS L a— ROHIZ KA A 2k L CRERHEA BITTX
LRRGERER A LR L, B LARWERGER D OFEAERRITZ L SHEO Z L2010 ), K

HEREIT RFC 8659 THIE STV 2,

CP (Certificate Policy) : sFFHER Y 2 —
CA D33ATT HREAEOFE, RBITHSR, Hik, HiIA T,
ERETHLEOZ L2V,

« REBAEIC B 5 HIH

CPS (Certification Practices Statement) : 28:iF)=E A HFE
CAZEMTHECTOTR, EX =2V 7 ¢ LR CAOERAZHETHALEDZ LAV,

CRL (Certificate Revocation List) : GiFFHELRZh Y X k
SEAEOH I FIC, FEFAETLREHANEOEL TR, FAREOMGIRVEE
AFAEE RS SNV A P20 ),

FOHEHRICI VRSN

e

KLz Bl

6/58




ERBEED Y

CT (Certificate Transparency)
RFC 6962 THIE S N7-, BITSNREHEDOFER A EMR - AT 5720l r 74— 31— (CT
77 —3—) |[CRERHEOEREZ &KL, AT EMADZ a2V,

Digital Certificates : EFIFHHE
HDHNEEEE L EINT=EDRETDHZ EEFEHTE T —XDZ a2 H, CANE
B LTI LT, FOESMENMEEINS,

DNS TXT Record Email Contact

Baseline Requirements @ Appendix A.2.1 IH TEFRK I 5H . [ validation-contactemail| 7
L% RiE X Lz FQDN @ DNS Y — 28135 TXT U VY —R L a— RIZHFENDL A—/V
TRLADZ LEWS,

ECDSA (Elliptic Curve Digital Signature Algorithm)
ANBREERE SR E LT LTV Dl bR 2B 5o O E>TH 5,

Escrow : = A7 o—

EoFICHEITLZ L (FFD) 2o,

FIPS140-2

k[E NIST (National Institute of Standards and Technology) WRE L7-K5E Y 2 —/b
BT 28F 2V T RBELEOZ L2V, HIEL V106 HRELL 4 ETEHRSN
TWn5,

FQDN (Fully-Qualified Domain Name) : 5e2EMi KA A V4
AVE =Ry D RAL VEHTVAT AIBITDTRTO L) — ROT )V EEGTe RAA V4
D LmENDH,

HSM (Hardware Security Module)
MAHEOER., &, FIAZREICBWT, X2 )7 4 2R3 2 B THEHAT DM o8
—HEEA AT T EEDZ A2V D,

JPRS Partners feEHE¥EE
MR A Y — R —FEBERI T — R LT, YO ETHAEEZDO L A2\,

T
CATRERE BRI I T, R L AT DR S WA BOX O Z & %0,

Key Pair :

B

CT (Certificate Transparency)
RFC 6962 THIE S 7=, BITSNIREHEOFEREZEWR - AT 57-0lcr 74— 13— (CT
77— =) |[ZRERHEOHEREZ &KL, AT AEMADZ x2S,

Digital Certificates : FEFIFAE
HOHNEEEE L EINTEDRETDHZ EEFEHT BT XD a2 H, CANE
BT T, FOESLMENMEEINS,

DNS TXT Record Email Contact

Baseline Requirements @ Appendix A.2.1 TH CEF =415, [_validation-contactemail| 7
~ULEFIEE L7 FQDN @ DNS V' — 128175 TXT U Y —A L a— RiZGEh b A —/L
TRLADZ L&V,

ECDSA (Elliptic Curve Digital Signature Algorithm)
INFREERE e LT & LT Dl IR el BRIk o O > TH 5,

Escrow : = X7 11—
BHEHICTET A (FEE) 2V 9,

FIPS140-2

>k[E NIST (National Institute of Standards and Technology) WRiE L7-K3EY 2 —/b
BT 2 eF 2 TARELEDZ L2V ), RIEL- V1D R&EL-VL 4 T TERSN
Wb,

FQDN (Fully-Qualified Domain Name) : 52 &EM KA A 4
AVE—=XY N RAAL VBTV AT RIBITLTXTO L) — RDOT L EET AL U4
DO LrEND,

HSM (Hardware Security Module)
MAFEOER., &, FIAZREICRBWT, X2 )T 4 2R3 25 B THRHET DM & o X
— A AT EEDOZ A2V 9,

JPRS Partners IEEFH¥ESL
LAERIRUET 2V — N —FEERIT N — R L C, YHORBETHFEETOZ L2V I,

Key Pair : ST
INBREERE 5 U BN T, AR S AN LR SN BOXFDOZ L2V,

e
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EEBESDY
Linting : V> 7 47
FHHGEHZE (RFC 6962), FEHE, CRL, OCSP LV ARV AR OB FBL SNZT—X D
WE . F£701X RFC5280 @ 4.1.1.1 HITFLR S AV TV D ths fEE R EOAS KR EL IND T —
HET 7 NONEN, WCEZRIND T 07 7 A VB L OEAIC
ERLL T D MERT DT e ADZ L&V,

Baseline Requirements

Multi-Perspective Issuance Corroboration (MPIC)
AEHEFRATANS, 794~V — - Ry b —7
kiU(mA%:/ﬁfﬁbﬂt%E# o > b
HIEhs7evr0Z ban ),

£D AL DG
FoTE

=Y T 4 TS
v—2

N AT T 4TI

Network Perspective : 2 hU—7 « R=2A~XFF 17

Multi-Perspective Issuance Corroboration |ZB# 95, A A AFHAMEDRIESIEE 21F
CAA T = v JIHHETAHT I MNT U R e A H—F v b 8T T4 v 7 BEETDHIZDD
VATE BRIE VTR AR N SV REVR) FREFRY RY—Y - 2

VIR—3F FOEAK B, VPN BEXORGETAA VT ITIA T ITF ) D EHWV I,
Sy b T —20 « RXR=ZAXT T 4 TOPRIE,. W T EIHUEERTWARWT T R T R e £
B—FXy N NTF T 4 TIN, FOIN—ARXT T 4 T~DA X —F vy NS A %

VNI —TIA L TITARN T I TF X (TR SESINDBEFEDHRA  MIT
%

Lo TREE

o

NTP (Network Time Protocol)
A a—XONERGEZ, *2y NV —2 &N LTELSHET LIV a ha ol Lan),

OCSP_ (Online Certificate Status Protocol)
EHED AT —Z AERE VT NAAA LRSS 70 haroZ Lz ),

OID (Object Identifier) : &7 ¥ = 7 bilkhll+
F v NU—7 O BEHEGIESCY —EAEO— B2 RS T 52700 A TH D | [FES
7 BRI B R SN2, AP OR Yy R T—B LRI TOLE NI,

PKI (Public Key Infrastructure) : Z\PH#E A%
%%%’% N H‘Ef%’ﬂﬁ G uLT:& WolztXxa U T A EZTTT%;‘%fEﬁ"é 71:_&)0)
IR EEME RV REEOZ LBV D,

ONBREEIR S T AL

Primary Network Perspective : 77 A4 <V —+« Xy "I —F « XN=AXT T 4T

CAD, DHFESNT FAAL L FIF IP 7 RLURIZGEHEZHITT S CA OHEIR, B8 X
DHFE SN RAL A F7E TP 7 R LA T 2 HEEE QMR F 7213 KA A V4 OFIH
HEAPWT T DRSS 2%y b T —7 « SR T T 4 TRV,

IR
Linting : V> 7 47
HATREAE (RFC 6962), FEE, CRL, OCSP L AR AR EOBFBL SNZT—HD
WZ. £721X RFC5280 ™ 4.1.1.1 HEH|ZFER éﬂfwéﬂm£%£@k®A%%%éhér%
BHX TV = NONEN, BINDHTO 77 A 0ELOEMEC
EPLL T D ERTH 7T rEADZ L),

Baseline Requirements (Z

Multi-Perspective Issuance Corroboration (MPIC)
FEERITANS, 794~V —+ Xy hU =2 « NR=ZAXT T 4 T
X CAA F=v 7 'C“ﬁzbﬁ/ﬁ:ﬁ%ﬁm L fhoxry FU—2
JFENDETEEADZ EE VD,

KB RAA L DORGER
« NR—=AT T 4 TN Ko TES

c RX=AXT T 4T

(ZBIHT 5, RAA AR AHEDGRIEAEE 721X
CAAF = VI CHHET AT MNT U R e A F =Ry b 8T T4 v 7 BEETDHZDD
VAT BIZIE, VTU R ARAR RN [ REUR) TRy NT—T - 3
VIR—R Y FOEAE FIZIE, VPN BEXOSRHET 24 0 7T AT 7 F %) O L EWVI,

*v bI—7

Multi-Perspective Issuance Corroboration

Network Perspective :

Iy NI =7 « R=RXT T ¢ TOEFPATI, B 7L ENTWRWT 7 MR R f
H—Fy he NTT 4 ITN, TDONR—=ARTT 4 T~DA ¥ —F v MER RT3

Y RIT—T A TITARNT I F XTI EESINDIBEEDRA LV ML > TRES L
E)o

NTP_ (Network Time Protocol)
A —XONERGEZ, 2y Y= 2N LTELLHETSI e haltoZ a2 n),

OCSP (Online Certificate Status Protocol)
AEHEDO AT —H AR E ) TVEA LM T 57 haroZ Lxzn o,

OID (Object Identifier) : &7 ¥ = 7 bilkhll+
F v MU —7 O BEEGIESCY —EAEO B2 RS T 2700 ATH Y | [FEER
M7 B EEE IR R SN2, R OR Yy R —J I CT—B LR BTOZ L E VI,

PKI (Public Key Infrastructure) : /B LAR
BT B4, Bk, BiFE Wolcb X U T o Hili2EHT L7200,
IF N A AW HEDO Z L EV S,

IR BAGERT 5 720 E

Primary Network Perspective : 77 A~V —+ Xy hT—F « X=2A~J T 17

CAD, DHFESNERAL L ERILIP 7 RLACEMELRITT 5 CA ORER, BETY
DWFES NI KA A ETT TP 7 R LRSS % HEh#E OHERRE 7213 R A A 4 OFIH
BT 2BICERT DRy U —2 « X2 T 4 TEND,

E%
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ERBEED Y

Private Key : FLE#HE
ANBREERE S FRICB W THO LN AT O—F 20 ARSI KHET ARAN DB DMEE
THHEHOZ LRV, [REG b,

Public Key : Z\FH%t
NSRS FRUICB W THW SN AT O—F 20, SIS L, BEHEFOHRTE
FIZABR SN 28D a2V,

RA C&§k)5) (Registration Authority) : BERHEES
CADEKDH L, FEHEDORIT, BUHZ HEET 2 HiaHE OFIEMMR, ANMEMER OB,
AERHEFATIC LB 2 E R OB SR, CA I T HREHERITEREZITO RO Z L &2\ 9,

Random Value : 7% AfH
ACANHEHIHRE L, A<t 1128y hoxr b B —% /R34,

Repository : UART RV
CAFFAEZEB IV CRLEZKMN L AR T DHT —HRX—ZADZ L&),

RFC 3647 (Request For Comments 3647)
AU H =3y MIET 2EINOEREZ EH 5 TH S IETF (Internet Engineering Task
Force) M¥ITTHXLETHY, CPICPS D7 L—LU—7 ZHELIZLEDZ L ZV ),

RFC 5280 (Request For Comments 5280)
AU H =3y MIET 2EINOEREZ ED 5 TH S IETF (Internet Engineering Task
Force) "FITTHXETH Y, AFEIBEICOVWTHELZXLEDZ L2 I,

RSA
NPT E LT LTV D bR RIE S EIT OO &S TH %,

SHA-1 (Secure Hash Algorithm 1)

BTEL DD Ny V2 B (ERNEE) 0UL>THL, Ny =afBlld, 5256
NI GEEROE y MIZAERT 2EEFEZ VI,

By MR 160 By by T—=XOEFEREZEMT v > afiz iy 52 LT, dfFgTh
THINUZ A INTW W hERIET D Z N TE S,

Time Stamp : XA LAX T
BT 77 ANVDOIERH RO AT ABER A FIT LI HREEZRHR LT — 2D Z &2

-

Do

B

Private Key : FLE#
ABREERF B RICB W THW LN EET O—F 20\ ABREICKHS T D AN DB DMEE
THHEHOZ EEWDH, [FEGE b,

Public Key : /ABH#t
NBRERF S AR W THWLNDERT O— a2\, A L, BEMEFOMETFE
FIZAREN O EE2 N,

RA (C&§%)5) (Registration Authority) : B ERiEE
CA DYEBD 5 5, FEEOIEIT, % R 5 HalH OEAEERES., A AERROR,
AW EIAT IO LB RO B, CA ISR 5 AR (TEREE 217 5 BEO = L2105,

Random Value : 7 % LA
A CANHGFEHEIIRE L, Pt 1128y b=y b B —Z R4,

Repository : UART R
CAFEFHEB IV CRLEZKMN L AR TDHT —FRX—ZADZ L&V,

RFC 3647 (Request For Comments 3647)
AU H =3y MIET 2HEINOEREZ ED 5 AR TH S IETF (Internet Engineering Task
Force) N#ITT5LETHY, CPICPS D7 L—ATU—7 ZHELILEOZ L&V,

RFC 5280 (Request For Comments 5280)
AU H =3y MIET 2N OEREZ ED 5K TH S IETF (Internet Engineering Task
Force) "¥ITTHUETH Y, AFEIEIZOWTHELZXEFEOZ L2 ),

RSA
ARG ST AL LTHEL L TSR BEEERN R SHT OO0 E S TH D,

SHA-1 (Secure Hash Algorithm 1)

BFEAIEDN D Ny a2 B (ERNEE) 0V0E>ThD, Ny vafB88ElE 5x2b
MR BEEROE y MIZAERT 2HEEFEZ VI,

By FRIZ 160 By by T=XOEEMEZFEMT v 2@zt 52 LT @fFgTd
THINE S A INTW W ERET D Z N TE S,

Time Stamp : XA LAX T
BT 77 ANVOIERBRERC VAT A2 AT L HREZGER LT —2 D2 L2

-

Do

e
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ERBEED Y

Wildcard Certificate : U AV K — RIFAE
Subject Alt Name JLIRFEIENIZAD 72 LB O EDDU ANV K — K RAA U4 %G TeREiHE
D EEWNI,

Wildcard Domain Name : ANV RKHI—RFAAL 4
7 *”  (U+002A ASTERISK, U+002E FULL STOP) CThh £ 5 SLFEH|DEZIT FQDN 73%¢ <
LFHNDOZ L EN D,

2. BRAEYRS M DEE

21 YR FY
AKCAIE, VARTY MY % 24 5] 365 HAIH CTE 2 X D ICHERFEBEAZ1TH, 7272 L. FIHAFTHEZ:
RERINIZBW T H VAT MESTFEICL VRHATE R WEARH 5,

2.2 TEHRD L

A CAIX, CRL, KCPBLXUCPS #UARY MU EIZAB L, GEBEFIAE B L UWGEE 24
VIAVICEoTHETESL L HICT S,

2.3 DHOFRAFEITHE

ACPBLUCPSIE, D EHHFRTHETTH DL L, WETOHEE, VAT MY EIZAB
35, &KCPEBILUCPS |ZiE, Baseline Requirements D/ N\—Y 3 & ED X 5 IZEITT
L0FECHET 2D &5, CRL OFATHEIL, 14.9.7 FEERZN Y A N OFITHE] 1T
HET 5,

24 YIROFIADT I RAEE

A CA . VARV MY TORAFHRICEAL T, FEROT7 723y ba— 3 7o, FEH
FHMEBLOMREE IS, ACADOCRL%Z, VARV P ZBLTAFTLII L EWRELT D,
URY MU ~OT 72 A X, —xi972 Web o #—7 =— 2 %@L THREL T D,

3. Al & ERRE

3.1 ARRE
3.1.1 ARIDFEE

B

Wildcard Certificate : U AV A — RIFHE
Subject Alt Name JEIEFEIKNIZ A7 < & OEDDYU A )V R — K RAA U4 ZE TRl E
DT EEWNI,

TUANVRI— R RAAL U4
” *”  (U+002A ASTERISK, U+002E FULL STOP) Chh % % LFH|DOE %12 FQDN 723 <
SEHDZ L BN,

Wildcard Domain Name :

2. BRREYRS P DEE

21 YR MY
ACAIX, VAT MY % 24 B[] 365 HFH TE 5 X ) ICHERFEERA1T S, 7272 L, FIHAREZR
REENICBWTH VAT AMESTFEICE VA TERWEER D 5,

2.2 TBHRDO L

A CAIX. CRL, ACPBLUCPS ZUKRY MU FICAB L, FEBHERIFE B L OWEEE N A
VIA K oTHETED L HIZT D,

2.3 DNDBIRE-(THEE

AKCPELIOURCPSIE, DA EHHFERTHFTTHHDE L, WETOHE, VAT MU EITAR
T 5, KACP LU CPSIZiL. Baseline Requirements DiH/N\— a &2 ED X HIZJEITT
DFEICHET A D ET 5, CRL OFITAEEEIX, 14.9.7 GEBHERZY X N OIITHE ) 12
WET D,

24 YIRO F)ADT Y L RER

AKCAE, VAV MY TORBKHRICBEAL T, FEO7 7 A2y b — I 7o, GEH
THAFE R LORGEE 1L, ACADCRLZ, VAV M) 2@ TAFTLHI LariEsd 5,
URT B ~OT 78R, —#xi72 Web A F—7 =— 2% @B L THREL T D,

3. Al & EREE

3.1 AHIRE
3.1.1 ZAINDIEH

e
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EERREDY
A CA D3FATT HREEFICRER S N D REM EF N E 04 HNL, X500 ¥V —X (ITU-T(HERE
SR E A RERERFEE MRS RAT T 285) ORBIABUEICHEWVEIE T D,

3.1.2 BREEDARI

A CA WFATT DI EICE TN HERIER & ZDEKIT
V) WCHET B,

3.1.3 SFFAEMAENEAM T (I ELM

A CA BRITT HAED 2T F—AITE, BAREL TOBEIITHhRNLD LT 5,
3.1.4 BRABLBAFNER BRI 51-O DA

B2 IR A BT O TG MR 2 BRI, X500 & U — X O#AMAHEITHE 5.,

3.1.5 ARD—EH

A CA DHATT 5 ZEH I 208 S N5 314 (DN) O & 1
—BhRbDLT 5,

3.1.6 BIEDRHE. FEAHIUEE

A CA 1L, FEBIEHFEICTH SN B LFMC AN CHIMEERESE G LT 500 E 5 hORIEE(T
b, FEFEFAEIL. o8 OBERTECM T 54 A . A CAICHZE LTtk b2,
A CA 1. BERPGHSE 2 B I BRI A E & 8 S H TN - 5 A, 4R

RIITOR, £, A CA 1342 BLHIZGEERN A 2> b OFE FEH FE OFEHEORIT S
TeRERAE DR 2 MR 2 AT 5,

M1l = R—FFHE T T T 7 A

X, BITHGRL R D — " —ITK LT

3.2 #EIDOAXANEFESR

3.2.1 IhWEROIMBFEIIHAT A E
AL S S AARE IR LTV 5 2 L OFEIE
DBL OREEZITV, M
ZLETIT O,

322 L FAAL U RBDREE

A CA 1, AEICES X KT 5T _RCOBFICHONT, WS A EIEBERRVPBRET 5,

. REPAEREITESR (LR TCSR) &)
CSR 73, ARSI T D2 RARTEA SN TVD Z & EHEGET D

3.2.2.1 {HBDEREE

(1) FAA FRGEA

A CA L, MAROFEIEMEA MR LRV,

(2) AHARGRRER
AR CA L, EHRHG NIRRT D AREH. I%%ﬁ&iﬂ%ﬁwwaV%L<ﬂ%
DT —H_X—=RA FTIAR CA BEHETIHIHE-FICLIHFAEL LUIZOT —F =2 % HWn
THARR D FAEMERER 21T O .

3.2.2.2 DBA/Tradename (B&)

B

AR CA NIITT HAEHEICGEH SN D EAERN AE 04 FiL. X500 U —X (ITU-T(EHEE

SOBEHE A/ KOBE RIS AT T 2 80E) DAL BUEITIEVRIET D,

3.1.2 BREE DA

K CA BNRAITT HiEHEICE TN A IERIER & ZOEWHIE
V) WCHRET B,

3.1.3 SERREFAENELAMF-(IKLH

K CAMNFBITTHAEHED 2 32— AT, BASRL TORGKIIITORWED LT 5,

3.1.4 #RREGARRXZRIRT 5= DA
% A2 B OTFR 2 AR B 3BIE. X500 o U — XO#HI4 HEICHE D,

3.1.5 ARDO—EH
A CA WHITT D EICEH S 5 #514 (DN) O @M
—BRbDLT 5,

3.1.6 EIRORH. RBils L URE

A CA 1E, FEREH IR SN DAV TR ERE 4 LT D508 5 mOREER 4T
brev, FEVERIAH L, 528 OBREECHET 545 % $CA7$ﬁerﬁa@wo
A CA I, BRI 2 BN AR & B SR T AOR o TA, RO PR
%@ﬁbﬁwoik\$CAiﬁ%%@m_ﬁ%%ﬂ%%#gmﬁ%%$m®ﬁ%%%ﬁéh
FAEEO KN T MR AT B,

711 = R—FFAE T e T 7 A

X, BITRHRLE R D — N —ITK LT

3.2 PIEID AR NERERR

321 ThEROMEZIIAT 5 5%
AEAERIHE DA RZ IR L T2 Z & OFEIE
DELDORGEEITV, M
ZETIT O,

322 L FA AL RDEREE

A CA X, RIEIZESEEKIT 2T X CTOEHIZONT, ASAERIIBER VDR ET S,

3.2.2.1 {HBDERGE

(1) RAA FRGEA

AR CA X, MFkOFEEMEZFR LAV,

(2) AHARFRGER
A CA L, EHOHG NIRRT 2 A0 FH, l%ﬂﬁ“il%@wmAry%L<i%
DT —=HRX—=A FIFAR CA WMEETLA2HE -HICELOMED LUFZDT —F =2 %
TR D EAEMERERR 21T O o

. REPAEREITESR (LR TCSR) &19)
CSR 73, ARSI T D RARTESL SN TWVD Z & ZHEGET D

3.2.2.2 DBA/Tradename (B&)

e
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EEBEREDY
T HREAEOFHIAE [Organization (H#k4) 1 |
N rS 221 #ﬂ%ﬁko)wu nﬂz (2) fﬂ%ﬁwun ﬂ:IJJ k H*%mﬁﬁﬁ

AR CA MBFAIT
LY aElE

I\~ DBA/Tradename % i7"

P

A Z1T 9.

3.2.2.3 Country DR
K CANRITT Dt EOEHEER [Country ([H) |
FEDRER 21T 9,

3124F%4>%®%%
A CA IF, GEHEEZRITT DN, BLFIIRT DR e b —2DHIET, %1
Subject Alt Name JLIEFEIRNIZ & O 53X TD FQDN Z58FET 5,
KIEOY T v a 3.22.4.1 5005 3.2.2.4.20 L, Baseline Requirements (2
Va UESITHIET D,
A CA TlZ. TRFC 7686 - The ".onion" Special-Use Domain Name] (Z X % FQDN 7 zERHE
WCEENTWDIHE, GEHEZRIT LAV,
A CAX, TXTORAAL ORI L7-383E 5% (Bi# 9% Baseline Requirements
D=V g U FKEEETL) ZilékT D,
3.2.2.4.1 Validating the Applicant as a Domain Contact
HHNE T 5,
3.2.2.4.2 Email, Fax, SMS, or Postal Mail to Domain Contact
T MM A—VEE L, EDT 2 F MMEEFI LTEHEGRISE 2% TS Z &1
T, HEEHICFQDNOFIHMELH D Z & MRS 5, 7 v % AMEld, WHOISIC i‘%ﬂ“éﬁ’b
TWDHA—)VT FLARSEIZEET D,
ARCAIZ, 7 ¥ MEDFEIT, FAX, SMS, BfEZEH L72gv,
7B DMMEFEA =N TR L L. ZOFRITOR) 525 H AN ORERINE
boLT D,
202547 10 H DABRIZ AT T DREHE LY |
3.2.2.4.3 Phone Contact with Domain Contact
WA 5,
3.2.2.4.4 Constructed Email to Domain Contact
LUFOFET, HEEHE ICFQDNORIHMEN & 5 = & 2T 5,
1. BEHEEZRT RAREFA—LT LA (K) ~A—NLEFETD
2. A—MIET o HMMEEZZDD
3. FDT X MEEFIH LI fEGRINE &2 TS
T OB BMETE ANV TEE L, ZORITORNH25 B LN O
HDETD,
X EHEERT ROREFA AT FLZ
il

oW T, 13.2.2.1 Mk OFREE] & (A

TT DREHED

Birots

WZOEHRR

ZoFikzEANA LTS,

BB D EH R

admin@example.jp. hostmaster@sub.example.co.jp 7% &

@»EliZadmin, administrator, webmaster, hostmaster, postmaster®
WIhneE 15,

@QOEENZLL FOWT LT 5,

IR
A CA DNRATT HiEHEOIEHRIEH [Organization GHAEA) | 1
5&5/\& N ’—322 1 Ffﬁ’ﬁﬁé@mu IJIE (2) Ffﬁﬁkmuu ﬁUJ kI_H%@ﬁEa

\Z DBA/Tradename % 37

P

L %17 9.

3.2.2.3 Country DFEEE
A CA NFATT 5 EOHHIER [Country ([H)
BROHEREAT D0

IZOWTIE, 13.2.2.1 MAROFEEE] & [F]

3224P%4>%®%ﬁ
A CA 1F. FEHFEZFITT AN, LTI RT AR L —D2DHIET, BITT DiEHFED
Subject Alt Name JZIEFEIRNIZ & O 53X TD FQDN % 58FET %,
KEDOY TR g 3.2.2.4.1 55 3.2.2.4.20 IHE, Baseline Requirements (2
va UESITHIST D,
K CA TlZ, TRFC 7686 - The ".onion" Special-Use Domain Name] (Z X 5 FQDN 7 :ERH
IZEENTW DA, FEHEZRBIT LAV,
AR CAX, TXTORAA L OFRFEMH A LU7-383E 5% (B# 9% Baseline Requirements
D=V g U FEEET) ZilékT D,
3.2.2.4.1 Validating the Applicant as a Domain Contact
HHNE T 5,
3.2.2.4.2 Email, Fax, SMS, or Postal Mail to Domain Contact
FUELMEREA—NVIEEL, TOT X MEZFIH LIRS E 22 TS 2 L1
T, HiEHICFQDNOFIRMENR S D Z & 2R T 5, 7 v AMElL, WHOIS! ?%/Téﬂ
TWDHA—LT RLRBIZEET D,
ARCAIL, 7 ¥ MEDEEIZ, FAX, SMS, BH A L7z,
7S LMEFHE A=A TEE L, ZTORITOR) 525 A LINOREGRIRE IC > S AR
boET D,
2025FTH 10 A LIRRICRAT T DREAEFE LV . ZoFiEzEMis e 45,
3.2.2.4.3 Phone Contact with Domain Contact
HWHNE T 5,
3.2.2.4.4 Constructed Email to Domain Contact
LUFOFIET, R ICFQDNOR NS 5 2 & 8T 5,
4. EHEERT RAOREFA—NLT FLR (%) ~A—LVEXETD
5. A—/MTIET v H MMEZZDD
6. DT X MMEEZFIH LI fEGRINE &2 TS
T B MMEFHEA =N T—EE L, ZORITOR) 25 H AN ORERINE
HDET D,
X EHEFEAERT R E T A—NVT RLXA
il

Birots

\ZOEHER

: admin@example.jp. hostmaster@sub.example.co.jp 7% &
@ »fMlFadmin, administrator, webmaster, hostmaster. postmaster®
Whme 45,
@OEMIFLL FOWT e 35,

ZN

e

munﬁjﬁ‘{f@:ﬁ?{ f‘kT Z O

TIERD
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EHEIBESD Y
- FQDND 5 H LV A M VIR TWD R A A 485 (Texample.jpl.
lexample.co.jp) 72 &)
- FQDNZ D D
(GEEAT SR (DAL KI1— ) R"www"OGEIE, 07~V E R Bk
<o 22U, "www"R L VA M VIZRESNTND RAAL UATIDICEEND
A TELY BRM2N,)
3.2.2.4.5 Domain Authorization Document
WS E T 5,
3.2.2.4.6 Agreed-Upon Change to Website
WS E T 5,
3.2.2.4.7 DNS Change
TUREDMENT o E— AT THRED T UL ERIEE LTZFQDNODNS Y — 2817
HTXTY Y —ALa— RREENTND I LERFET HZ LT, HiEEICFQDNOFIH
MRS D Z & EERT D,
[T —AaT7 ThhESDH 7] 1L, "_acme-challenge” & 9%,
JHAT -V (T A )V RA—R) O%GEIE, """ (VA LV FH—FR) L2060 %
"_acme-challenge” 7 ~/LIZEEHL 2 5,
T U H METAFEFIERITHE C—E E L, TORITORNNH25 H LN ORERISEIZD
EEDRbDOLT D,
ARCAE, ACP 13.2.2.9 Multi-Perspective Issuance Corroboration| THE LTV 5
L ¥V . Multi-Perspective Issuance CorroborationZ #3424, HfiiFE L Th v b
SNDHEDITEFE. Ry NT—F « R=AXI T 4T F, TIA~V— Xy " NT—F -
N2 T 4 T LRIL T VMl h RS D,
3.2.2.4.8 IP Address
WA 5,
3.2.2.4.9 Test Certificate
WA 5,
3.2.2.4.10 TLS Using a Random Value
WA 5,
3.2.2.4.11 Any Other Method
WA 5,
3.2.2.4.12 Validating Applicant as a Domain Contact
HEEE N RAA U ADRFEE THDL I EERGRET S Z &2 b o> T, HEEE ICFQDNOA]
R DD Z L 2R D, 272 L, KCAZ LI AN /IVUARNTETH RAL 4%
GUFQDNTHHHEITR D,
3.2.2.4.13 Email to DNS CAA Contact
WA 5,
3.2.2.4.14 Email to DNS TXT Contact

4L

AL TV A NMEE A VIME L, DT X MEEFI U - HERRIGE &S 1)

BIRR
- FQDN® 9 H LV A R VIZRERIINTWD KA A 484 (Texample.jpl.
lexample.co.jp) 72 &)
- FQDNZ D& D
(GEEAZ N (DAL RI1— ) R"www'"OGEIE, £D0 7~V Br
<o 2L, "www"NL VA MVIZEREEINTND RAAL UATHDICTEEND
BB ITELY BR72u,)
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3.2.2.4.9 Test Certificate
HWHNE T 5,
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RN ET 5,
3.2.2.4.12 Validating Applicant as a Domain Contact
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DFQDNZEIL T\ D Z & BT 5,
3. FUHMMEIL, T ANEERETOARCAICELD Y 7 =X F BIRIZREEH L2
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BIZOEHNRbDET D,
3. ARCANRY XA LI MIENT 7 A VE BT 556
b,
1. HTTPZ v haib A Y—mbBhsnd V4417 hThHD
HTTPAT —# ZAa— RIZLL FOWT et 35
301, 302, 307 (RFC 7231IZE)
308 (RFC 753812 #17E)
RFC 72310 7.1.2I CTER ST,
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TANKRAD—RRAAL A OFFEIK LTI OFEEEANE T 5,
Onion FAA £ &FRE . RKCAILE, ACP 3.2.2.9 Multi-Perspective Issuance
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ﬁ\7747)~-Zykv~7-A—XA7747&HL7/&A1%ma¢7o
3.2.2.4.20 TLS Using ALPN

WA 5,
3.2.2.4.21 DNS Labeled with Account ID - ACME
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BIRR
FMEET 5
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202142117 18 H LARRIZHAT T DREHFEIC DWW T, AL R —
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4. ARCAIZ, HGEIZB T2V 7 X MIHTHLVARS R L LT, EERT 2
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308 (RFC 75381Z#i7E)
RFC 723107.1. 2T TEFR S 172, Location~ v # ®"the final value"%
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l\ )( /r /%@H‘h FJ_E ;(‘T

3 U & TR HBEDR

m\774?)~-XVF7~&-A—2A7747kﬁb7/§Aﬁ%%%¢é
3.2.2.4.20 TLS Using ALPN

B ET D,
3.2.2.4.21 DNS Labeled with Account ID - ACME

WA ET 5,
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TARI =+ Xy bT =7 « IR=AXT T 4 THT ) WOMERBFERDE T 21T 5,
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[4.1.1 GEBAERGEZIRE T2 2N TE 538 LREET D,

473 BEHFZH S AT OEFPHBOLEFH
[4.3.1 GEWERATROLILTHE) LIAKET 5,

4.7.4 FEBAENAFIZHT 55 L LOEAEOBEL

[4.3.2 FEBAEFIFHE ~OIEFER @S] LAEE T 5,

475 BEHIN-TIHEOZEHETH

[4.4.1 GEBHEOZHEMER TRt CREEET 5,

476 BIAIBIC K 2BEFHEADIEAED LH

[4.4.2 FWAJRHIC L HABAEONR) LIRBEE T 5,

477 DT VT4 T2 12T HRBEERDOIEHASRITEL
[4.4.3 DT T 47 4 IZkT DGR OFFAERITEN] LREET D,

4.8 SEBAENDESR

4.8.1 GIBAEMNDZEEEH

FEHEOE T L, FEHEICREEES NS GEREO I T 3 — A% R<) OEHERNLE L
ST2BAITIT I,

482 (ERAEDEEHEXITOICENTESE

[4.1.1 FEAEMRIELRHTE 2 LN TX 5% LRELET 5,

4.8.3 FEBAE D EHHRFEDLEFHE
[4.3.1 AEERATREOMNE Tt L RIERE T 5,

e
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ERBEED Y

4.8.4 REBARFAEICH T H% L L AEAERRTERN
[4.3.2 GEWIERIF#H ~OFENIERITIEM ] &L T 5.

485 EBEIN-FIAENZEHEZEFHE
[4.4.1 FEAEOZMEMRER TRl SRS T 5,

4.8.6 BRIEBICKAERIN-FIHBFOLMRA
[4.4.2 FEAERIC L DEEAEOAR ) LFRKkE T 5,

487 DT VT 14 T4 12T HERABDIEAERITEA
(443 DT 47 4 (kT 2FRFER OFEERITEN ] LREET 5,

4.9 FEABD R & —REFL

4.9.1 FEBAERZIERH
FEWTERHZ I, ROFEHAIEAE LIz5E . ARCAICK LT BRIl =0 K i 21T 72
72 b0,
G ESLHEHE RICEE R b o TGS
- AVEBEOWEE, e, RN, RIERRSIC X 0 AR EIAME LT- ke b o B E
VY SYAE RS
CREIEORE. FIHEBBINIELL ZeWiGgE
CFFRAEICE ENAEWRIEE ORCP 13.1.1 4RiOfE) TR ITRES fﬁ N ST
Bl SCFHIBRE SN, FRIEEENTWAL Z EE2HALESA (| f’rﬁk%% (7%)
cFERAEORHAE F T 555

AKCAIZ, RONWTNIOFHIZIEY T 25510, 24FFMLINICGEREZ R S, xtsT 5%
B a— N2+ 260 E T2,

1. GEHFERIAE DS, KPBEH 2 — FE2fRET 2 2 &< FHIZTARCAISEHEFED KL%
ZR L7234 (CRLReason "unspecified (0)", Z#ui2 X VW CRL ZreasonCodefliikE gk
7§>.§E$Jzé7hiib\)

2. GERAERIHED ., AU DTNV OREAZERD AR SN b DO TR WM 2
HL7ZpnWZ L E#ARCAIZEA L7-854 (CRLReason #9. perllegeW1thdrawn)

3. KRCAN, FEBAFE DABHEE ﬂm'ﬁ“énﬁmiﬂﬁﬂ%@ﬁﬁ%ﬁ)fi%ﬂﬁ L7ciEila AF L7
%6 (CRLReason #1, keyCompromise)

4. RCAM, FEHZEOABSICE SV CIEHENHAE ORAHREZ R GICHA TE 5 F R E -

ITREA SN 7= HiEZ2 R L7354 (Baseline Requirements ¢06.1.1.3%8 (5)3 & O)CPS
f&Ll%m?@imy@%méhé%®%aﬁﬂ\_m%_@méhﬁm)@Rum%m
#1. keyCompromise)

5. RCAM, FEHE 1§E$‘2§ﬂ5FQDN@ RA A VEBREE T EELORRFEIZ DOV T, KHL3

RETRWEWIFEHLE AT L7254 (CRLReason #4, superseded)

IR
4.8.4 FEEAEAAEICH T 55 L L GIBHERTEA
[4.3.2 RERIEFIHE ~ORERERITEA ] LRKE T 5,
485 EEINT-FIAENZEHEZEFHE
[4.4.1 FEEOZMEMER TR EFREEET 5,
4.8.6 BIBICKAEBEINI-GIHEFOLMH
[4.4.2 FRERIC X AFEAEORARM ] LRERE T 5,
487 DT VT 4 T4 I T HEBOIERAERITEA
’—4 4.3 ﬁﬁ@i /T/I' T/( \_XJI'?“E) [T HE%@NE%E%TTL%DJ k H%kﬁ‘é

4.9 REABD RS & —RFL

4.9.1 SEFELDER
RERI BRI E 1L, WOFMAIEE LI, RCAITKE LT B0 S A KA i 217 b7
AN EANSRAAN

AFEDEERICEE N D o 25

- RAAESEOREE. de, TR, RIERIAZIC L0 AEED G L LT 723Gk

N DA

CFEEONE. FIHBEMBNEL L WA

CFEAEICE TN AEHRIEE (ACP 13.1.1 4RIOfE] Tl ICRESNDMEIC, R
IR CTFHIBIEESN, ERIEEENTHAHZ EE2EA LS (ﬁﬁmﬁﬁ®#)

- FEAEOFRIAZ T IET 25 A

ARCAIL, RMOWTNOOFERICEE YT DA, 24FEUINICRE EZ Kb S, ke T 5K
EHa— N2+ 260ET 5,

L GEERIRE S, KOBEH 2 — FA2fRET 5 2 L7 < FHISTARCAICGEHFED K%
#Rk L7234 (CRLReason "unspecified (0)"., Z#iZ L ¥ CRL (ZreasonCodeflZiRAE K
@ﬁﬁéh@w)

2. GEBFERIHE D, AV DTN OREAZFERD AR SN b D TR WM LT
HL7pnWZ L &#ARCAIZEA L7-%A (CRLReason #9, privilegeWithdrawn)

3. RCAMN, FEEDLABRFE LXHLFETZ)aE%%ﬂﬂﬂ%@ﬂﬁ%ﬁ)ﬁiﬁé‘ﬂﬁ L7cRHlZE AF L7
¥itv (CRLReason #1, keyCompromise)

4. RCAZS, FEHEO A ESW CEEHEN A ORAHREZ R GICHATE 5 F 5 E -

WIFEA S 7= L& 8k L7=%5 4 (Baseline Requirements 6.1.1.378 (5)3 L O)CPS
le%m?@éﬁyﬁﬁméhé%®%a@#\_m%_@méMﬁw)mRum%m
#1. keyCompromise)

5. ARCAS. FEHIZE C?ﬂﬁiéz}’béFQDN@ R A A VRREE T ITE B OFREEIC DWW T, K3

RETRWVEW ) GHILAE AT L7254 (CRLReason #4, superseded)
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ERBEED Y

ARCAIZ, RONWTNNFRNBAE LG EIT, 24RRILUNICGTEHELZ RIS ELZ LR H D |
FBALINICIEFELZ LS S, ST oKk a— 2T 260 LT 5,
6. AEBHE ) Baseline Requirements6.1.55H KL 6. 1.6ITEDO BT A L7e < 7o 7235
(CRLReason #4., superseded)

7. RKCA, FGEHAZFENRIEIMEN Sz & Gl e ATF L2
privilegeWithdrawn)

8. ARCAZS, FEEFMELFIHAZK E X TRHASFEIZES 12U OB KRR FHFITE
KLTWAZE&wRi# L7=%4E (CRLReason #9. privilegeWithdrawn)

9. RCA, FEHFE uEE%ZéﬂéFQDN@@EJﬂ PERNCEFR SN2 role 2 & (T2 & 213,
FHHIFTE T AT END RAA BRI D RA AL AT 2HERZIVE LI &

NA A A8 L REEERIOBET 27 4B AW E X —ERAZINRKT Lz
Zh, FTERAAL UABEEN RAA L AOEFHEWRE LT Z L2 E) 2R RER
ik L7=%& (CRLReason #5. cessationOfOperation)

10. ZIKCA73> U AV RA— REEAED, FRIRAIICEAE S8 5 TALOFQDNORRGEIZfE ] &
Nz L &Rk L7-%4 (CRLReason #9. privilegeWithdrawn)

11. ARCAR., FEAFEIZE iﬂé HHRICERBREE N D o722 & ik L2

(CRLReason #9, privilegeWithdrawn)

12.KCAM, FEAE 2 Baseline Requirements, ACPF 721XCPSIZHE» TEITSI N T 72
Z L2 L7285 (CRLReason #4, superseded)

13. ARCADS, ;?Eﬁﬁi TR SNATE RPN EMTHD LB L, LI AREHTHDLZ &
Zadik L7284 (CRLReason #9, privilegeWithdrawn)

14. Baseline Requlrements (ZHADS EFEAEZFITT D ARCADMERIN /2 720 . £7213ELY
HEh, b LI TENE (7272 L, CRL/OCSPY Ry b U OFEE kG T 2720 D F
Bl a2 ARCAVNT- 72358 %#kk<) (CRLReason "unspecified (0)" . Z#uiZ X 9 CRLIZ
reasonCodefLIEFEAN FEHL S 7172 0)

15. KCPF7=1ZCPSIZ X ¥ | Baseline Requirements®4.9.9. 1T THETH Z L2 E L2
R CTRNER X 55A (CRLReason "unspecified (0)"., Z#ui2 L V. CRLIZ
reasonCodefL IR FEAN FEHL S 7172 0)

16. ARCAZS, FERFEFIHE ORAEEIAET 5 K 9 R EIEE 2 ITFEH S iz ik % Rk
U, F73 RGO AR SN2 HE O FIEIC KM - 7= 2 & OBRMERZHLN D D
¥%itv (CRLReason #1, keyCompromise)

492 AIEABRMNZRHEITHA LN TELHE
REAFDOROHFFEEZITH) 2N TEDLHE LIT TROHFHEE] L)) X, RoVwThne
T 5,
AIERA R
AL EFEAT A GEIRE & 7 (IR — & AR H O BUARFICGEEFRI HE O OGS £ 7213 fiA %
iR/ Yy = =3
EHEOWE#EZ AT SE (ACME” 1 k2 L&/ L TRITSNIZEAEICR D)

4 (CRLReason #9,

B

ARCAIZ, RONWTNNFRNBAELTZHGEIT, 24RBILUNICTEHEZ RIS EL 2 LR H Y |
FBHUNICGERAFELZ R S, s T 2K H a— FE2ENT 260 LT 5,
6. FERHE 3 Baseline Requirements™6.1.55035 L U6.1.6HHDO B G L7e < 7o 7285
(CRLReason #4. superseded)

7. RCAN, GEHAFENRIEIMEH Sz & W )Gl e AF LIy
privilegeWithdrawn)

8. ARCAMN, FEHEFAZEVFIHAE E LTRSS 1oL EOBE K2 F]H512
KLTWbZ L& L7=%6& (CRLReason #9, privilegeWithdrawn)

9. RCAD, FEHIE uEEﬁéﬂéFQDNUDﬁFH PERICEIR SN rolz 2 & (T2 & 21T,
FHIFTETAIMEND RAA U BEEED N AL AT DHERZIRVE LI &

R A A 2 65E L HEEROBET 574 B AR ELIT T — AR T L
Tl FTIERAAL UABBEEN RAA L AOEFHEWME L2 L7 L) 2R RnER
ik L7=%& (CRLReason #5. cessationOfOperation)

10. ﬁCAﬁ) U AV RA— REEAED . FRIRAICERE S8 5 TALOFQDNORRGEIZfE ] &
NizZ L =R L7246 (CRLReason #9. privilegeWithdrawn)

11. RCAZ, GEHAEICH iﬂé HRICERREREN D 722 L 2R LT

(CRLReason #9, privilegeWithdrawn)

12.KCA%S, FEHIE ) Baseline Requirements, ACP % 721XCPSIZHE > THITI AL T 72
LA L7284 (CRLReason #4, superseded)

13. KCAZM, ﬁftﬁﬁi TRl SNDFERDANEMTH L LHB L, IR ERTHDL Z &

Zadik L7285 (CRLReason #9, privilegeWithdrawn)

14. Baseline Requlrements (IS EFEAEZFITT D ARCADHER 72 < 720 . F7=13HY
HEh, bLFKETEN (272 L, CRL/IOCSPY Ry b U OFEE kG T 2720 D F
Bl A2 ARCA T 72858 %#k<) (CRLReason "unspecified (0)" . Z#uiZ X 9 CRLIZ
reasonCoded LR FHIAS FLHk S 72 \)

15. AKCP£7-13CPSIZ X ¥ | Baseline Requirements®4.9.9. 1T THET H Z L 2 E LW
PR TN ER X 55A (CRLReason "unspecified (0)", Z#ui2 LY. CRLIZ
reasonCoded LR FHIA FLHk S 72 \)

16. ARCAZ, FERAZENINZE ORA D GRS D K 9 70 EREE 721 ZRE S 7z J7 1 2 il
L. 3 FAEO LRI SN R E O FIEIC RN & - 7= 2 & OBRMERFEHLN S 5
¥itv (CRLReason #1, keyCompromise)

492 AIARKANERFETHCLNTE DA
AEED RO NFEAEATH Z LN TEDHE WUT TRATHE L\9) 13, KoOVFhme
T,
FAEW I
FIEW 961 HR G 25 72 1A — & AR O HARFLC GER BRI 5 20 & O WIER £ 1213 A %
D WA E S
A EORERE T 5% (ACMET 1 b =L %4 UCHRAT SN FENEICIR D)

4 (CRLReason #9,

e
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EEEREHY
70k, ARCP 14.9.1 FEIIZERZNEH | 23S T 5 ERCADVHIWT L7856, ARCADNKZIHGE
LB,

4.9.3 &¥HBFEFH
ARCAIL, ROWT DD FHRENZ L o TZIF T TG A 183.4 K2 PEERFOAR NVERERR & 58RIE)
(e > TR L, sEBE DRI Z1T 5,
1L IRE L 20 L7 5
2.ACME 7o haLzZ i L7=HiE (ACME 7’1 b 2L a0 L CRIT SR ZICR
%)
ARCAIT, KZhHFE &G ERME L AR — % 24FE#]365 H 32 1 (11 TRE T 5,

4.9.4 RZhERFED T HAM
KR HEEF L. ARG L E 3Gt 0B FN N H 5 &M L5810, T4
NI S SR S o YA B AN A VA AR

4.9.5 BRIRH KM PIHEELE LG ThIEG 52V

A CA X, HRN 2 SN & ST T DT R CREWI B O SR A 1T, CRL ~%3%
FIE A A SO S 5

A CA L, FEWIERIRE LA — N 22 A LT D 24 IFHILIPIC, FERIERIRE L R — MCBET 2 %
Fe L RBLA TR L, FEVIERIAHE B £ OGEA BRI LA — b OB RIS LT, SRR
DN TOH—RI R EZ AR LT 5,

A CA ML, FEBLORIAMH Lok, GEERNE, FEEME L F— £33 2 0o
RABBEBAMOWE LR & L. GEAENRDSNDRENED, £z, KT 25 A%
Y5 B EHESE 5,

FIE Y A TR LR — b S 72 I A B o0 D 52 R B REI A AT S £ TOMMIE, A CP
[4.9.1 FEMIERZFN) (CHET DHIMEBARV SO LT D,

4.9.6 XAEDER

AR CA BEITTHREHEIZIZ. CRL DM TH S URL it 35, MiFEIL. A CA 23%
1TT DREABEICOWTEE LFIHT 280, Y EOFMEE CRL 2 XL 0 #EFE Lk
7eB7e\W, 7238, CRLIZIE, AR OUIN-FEEEHRILE Eh e,

4.9.7 SEBAE L% X FORITHEE

K CA X, D7p< b 7 HIZ—EIX CRL #2¥# L., {795, £7-. #1795 CRL @
nextUpdate 7 4 —/L FOfEIX, thisUpdate 7 4 —/L KOENS 10 HEAN E T 5,

4.9.8 FGIBAE LR X F DRITERKEERR

ARCAE., BITL7Z CRLZHIRHC U AT P UICKBEEE 5,

499 254 VTORMAT—4 AREROF AATHEHE
A T4V TOFEREAT —Z AERILZ. OCSPH— " —%2@ L CRitIh 5,
OCSPL 2R > A%, RFC 6960°RFC 5019|C¥#EHL+ 5 D &+ %5, OCSPL AR AL, LA

IR
70k, ARCP 14.9.1 FEMIERZNEH | T35S T 5 ERCADPVHWT L7286, RCADNKZIHGEE
LB,

4.9.3 R¥HBFEFHE
AKCAIX, MOWNWT DD FHEIZ X > TZITFHT 72 1EH % 13.4 KEhHFERFOR ANMERERS & F8GE)
> THERB L, GERIEORNLEE 21T 9,
IR EF L Rk Lo WG
4. ACME 7o FaZzf LizH:E (ACME 71 b /L2 L CRIT SN 3EH E IR
%)
ARCAIL, KhHGE & REFIERE LR — b 22415365 H 2 AT TRE S 2,

4.9.4 LHHRFEOIEF R
KW HEEF IR, ARG LT E 3G bDBFN N b 5 &M L= 5a10id, T4
N S A o VA DR AN E G A A AN

495 BAIRMEMBEZTLE LG TNEE S G0 HIME

K CAVL, ARRKBBFEZZTT T THLNITIEAED KL 217, CRL ~%5%
AR A 2 S S 5,

A CAVL, FEEMBE L AR — FE2Z5E LT b 24 BERILINIC, FEAERBE L R — M+ 5%
FLRWEZMA L, AEAEFHE B LOGEAERME LA — Fo#d BRI LT fEMRIC
DNTOE RN 2R EEL RIS 5,

A CA VX, FEBIOWRNEZMG Licth, FERIEFME, AEAERME LR — b E2IXZ oMo
KABIHIEF OWE FRE W L, GERENREN D RENEN, 2, KIOT 25613k
T b At EfEE S D,

AERERE L AR — N E TR B @A O E OREAEL KT 5 F CoMMIX, &K CP
[4.9.1 FERFERZFH] ICHET2HMEZBA 20D LT 5,

4.9.6 KIFAEDER

AR CA BFATT HREAFEIZIE, CRL OANETH 5 URL ZFLa T 5, MEEFEIX. A CA 7235
T3 DREAEIZOWTEBE LAHT DR, Y%t EOA 2% CRLIC L Y #3E L722 Tl
BV, 7p¥s, CRLICIE, ARHIBROUIN-FEEE RIS Eh2u,

4.9.7 SEAEXR®) X FORTHEE
A CA X, M7p< ey 7 HIZ—EIX CRL Z28E L, BRITd 5, £/-. #1795 CRL ©
nextUpdate 7 + —/L ROfEIL. thisUpdate 7 + —/L ROfENS 10 HUWN ET 5,

4.9.8 FEAEXRH ) X FORITRAEERE
AR CAX, BITL72 CRLZEZRIFFICY ARAY RV ICKBLESH S,

499 #2542V TORMAT—45 AFEZDOF ATREM
AT A4 U TOEREAT —Z AERIZ. OCSPH— _R—%@ U TRiEIh 5,
OCSPL AR A%, RFC 6960<°RFC 5019\2#Hl+ 5D L4 %5, OCSPL AR A1, LL

e
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EREBERSD Y
TONTNDORMZGT-THLEND D,
1. RNAT —HF ADMERI G L 72 HREEERIT LIZCAIC L > TELA SN TN 5,
2. REWAT — 2 ZADRegBxt % L e DA EZFAT LI2CAIZ L - TEA St EDOCSP
VAR HIZE S TELINTVD,
#%#F DA OCSPEAREHEIZIX, RFC 696012
OILIEfES A 20 5,

4910 AV T4 VTCOERNAT—F RAERETOIHDOEH

FREEF IIARCAIZ L 0 51T S TR E A EHE L%Uﬂﬂ?é A, RERE O AL MR LT
b0, UARY b UICH#E L TOWACRLICE Y, FEHEO LD BEROA LR L2\
ém@\omm#~ﬂ—m;0%1éﬂé£%$27 Z ZNEMDMeR AT ORI TR B 7
l,\

RFC 6960<°RFC 5019 Tl ST\ 5 X 91
Ay RetR— KT 5%,
OCSPIE DA #hWIMIL. thisUpdate & nextUpdate DEEfE]ZE (W2 &) ThbH, TDHEE
BHT2HMNT, 929 EEET 5 &, 3,600 DAL TRFFIZE L <, 86,4000 1T 1HIC
LD,

FINTWD, ¥ A 7id-pkix-ocsp-nocheck

ARCANEM T 5 0CSPY— 3—|IHTTP GET

MMHEE S REHEO AT — 2 2ADGE

1. OCSPISZE DA ZNIFIL8IFRILL L & 975,

2. OCSPIE DA IIFITIOH LA T & 5,

3. AN A 16RO OCSPINE DA . ACAlEnextUpdate D aij DA A -5 1256 5E
H AU T4 VFEHEAT —Z AT 0 b an i LCRIES N DIERE T 5,

4. HhHAM N 16REREILL EDOCSPILE DA . ACAlInextUpdateD /b 72 < & & SEERE AT, I8 &
UthisUpdate®4H#% £ T2, A 7 A /EE%%XT*—5X7 7 haES LRSI D 1E
WMETEHT 5,

OCSPL AR Z M) Tunused] DFFHEI U T NLESDOAT—HXADY 7 A Na%Z{E L2

&, OCSPL AR ZiL Tgood] AT —H AZINE LR,

AKCAZ, EX 2V 7 4 IEFIEO—EHE LT, Tunused] O U 7 NLHEZDY 7 = A IO

TOCSPL AR a5,

OCSPL AR ZL, lreserved| FEFAED T U 7 /L% BIZOU T, Precertificate [RFC 6962]
BT HRET DREAERH LD X 510, WfERICEEZRILT 258088 5,

OCSPERNDFEAE L Y 7L EFIL, IRO3ODAT v a vy OnTiuneE 35,

1. lassigned| : =D CA®DSubjectiZ B# T T LN TWABIEE ZIILATOF —2FHL T, %
DY) T NEFOFERAERFITCAICL VBTSN TV L HE

2. lreserved| : T TIZZD Y U 7 NE G #FFOFAGENE [RFC 6962] 23k DOWT I Lo
TRITSNTWDEHEA
a. 717CA

IR
TONTNDOFRMEZ T THERD D,
1. RNAT —HZ ADOMERIM G L 72 HREEERBITLIZCAIC L > TEL STV D,
2. KINAT —F ZADOMRIMER L 72 HFEHE 21T L12CAIZ L » TEL S HEDOCSP
VAR AIZE > TELENTN D,
%#F DA OCSPEAREHEIZIX, RFC 696012
DYLEEEE A B 5,

4910 T4 VTCOERMRAT—F ABEREZTH-HOEH

RRFEH 1XARCAIZ i@%ﬁéﬂtﬁ%i%hﬁbﬂﬁféwu AEAEOH I IEZ RS L T

b2, UARY VIS L TOADCRLICE Y, FEAEORNEGROA M E R LW

AlZiX, OCSPH—/ 31—z i@ﬁﬁéhé&%$27 Z ZNEMDMER AT LR T IUT R B

1/\

RFC 6960<°RFC 5019 CiilHEN T\ 5 L 9 (1
AV REeR— T 5%,

OCSPISZE DA% IMIL, thisUpdate & nextUpdate DIFfEE (Miiia &ie) ThbH, FDEE
BT 2HMT, 92 2B&2mHT 25 L, 3,600 072X 1R HICE L <, 86,4000 D711 HIC

LD,

HFINTWD, ¥ A 7id-pkix-ocsp-nocheck

ARCADNEM T 2 0CSPY— 3 —|ZHTTP GET

MAF AT REHEDO AT — 2 2ADYGE

1. OCSPISZE DA ZNFI T8I LA &35,

2. OCSPIE DA BIHIFITIOH LA & 5,

3. AN N 16RO OCSPIGE D6 . ACAlXnextUpdate D rij DA Zh AR /012 J6 ST
H, AU IA VEEREAT —Z AT a b aL ik LCRES N DERE T 5,

4. HZHHIM A 16H5F LL_EDOCSPIGE D6, ARCAldnextUpdate D72 < & & 8KEfE I, 36 &
UthisUpdateD4 H& £ T2 A7 A /aﬁﬁﬂ E2TF—H A7 haLiE LRt S AT
W THT D,

OCSPL AR Z M Tunused] DFFHEI VT NLESDAT—ZADY) 7 A a5 L2

&, OCSPL AR ZiL Tgood] AT —H A&INVE LR,

AKCAIZ, EX 2V 7 4B FIEO—EHE LT, Tunused] OV 7 NAEZDY 7 A MIDW

TOCSPL AR X HEMRT S,

OCSPL AR U #1%, Treserved) sEED U 7 LFEFIZOWT, Precertificate [RFC 6962]
=BT x0T 2FEHENR H LD X 512, ARIICEEZRET 255035 5,

OCSPERHNDFEAE L Y 7 AFEFIL, ROIOOFT v a rOWThinet T 5,

1. lassigned] : ZDCADSubject|ZBH#AfTIT HNTWADBEE IIZLRIOF —Z2H L T, £
DY T NEGFOFEAENFEITCAIC LD BTSN T 255

2. lreserved| : T CTIZZD YV U T NAEF#FFOFAGENZE [RFC 6962] K OWT NN L -
TRITSNTWD5HE
a. 717CA

e
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EEBREHY
b. #1TCAIZBIHE T 2 FRREHED B4 FEHE [Baseline Requirements 7.1.2.41H]
3. Tunused] : FROEHFOWTN BT SN2 WS

4.9.11 FIATEEGZEIFHROMDAK
EHSE TS,

4.9.12 BOBFRIEICHT HEENEH

ARCANFAT LTCREAZE I OW TR RO MEIA LTI LT 56 OEfE X, LN DOWeb” 4 — A
EVITHIbDET D,
https:/jprs.jp/pubcert/f_mail/
BAG AT O BRIZIL, ROWVWTHNDIERERERTDHHD LT D,
- fEst b U7 LA
- fEFRL LT=RLE I X - TE4 S7ZCSR

(7272 L. CNIZRAE#EN G L LT 2 & 2R U R & 7= CSRIZIR 5,
5] : CN="This key is compromised")

ARCAIX, RCADFAT LICFEMEIC DWW T, IR SNTERAREZFIHL THD S DR 720D
BT D,

RSN AEREZFIAT 2 EL MR LA, R LToRER D D 24RE LINIC Y 3%GE
HERNT D,

4.9.13 FERAE D —KEIEER
EHET B,

49.14 FEAZTD—FELZHFEI S ENTEZEHE
A LT %,

4.9.15 RERAE D —REIL BEEFHE
EHSE TS,

4.9.16 —BEILLEZ#MET 5 LN TE HHR
WS LTS,

410 SEFAE DR T—A2 RAMERBHY—EX

4.10.1 ER LD

AEIHERIHE 3 L ORREEE 1L OCSP Y — "\—% @ U CGIEHEARA 7T — X AEMa g 35 2 L3
TE 2,

A CA1Z, CRL £721% OCSP = "—DRBh=x > b U —7Z | Kh LIZFEAE DGR H 231k
EHETHIBR L2V,

4.10.2 Y—E XD FIATTREME

| IR
b. HITCAIZEIHET 5 FAMGFEAE DB FENE [Baseline Requirements 7.1.2.47H]
3. lunused] : FREOFHEOWT BT SN2 WGE

4.9.11 FIATREGZLFHROMDOIK
RS ET S,

4.9.12 BOBFREIZHT HEANEYS
ARCADFAT LTCREAFEIZ DWW TR DO fEFRE AT L7256 O IX, LT OWeb”7 4+ — A
X0ITobDET 5,

https://jprs.jp/pubcert/f_mail/
EAR AT I BRIZIT. ROWTRDROERERTT L2 HD LT D,

- fastfb L= LA 8
- fEFRE LT RLE I X > TE4 SL7zCSR

(7272 L. CNIZRAEHEN G LT 2 & 2R U R & 7= CSRICER 5,
f5l : CN="This key is compromised")

ARCAIE, RCADFAT LICGEFIZOWT, R SNERAREZFIA L THD b D0 7220 )i
%‘}\le\—a‘éo

PR ST AR RIS 5 5E 0 B 4 Rl U7- 308 . Heal L7250 © 24 R LA IS 24 3% T B
BRI D,

4.9.13 GIRAED—KEILEH

T2l e P

4.9.14 FIRAEN—FEILLZHEF TSI ENTESEH

RS L+ 5,

4.9.15 REEAE O —REIL BEEFH
RS T 5,

4.9.16 —BELE#MET S5 ENTE HHMH
ERSE TS,

410 SIAZSDRAT—R AERY—ER

4.10.1 ERALOBHH

FEBAERIFIE 35 X OMRAEE 1L OCSP ¥ — " — %3 U CAEEA T — & AE#A MR T 5 = &2
Tx 5,

A CA %, CRL £7213 OCSP #——0DRGHT > kU —%, K4h L= EO A 2R B 258
X5 E THIR LR,

4.10.2 H—E XD F ARTREE

e
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PEBEDHYV
A CA 1%, 24 5[] 365 H., GEBHEAT — X AEREZMER TE 5 L 9 OCSP r——2EH$
5o 1217 L. RSFEEIZ LD, —BFIIC OCSP —R—Z2FI T RWEE L H 5,

A CA VL, @ OERMO T T 10 WLLND L AR A AT 5 -+ ) YV —2%
T, CRLEB X OCSP e EHB L OMERF T2 b D &7 5,

KCAIZK, 77V r—ar V7 bu=T3, K CAICE> THITENIZT X TOHIHIRA
FEAZEOBIEDO AT — X A HEIMICT = v 7 T HDIEHTEL24 T4 VR R &
24 I5[#] 365 AKHITHEFFT 2 D L35,

A CA 1, BREOEVIEIEMEL AR — 2N THE L, SEIS UCHE RS 2 BT
PEBAICIEHR L. FIT YL ORI & 2 o IFEE A R S ¥ D187 & 24 i) 365 HffERr
THHLOET D,

4103 AT aF LRk
HE L7,

411 INA (ZEF) DT

AEAEFITNEDGEAZEORIT 2K T35, £3EAY— A LM T 256, iEHEO KL H
BEATORTNIR G2, B, EHEOEHFHEATOT . %47 Dt EOAHIH A
W T LEmaIcbikTERs, 12720, AKCALZ, ACME 7'u k=L &g L CHIT S TZREN
FRHFIZONWT, ERREBRLIBBNET DL LN TE D,

Z DMOTEAFERIEIZ L 2 A — 2O 5E/1E. ZFARMETED %,

412 F—ITRXHO—LR@REE

4121 ¥F—IRHyO—¢REIERY) O—BXUVER
A CA 1T, FEHEFFAZORARDT 2 7 0 —TTh i\,

4122 £y arvx—DhTEIILERBEBEDERY) O—B LXUER
EHSE TS,

5. %lgLt. E=t, ERALOEHE
51 BNt T4 EE

ARIHIZHOWTIE, CPSICHRET %,

5.2 FHEMNEE

ARIHIZHOWTIE, CPSITRET 2,

53 AERNTH

BRI
AR CA X, 24 FFfE] 365 H, FfEHEARAT —X A EHREMR TEH L5 OCSP h— 1 — & FHT
Do T2 Uy RSEEEIC LD . — I OCSP H—ARN—ZFFATEXRWEE S H 5,

A CA 1Z, % OEMRIO FTT 10 BELND L AR AR 28T 5 7= 0lc+07 ) V—2Z
T, CRLIB XU OCSP #E#ERB L MR T2 b0 3%,

KCAIZK, 77V r—var VY7 bu=Tn, KCAICK> THITENIZT X TOHEHIRA
FEAEDOBIEO AT — 2 A HEMICT = v 7 T HDIFEH T4 T4 VR N &
24 F[#] 365 HARHITHERFT 2 D & T2,

A CA X, BREOEVIEEMEL R — 2N Txtn L, SIS UCHS RS 2 BT
PEBIITmAR L. F I YL E ORI & 7 o TfEE A KRB S ¥ D18 & 24 ] 365 HffEsr
THLDET D,

4103 AT aF LRk
HE LR,

4.11 A (ZEF) DT

AEHEFAEDNGEAEORA 2K TT5, 2HEIARP—ERXE2MNT 555, GEHED K H
MEATDRTNE R B0, 2B, FEREOERFRAITOT. AT D5 EOA 2 HIH A
i T LRI bk T E D, 2L, ACAX, ACME 7'=u k=L &4 L CRIT S V7=REH
EFIFAFICONWT, FRREBRRDIBRNET DI ENTE D,

Z OMOFEAERAHIC L DAY —E AOMICET 23: T, ZRALETED D,

4.12 —I XY O—LEMm1E

4121 ¥F—IRHyO—¢LREER) O —BLXUVER
A CA 1L, FEHEFFAEOLARDT A7 0 — T Th 7w,

4122 £y avxF—0hTEILERBEBEDRY O—B LXUEE
RS T 5,

5. %L, Egt, EFHEOEHE
51 YEMNtEXL T+« ER

ARIEIZHOWTIE, CPSICHRET %,

5.2 FEMNER

AIHIZHOWTIE, CPSIZHET D,

53 ABHEH

e
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EEEREHY
ARIFIZOWTIE, CPSIZHET 5,

5.4 EEZ&E N5 DFH

541 BREINBZD2I R FOFESH
ARIEIZOWTIX, CPSIZHIET %,

542 BEEOJE#WNETIHE
Az >\ T, CPS ICHET 5,

543 BEEDJ#RFT 51/
AKIEIZOWTIE, CPS ICHET S, 2B, RA AT A FOEREa ZI2oWTE, 7T—hA 7
&L CTHIR 7T EBRTFT 5,

544 EEQSTDRE
AIHIZHSWTIE, CPS IcHiET 5,

545 BEEQST DNV I T v TFEHK
ARIEIZSWTIE, CPSIZHET 5,

546 BEEOSTDINES AT LA
AIHIZHSWTIE, CPS IcHiET 5,

547 ARV MERILI=EBEADEH
ARIEIZSWTIE, CPSIZHET 5,

5.4.8 HMag814sT{l
AIHIZHSWTIE, CPS e+ %,

55 REORE

551 7—h4 TDEHE

A CAVL, CPS® 55 FLEkORE) ITMx T, ROERET — A7 L LTRIFT 5,
- K CP

« R CPICES Bk SNI-FBFER O EBEM 2 BlE 7 2 30E

- R O EMEAEFICBE T 5 fidkds L OV WA E

- FERAEFIHE > O O REEIE s L OV OALEEEIE

5.5.2 7—hA TREHM
ARIEIZHOWTIE, CPSITHET 5, B, RDIEHRDT — 1A TIZHOW TR, FdK 7 FRIRAF
T 5,

- K CP

« R CPIZEESEER SN T38RI R OB E M & e 3 5 0E

BRI
ARIHIZHOWTIX, CPSIZHET 5,

5.4 BEE QY DOFH

541 BHREINBJ LR FOEE
ARIEIZHOWTIE, CPSIZHET 5,

542 BEBENOJENET HEE
Az >\, CPS ICHET 5,

543 BEEDNJ#FEEFT 51
ARIEIZHOWTIE, CPS ITHIET S, 2B, RA VAT A FEOERa ZIconWTlE, 7—hA 7
&L THRIR 7T ERRGET 5,

544 BEEOSTDRE
ARIEIZSWTIE, CPSIZHET 5,

545 EHEQASTDINvH T v TFE
ARIEZSWTIE, CPSIZHET A,

546 BEEAOSTDINESRT L
ARIFIZDOWTIX, CPSITHRET 5,

547 ARV b ERERCLE=EBEADEA
ARIFIZOWTIE, CPSIZHET 5,

5.4.8 Ha591% s (M
RIEIZOWTIE, CPSITHET 5,

55 RREEORE

55.1 7—h4 TDiEHE

A CAVL, CPS® 5.5 GREkORE ) 1A T, ROERET — A4 7L LTRIFT 5,
- K CP

« R CPICES Xk SNT-FEFER O EBEM 2 BE T 5 30E

- A OFEMAERICBE T Sk OB A RS E

- AEAERIHE D O O REEIE IS L OV O ALEEE I

55.2 7—h4A JEFRM

ATEIZHOWTIE, CPSICHET 2. 8. WOTEMOT —H A TI2oW T, Rl 7 IR
T3,

- K CP

A CPICHS & R S N =BG R O L BEH & Bl 5 o

e
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EERBEDHY
- BEA O KRBT D ik L O A W
+ SRR 22 5 O HESTE B L O O ALBE I

553 7—h4 TDEE
Az >\ T, CPS ICHET 5,

554 P—h4A TDNNvH Ty TEE
ARIEIZOWTIX, CPSIZHIET %,

555 RBFICHAA LARZIVTE#HETIHEHR
AW T, CPS ICHET 5,

556 P—H4 TIWNEL AT LA
ARIEIZOWTIX, CPSIZHIET %,

55.7 7—h4 FOBREFH
Az, CPS ICHET 5.,

5.6 BOYYEZ

A CA ORAFEIT. BT 5 FENIE A 2 A5 HE B 5 03T LI 3R E Ok
BRI L 0 BA< 22 B RNCETT AR RO RS L OGE B ORIT AT 5, B LA
AR EINTHIT. FTLWRAERZE > CGEHERB LN CRL OFITEIT 9.,

5.7 BRIt LUKENSDEIA

ARIEZDOWTIE, CPSIZHET %,

58 REAERF-XEBHEREDKRT

AKCA L., ¥EBEILTAVLERS BEES. FOSE2HEFNT 19.11 BURE RO ERBIE N & Hk )
\ZED BT 1 CREBER HE 2@ T 5,

6. Bt EX1) T+ B

6.1 BRZ7DERBEELIVAM A =L

6.1.1 BRT7 DERE
K CARAREIZOWTIL CPS 16.1.1 8T OAER ICHET 5,

6.1.2 BERARFIAEICHT HFAFROIZAT
FEWIEFUNS ORARIT, FEHERIAS B EPERT 5 b0 L L, KCARGENERIH A

B
- A O FEEAERICE T D Ridkd L OB A RS E
- REFHERITE 2> B 0 HEE I L O OLELETE

553 7—h4 TDOHEE
Az >WTIE, CPS ICHET 5.

554 T—h4 TDiNvH T v TFE
ARIEIZHOWTIE, CPSIZHET 5,

555 RRERICH A LR EVTEHETHEH
AW, CPS ICHET 5,

556 7—H4 TWNERT L
ARIEIZHOWTIX, CPSIZHET %,

557 7—h4 T OBRIFH
ARIAIZOWTIE, CPSITHET 5,

5.6 BOYYEZ

AR CA OFARIT, TR D IEEOA R 2SFER ER A 2T L7CRE B ORK
AR L0 bR R DN 7 2 BA ORI LUREHEDORITEZAIT 5, B LWOEAVA#ER
RS NTHIT, BT LWERAVE#EAfE - CREB#3 LU CRL OFITA21T 9,

5.7 Bt E X UKEFEI > DEIR

ARINZHOWTIE, CPSIZHET 2,

5.8 RIERFE-IXEBBEREDRT

AKCAIZ, EBFILTOULERDLGEG, TOFLZFANC 19.11 BIFRE I OE I %E & 5## )
(2D BT A TREBAERN & 1@ 5,

6. BfitMEX1) T+ BHE

6.1 BRZ7DERBEIVAMI VX =L

6.1.1 |RT7 DHERL
K CARAEIZOWTILCPS 16.1.1 87 OAER ] IHET S,

6.1.2 SEBAEFIAEICHT SFFRDOIM
REW RN # ORAREE, FERIERUNE A H 3 ERT 5 b0 & L, RCAZFENERN# ORA

e
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EREBERSD Y
FAE R L ORHIAT D7,
6.1.3 BIER~NDARBRD IR+
A CA Tkt 2 AEWIEFI I O ABIBRO A F1E, FEFEOHHEIIC AL T4 sk > TiTbh
b, ZO&EOBERKIXTLS ICX VS LEITO,
6.1.4 RELEFEA~D CA ABBD 3
BFEHEIE, K CA DYRY FVIZT 7 ®ATHZLICE->T, K CA ODRRBEAFTHZ L
NTE D,
6.1.5 Y4 X
A CA I%, Baseline Requirements |ZHEHL L 7= FIHE 0T GEEZRITT HITHTZ > T, RO
ZEERERTIOLILDET S,
RSA 87 DA
T A= RENDFRFRTOEY 2T X - A XF, <2048 By FTHDHZ &
s E®V2TA YA X (Ey MEAD) B8 THIVUINDS Z &
ECDSA #:7 04
- % —7% NIST P-256, NIST P-384 fEMii# LoF2mas&zLTNWDHI L
DT T Y X LR A KILFFAT L2,

6.1.6 DNHABDNSA—FDERBLIUVURERE
ARIEIZHOWTIE CPSITHET 5, 728, iERAEFIHE OABED/NT A —X DA L OVHE
A IZ O W THLIE LA,

6.1.7 BOA®E
ACAR L OARCANFATT B AEHEORD FHRIZLL T oM@y L4 5,

# 6.1 #EoHm

AKCA ARCADFATT DR E
digitalSignature — yes
nonRepudiation — —
keyEncipherment — yes
(7272 L. ECDSA#% F|
M LUTREAE 2R <)
dataEncipherment — —
keyAgreement — —
keyCertSign yes —
cRLSign yes —
encipherOnly — —

BRIR
B KOS R T2,

6.1.3 BIAEBR~NDLARB DR T
A CA x4 2 EAERIHE OABRBOAS X, FEHEOHZERICA T4 Ik > T iThh
By ZDOEEXDOBERKIZTLS ICX VL E1To,

6.1.4 BREEEA~D CA 2EEDIZ T
BAFE L. KR CADYRI MIICT 78 ATHZLICL-T, A CAOARELZAFTHZ L
MNTXD,

6.1.5 @914 X

K CA 1%, Baseline Requirements (ZYE#L L 7=F| & AT REHEEZ BT T HICHTZ->T, RO
LR T ObDET D,

RSA $~7 OG5

A= RENDLFFRTOEY 2T A - A X, A< &b 2048 By FTHDHZ &
FEVaTA P AR (Ey MENLD) B8 THIVEINDZ &

ECDSA #~7 0456

- %—7/% NIST P-256, NIST P-384 #EH i LoA&hefaflL oL

DT T Y X LRLEY A ZXIFFA Ly,

6.1.6 DFBDNSTA—FADERS LIUVRERE

ARIEZHOWTIE CPSITHET 5, 728, iERAEFIHE OO/ NT A —X ODARE L OVWE

AIZ DWW THLE LA,

6.1.7 BORAE
RCAR L OKRCANRITT HEFAEOHOARIILI TO®EY &5,

# 6.1 #Eo Ak

AKCA KCAVFITT HREAE
digitalSignature — yes
nonRepudiation — —
keyEncipherment — yes
(7272 L. ECDSA#% F|
M LUTRERAE 2R <)
dataEncipherment — —
keyAgreement — —
keyCertSign yes —
cRLSign yes —
encipherOnly — —

e
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decipherOnly

6.2 AERORELLIUBEE D 2 —ILEITOEE

ARIEIZHOWTIE, CPSITRET %,

6.3 MRTFDEDMDEERTE

6.3.1 AHRBDT7T—Hh4 T

ARIEIZHOWTIE, CPSITRET %,

REEAROADHIR AR E S U LRROFEZHME

A CA O CA FEEO A RHIRF L OEAT DAV TIX, CPSICHET 5,

F72, 2020 4F 9 A 1 HLURRIZAR CA 35T H2FIAE T AEAEIZIX, 398 H A H 2 2 A2
M2 FE Levy, 2020 459 H 1 B X 0 RICA CA 23847 L= RIAH T iEHE L, A28 2
825 H&EH AW D LT 5,

6.3.2

HEE. 1 BiX 86,400 M7 d, ZNEBZAEMIL. INEELLTOMESLS 5 2B EED

T, B 1 BZEWT 5,

6.4 EHEIET—42

ARIEZDOWTIE, CPSIZHET %,

65 AYEa1—42DtExa) T+ EE

ARIEIZOWTIX, CPSIZHET 5,

6.6 4 7Y4 IV ILDEMPEE

ARIEIZHOWTIE, CPSITRET 2,

6.7 AV FI7—O X)) T+ EHE

ARIHIZHOWTIE, CPSICHRET %,

6.8 A LREAVT

ARIHIZHOWTIE, CPSITRET %,

7. IR S UIIRAELRSIUR FOTOT7ALIL

decipherOnly

6.2 INERBORELLIUBEEE D 12— I/ILEHTIOEE

AIEIZOWTIEL, CPSIZHRET %,

6.3 BR7DEFDMDEERA X

6.3.1 RO T—Hh4A4 T

AIHIZDOWTIEL, CPSIZHRET %,

REEAROADHIM EFRE S U LRROHHME

A CA @ CAFEHIFEOH MMM B L OEA~T OfAZMIMIC >N TIE, CPSIZHET %,

F72, 2020 4F 9 A 1 HLURRIZAR CA B3FITT 2RI AE AT AEAEIZIX, 398 H A& 2 2 A 20
M2 FE Levy, 2020 4 9 H 1 B X 0 RIICA CA 23847 L= R A i 1%, A2
825 H&Ex Wb D LT 5,

6.3.2

HE 1 AL 86,400 ML d, ZNEBZ AR, INEUELLTORERCY 5 5B &5

T, B 1 BE2EWwT 5,

6.4 JEHEIET—42

ARINZHWTIE, CPSIZHET %,

65 aAYEa—4DEXxa) T+ EE

ARIEIZHOWTIE, CPSICHRET %,

6.6 54 24 7 ILDOEMUEER

ARIEIZHOWTIE, CPSITHET %,

6.7 AV FI)—O X)) T+ EE

ARIEIZHOWTIE, CPSICHRET %,

6.8 RALALAREZVT

ARIEIZHOWTIE, CPSICRET %,

7. AIAES S UIIBAEBLSIVUR FOTOT 7ML
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7.1 SEBAEBD 7O 71 )L

A CAE, A& CP 2.2 SEFEEHDORH . A CP 16.1.5 Y1 X, A CP 16.1.6 2 [ilft
DIRT A =2 DERIB LOWERE] ITHE SN BEINE 22T D &35,

A CA BFIAE AT REAFEZFITT 5B CSPRNG 726D 64 £y N EOH A2 ETe 1 DL
32 27159 Afii DR TILRWVIEHE VY T A ESEZERKT LD LT 5,

A CA NIATT HAEHIEL RFC 5280 IZHEMLL T2, 7 7 A /LT, REDEEY TH
Do

# 7.1-1 FIAFTFEAE Y 2 7 7 A /L (Issuer 73 JPRS Domain Validation Authority — G4
#, L < 1% JPRS Organization Validation Authority — G4 O FERAEIZ# )

FEA T RENE critical
Version Version 3
Serial Number CA MFEFEICHIV 4 TLHEHE DO VT
IV
Signature Algorithm sha256 With RSA Encryption
Issuer Country C=JP
Organization O=Japan Registry Services Co., Ltd.

(1) RAA FRGER
CN=JPRS Domain Validation Authority

Common Name

- G4
(2) FAMERERER
CN=JPRS Organization Validation

Authority — G4

Validity NotBefore i) 2008/3/1 00:00:00 GMT
NotAfter i) 2009/3/1 00:00:00 GMT
Subject Country (1) RAA 8GR

L APrAA
(2) AHABGRAER
AERAERI B ofERT (E) & LT,
Ve A RS
(1) RAA RBFER
oL APRANA
(2) FLAERRRERY
AERAERHFE OFEFT FERFR4) (W)
(1) RAA RBFER
ROEL L 720
(2) HHAERRRER
AERAERHFE O (HXEA4) (W)

[C=JP]

State Or Province

Locality

7.1 SERREOD IO 7A4IL

AR CA L, & CP 2.2
DIRT A —H DAERE X OVHVE B
A CA S F &M

AEHT AR D A

B

A CP [6.1.5 &1 X,

(CBUE SN EE 2T b o &4 5,

D 27159 Afii DR TIXRVGEZE Y TAEEEZEKT LD LT 5,
K CA 33179 5HFEHEIL RFC 5280 [CTHEILL TW5b, Y77 A LiE, REDLEEBY TH

50

* 7.1-1 FHHEmN

% L < 1% JPRS Organization Validation Authority — G4 OFEBHEZ5# )

FREE " 1 7 7 A /L (Issuer 7% JPRS Domain Validation Authority —

FEATEIE RENE critical
Version Version 3
Serial Number CA DFEFICHI D A TLHERHE DO VT
IV
Signature Algorithm sha256 With RSA Encryption
Issuer Country C=JP
Organization O=dJapan Registry Services Co., Ltd.

Common Name

(1) RAA RGP
CN=JPRS Domain Validation Authority
- G4

(2) FLGRRER
CN=JPRS Organization
Authority — G4

Validation

Validity NotBefore i) 2008/3/1 00:00:00 GMT
NotAfter %) 2009/3/1 00:00:00 GMT
Subject Country (1) RAA LRGSR

FhEL L7
(2) AR RERY

REBAERIHE OFFr (H) & LT,
LT %

[C=JP]

State Or Province

(1) FAAF8G
RLEk L 72w
(2) FHREFRRERY
AEAERHE OFEFT (FBERFIRA) (WA)

Locality

(1) R AA FRBFEA
RLEk L 72w
(2) FHREFRRERY
AEAEFRIE DT (HKETR4:) (2H)

A CP 16.1.6 2 B

TREE AT T DB CSPRNG 260 64 vy MU EOH 1 Z2ETe 1 UL

G4

e
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Organization

EEBESDY
(1) RAA RBFER
FUEL L 720
(2) HAARFERERY
AEAERIFE O (M)

Organizational
Unit

(1) RAA 8GR

FOEL L7220

(2) AHMEFERERY

AEAERHE OMEL (ER)

(72721, 2021 4 11 H 18 A LA HRAT
ERRAL L E I E A YA Y

ARERIZIEFEE DAL L PRAR—2D A
THRERL S VD SCFF) 457 E L Tl 672
|7
AREEIZIZLL T OXTIEEDTIER D
A

I RE AL LS D 1 & B < i 2 - o
B HLTR - 14 - B - P

BNk Z T 3078 ([Co., Ltd) 72 E)
FEDHKRNE SR I 5 CF5

(7T % 789 3CF5

LR

RAAL BB IOIPT RLA

[ZEil) 3% 7e L) R EDEMERT X
5] ( [null) . [N/AJ 72&)

Common Name

SEHELZ A A F—LT A TFTEDOY—N
—® DNS WD DA A M (W)
FEFHE D Subject Alt Name L5EREIKIZ 5
F41% dNSname OED 1 D% CFHA T
Dar—tLTCzra—K7T5

Organization

IR
(1) RAA P FEFEH
FLEk L 72w
(2) AHABGRAER
AEAERIIHE 0L (K2H)

Organizational
Unit

(1) RAA FRGERY

FOEL L7220

(2) AHAGRAER

AEAERIE OMEL (ER)

(72721, 2021 4 11 H 18 A LARIZHAT
T 2R FICIERHE L 72 )

AREBRIZIZFEF DAL L ORAR—2AD I
THERL S D SCFF ) 457 E L Tl B 72
|7
ARIEHIZIEUL T O FHEED TR b
AR

HEERLRR LIS DI & B S R o
b D4R - t14 - P - P

BN Z 3 308 ([Co., Litd) 72 5)
REOHKRNE SRS D5 CFF

(7T % 930S

LT

RAAL U AZBEIOIPT RLA

MEfl) 3% 7e L) R EDEREZRT L
FH (Tnully . IN/AJ 72&)

Common Name

FEAEZ A VA R T L TEDOT—A
—® DNS AT DB A My (W)
FERAE D Subject Alt Name HEEHELIC &
F1% dNSname DOfED 1 D% CTF-HAL
Dar—&LTmra—RT5

Subject Public Key Info

Subject DZABASE RSA 2048 > k

Subject Public Key Info Subject DZABASE RSA 2048 > b

PLARBEL RENE critical

Key Usage digitalSignature, y
keyEncipherment

Extended Key Usage TLS Web Server Authentication n

Subject Alt Name dNSName=%——4 (EEDOLEHY) | n

Certificate Policies [1] Certificate Policy n

1.3.6.1.4.1.63827.1.1.4
CPS
http://jprs.jp/pubcert/info/repository/

PLAR A RENE critical

Key Usage digitalSignature, y
keyEncipherment

Extended Key Usage TLS Web Server Authentication n

Subject Alt Name dNSName=%——4 (EHEDOLEHY) | n

Certificate Policies [1] Certificate Policy n

1.3.6.1.4.1.563827.1.1.4
CPS
http://jprs.jp/pubcert/info/repository/

e
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[2] Certificate Policy
(1) RAA

Timestamp List

(1.3.6.1.4.1.11129.2.4.2)

SignedCertificateTimestampList % &
» OCTET STRING &4 %

2.23.140.1.2.1

(2) FHRRERRER

2.23.140.1.2.2

CRL Distribution Points (1) RAA 8GR n
http://repo.pubcert.jprs.jp/sppcaljprs/dv
ca_g4/fullerl.crl

(2) HRRERRER
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_g4/fullerl.crl

Authority Information Access [1] ocsp (1.3.6.1.5.5.7.48.1) n

(1) RAA FRGFEH
http://dv.g4.ocsp.pubcert.jprs.jp

(2) HHLkERAES
http://ov.g4.0ocsp.pubcert.jprs.jp
[2] ca issuers (1.3.6.1.5.5.7.48.2)

(1) RAA FRFEA
http://repo.pubcert.jprs.jp/sppcaljprs/dv
ca_g4/JPRS_DVCA_G4_DER.cer

(2) HHLESAES
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_g4/JPRS_OVCA_G4_DER.cer

Authority Key Identifier Issuer ABH#ED SHA-1 /~v ¥ =fA (160 | n
=

Subject Key Identifier Subject ZABH#ED SHA-1 /~ v ¥ = (160 | n
=

Certificate Transparency = v @2z — K X k1 7|n

#£ 7.1 -2 FIHEMTFEHEZ 27 7 4L (Issuer 78 JPRS DV RSA CA 2024 G1 & L< X

JPRS OV RSA CA 2024 G1 OEFBAE|ZEH)

YN RENE critical
Version Version 3
Serial Number CA DFEAFEICHI D Y THEHEDO VT
NEF
Signature Algorithm sha256 With RSA Encryption
Issuer Country C=JP

IR
[2] Certificate Policy
(1) RAA FEGEA

Timestamp List
(1.3.6.1.4.1.11129.2.4.2)

SignedCertificateTimestampList % &
¢ OCTET STRING &3 %

2.23.140.1.2.1

(2) HGERRER

2.23.140.1.2.2

CRL Distribution Points (1) RAA FRGERY n
http://repo.pubcert.jprs.jp/sppca/jprs/dv
ca_g4/fullerl.crl

(2) FkGERRER
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_g4/fullerl.crl

Authority Information Access [1] ocsp (1.3.6.1.5.5.7.48.1) n

(1) RAA A
http://dv.g4.ocsp.pubcert.jprs.jp

(2) HGERRER
http://ov.g4.ocsp.pubcert.jprs.jp
[2] ca issuers (1.3.6.1.5.5.7.48.2)

(1) RAA FRBFEA
http://repo.pubcert.jprs.jp/sppcaljprs/dv
ca_g4/JPRS_DVCA_G4_DER.cer

(2) FLGERAER
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_g4/JPRS_OVCA_G4_DER.cer

Authority Key Identifier Issuer ABH#ED SHA-1 /~v ¥ =fE (160 | n
=

Subject Key Identifier Subject ZABA#ED SHA-1 /N v = fE (160 | n
=

Certificate Transparency = v =z — K X k1 7|n

#£ 7.1 -2 FIHEMTFEHET 27 7 A4/ (Issuer 75 JPRS DV RSA CA 2024 G1 & L< i

JPRS OV RSA CA 2024 G1 OFEFAZEIZEH)

LA SR RENE critical
Version Version 3
Serial Number CA DFEFEIZH D Y THEH DO VT
IV
Signature Algorithm sha256 With RSA Encryption
Issuer Country C=JP

e
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Organization

ERBEED Y

O=Japan Registry Services Co., Ltd.

Common Name

(1) R AA 8GR
CN=JPRS DV RSA CA 2024 G1
(2) FLMEFRREAY
CN=JPRS OV RSA CA 2024 G1

Validity NotBefore

1) 2008/3/1 00:00:00 GMT

Organization

B

O=dJapan Registry Services Co., Ltd.

Common Name

(1) RAA RBFEH

CN=JPRS DV RSA CA 2024 G1
(2) AHAGRAER

CN=JPRS OV RSA CA 2024 G1

NotAfter

1) 2009/3/1 00:00:00 GMT

Subject Country

(1) FAA R

RO L 720

(2) AHRRERERY

AEEFIIFE AR (E) & LT, TC=JP]
ZELHT %

State Or Province

(1) RAA REGEH

RO L7200

(2) AHAREREERY

AEEFIHIFE O @ERERIRA) (K2H)

Locality (1) RAA LRGSR

R L 72w

(2) AHAREREERY

AEIAERHE OERT (XA 4) (W2H)
Organization (1) FAA R

LR
(2) HRERGEY
AEREFHEH OL R (Y2E)

Common Name

FEAEE A VA R — LT D FED T —
—® DNS N Tl o7 A M4 (WZH)

FEBAZE O Subject Alt Name fL3EEIR 2 &
F15 dNSname DED 1 % LF-HAL
Dar—LLTxzra—K153

Subject Public Key Info

Subject DB RSA2048 £ v b,
RSA3072 £~ I, RSA4096 & v h®
DR

Validity NotBefore %) 2008/3/1 00:00:00 GMT
NotAfter %) 2009/3/1 00:00:00 GMT
Subject Country (1) FAA R

oL APYAA

(2) FHREFRREAY
AEIAERHE O (F) & LT, [C=JP]
ZELHT 5

State Or Province

(1) RAA REFER

RUd L7220

(2) AR RS

AEREFIIE O T (ERERFIRAL) (42H)

Locality (1) RAA FRGERY
FLA L7220
(2) AR RS
AEIAERIHE OFERT (XA 4) (WZH)
Organization (1) RAA FRGER

i APR N
(2) FHARRERERY
AEPAERIHE 04T (WK2H)

Common Name

FEAEE A VA R =L T B FEDH—
—® DNS N Tl 578 A M4 (WZH)
AEFHE O Subject Alt Name $E3RAEIRIZ 5
15 dNSname OED 1 2% LFEHAL
Dar—LLTzra—FT5

Subject Public Key Info

Subject DB RSA2048 v b,
RSA3072 £~ I, RSA4096 & v h®

PLARAEIE B E A critical
Key Usage digitalSignature, y
keyEncipherment
Extended Key Usage TLS Web Server Authentication, n
TLS Web Client Authentication ({T:)
Subject Alt Name dNSName=%——%4 (HHEDOHEHY) | n

IR
PLAR I BENE critical
Key Usage digitalSignature, y
keyEncipherment
Extended Key Usage TLS Web Server Authentication, n
TLS Web Client Authentication (i)
Subject Alt Name dNSName=%—/—% (HEDOLZEHY) | n

e

a7 v A ILVDOEIE

37/58




Certificate Policies

EHEIBESD Y
Certificate Policy

(1) RAA G
2.23.140.1.2.1

(2) FHRRERRER
2.23.140.1.2.2

CRL Distribution Points

(1) RAA
http://repo.pubcert.jprs.jp/sppcaljprs/dv
ca_rsa2024g1/fullerl.crl

(2) HRRERRER
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_rsa2024gl/fullerl.crl

Authority Information Access

[1] ocsp (1.3.6.1.5.5.7.48.1)

(1) RAA FRGFEH
http://dv.rsa2024g1.ocsp.pubcert.jprs.jp

(2) HHLkERAES
http://ov.rsa2024gl.ocsp.pubcert.jprs.jp
[2] ca issuers (1.3.6.1.5.5.7.48.2)

(1) RAA FRFEA
http://repo.pubcert.jprs.jp/sppcaljprs/dv
ca_rsa2024g1/JPRS_DVCA_RSA2024G
1_DER.cer

(2) HHLESAES
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_rsa2024g1/JPRS_OVCA_RSA2024G1
_DER.cer

Authority Key Identifier

Issuer AB#D SHA-1 N> v =fE (160
'y h)

Subject Key Identifier

Subject ZABH#ED SHA-1 7~ ¥ =1 (160
vy k)

Certificate Transparency
Timestamp List
(1.3.6.1.4.1.11129.2.4.2)

- v @ — F & n I
SignedCertificateTimestampList % &
¢ OCTET STRING &£ 32% (&)

# 7.1 - 3 FIAEFEMITEEHET 2 7 7 A1 (Issuer 73 JPRS DV ECC CA 2024 G1 & L < IZ

JPRS OV ECC CA 2024 G1 DOzFBE Iz )

FEATEI RENE critical
Version Version 3
Serial Number CA MFEFEICHIV Y THEHDO VT

IV

Certificate Policies

BIAR
Certificate Policy
(1) FAAFE
2.23.140.1.2.1
(2) HGERRER
2.23.140.1.2.2

CRL Distribution Points

(1) RAA RGP
http://repo.pubcert.jprs.jp/sppca/jprs/dv
ca_rsa2024g1/fullerl.crl

(2) FkGERRER
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_rsa2024gl/fullerl.crl

Authority Information Access

[1] ocsp (1.3.6.1.5.5.7.48.1)

(1) RAA A
http://dv.rsa2024g1.ocsp.pubcert.jprs.jp

(2) HGERRER
http://ov.rsa2024g1.ocsp.pubcert.jprs.jp
[2] ca issuers (1.3.6.1.5.5.7.48.2)

(1) RAA FRBFEA
http://repo.pubcert.jprs.jp/sppcaljprs/dv
ca_rsa2024g1/JPRS_DVCA_RSA2024G
1_DER.cer

(2) FLGERAER
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_rsa2024g1/JPRS_OVCA_RSA2024G1
_DER.cer

Authority Key Identifier

Issuer AB#ED SHA-1 N v =fE (160
' K)

Subject Key Identifier

Subject ZABA%ED SHA-1 7~ ¥ =1 (160
[

Certificate Transparency
Timestamp List
(1.3.6.1.4.1.11129.2.4.2)

= — K = n
SignedCertificateTimestampList % &
¢ OCTET STRING &£ 92% (L&

- Vg

# 7.1 - 3 FIHFEMITFEHE 27 7 A /L (Issuer 7% JPRS DV ECC CA 2024 G1 & L <X

JPRS OV ECC CA 2024 G1 OEFBEIZ 1 )

LA SR RENE critical
Version Version 3
Serial Number CA DFEMFEIZHI D Y THEH DO VT

IV

e
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Signature Algorithm

EEBEHY
ecdsa-with-SHA384

Issuer Country

C=JP

Organization

O=Japan Registry Services Co., Ltd.

Common Name

(1) FAA FRGER

CN= JPRS DV ECC CA 2024 G1
(2) AHAGRAER

CN= JPRS OV ECC CA 2024 G1

Validity NotBefore

f51) 2008/3/1 00:00:00 GMT

BIAR
Signature Algorithm ecdsa-with-SHA384
Issuer Country C=JP
Organization O=dJapan Registry Services Co., Ltd.

Common Name

(1) FAA R
CN=JPRS DV ECC CA 2024 G1
(2) AHABGRAER
CN=JPRS OV ECC CA 2024 G1

NotAfter

1) 2009/3/1 00:00:00 GMT

Subject Country

(1) FAA R

RO L7200

(2) ARERERER

AEEFHIFE AR (H) & LT, TC=JP]
ZELHT D

State Or Province

(1) FAA R

RO L 720

(2) ARERERER

AEEFIHIFE O @ERERIRA) (K2H)

Locality

(1) R AA FRGEA

RO L7200

(2) AREFERERY
AEEFIE O (HXEA4) (K2H)

Organization

(1) KA ARG
RLAK L7220

(2) ARERERERY
AEHERIHE OL R (M2H)

Common Name

AEAEZ A VA R — LT D TED T —N
—® DNS AT DA My (W)
AERAE D Subject Alt Name §LEELIC &
F1%5 dNSname DIED 1 D% CF-HATL
Dav—tLTxzra—FK7T5

Subject Public Key Info

Subject DZABHEE RSA2048 B v K,
RSA3072 B v ., RSA4096 B v I,
P-256, P-384 O\ iuhs

Validity NotBefore i) 2008/3/1 00:00:00 GMT
NotAfter ) 2009/3/1 00:00:00 GMT
Subject Country (1) FAA R

oL APYAA

(2) ALRRREREAY

AEEFIHIFE AR (H) & LT, TC=JP]
ZELHT D

State Or Province

(1) R AA B

oL APYAA

(2) FAREFRREAY
AEAERIHE OfEET FRERRA) (W)

Locality (1) RAA FRGER
FLA L 720
(2) HARERRRER
AEIAERHE OFERT (XA 4) (WAR)
Organization (1) FAA FRGEE

FodEL L 72
(2) FHARFERESY
AEPAERIHE 04T (W)

Common Name

FEAEZ A VA R L TEDO YT —A
—® DNS AT DB A M (W)
FERAE D Subject Alt Name HEEHELIC &
F 45 dNSname DfED 1 % LF-HAL
Dar—&LTxzra—FRT5%

PRI

R E A

critical

Subject Public Key Info

Subject DZABH#E RSA2048 B~ |,
RSA3072 B v~ I, RSA4096 B v I,
P-256, P-384 O\

Key Usage

digitalSignature
keyEncipherment (ECDSA &% F|H L
ToREBETITREH L 722 0)

y

Extended Key Usage

TLS Web Server Authentication,

PLAR I BENE critical
Key Usage digitalSignature y
keyEncipherment (ECDSA &% F|H L
ToRER T ITRCH L 722 0)
Extended Key Usage TLS Web Server Authentication, n

e
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ERBEED Y

TLS Web Client Authentication ({F-&)

Subject Alt Name

dNSName=%— 3 —% (EEDOLEH V)

Certificate Policies

Certificate Policy
(1) RAA RBREA
2.23.140.1.2.1
(2) HRRERAER
2.23.140.1.2.2

CRL Distribution Points

(1) RAA 3
http://repo.pubcert.jprs.jp/sppcal/jprs/dv
ca_ecc2024g1/fullerl.crl

(2) AR AR
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_ecc2024gl/fullerl.crl

Authority Information Access

[1] ocsp (1.3.6.1.5.5.7.48.1)

(1) RAA R
http://dv.ecc2024g1.ocsp.pubcert.jprs.jp

(2) ARRGERERY
http://ov.ecc2024g1.ocsp.pubcert.jprs.jp
[2] ca issuers (1.3.6.1.5.5.7.48.2)

(1) RAA BFEA
http://repo.pubcert.jprs.jp/sppcaljprs/dv
ca_ecc2024g1/JPRSDVCA_ECC2024G1
_DER.cer

(2) HHFGERET
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_ecc2024g1/JPRS_OVCA_ECC2024G1
_DER.cer

Authority Key Identifier

Issuer ARA#ED SHA-1 v v = ff
v M)

(160

Subject Key Identifier

Subject ZABH##ED SHA-1 7~ ¥ = (160
vy k)

Certificate Transparency
Timestamp List
(1.3.6.1.4.1.11129.2.4.2)

S VR
SignedCertificateTimestampList % &
¢ OCTET STRING &£ 3% (&)

- Nz hav — N

#£ 7.1-4 PRGFEHE 27 714/ (Issuer 73 Security Communication RootCA2 DFEHEIZ

i )
FEAfE I HENR critical
Version Version 3

IR
TLS Web Client Authentication ((£E)

Subject Alt Name

dNSName=%—\—% ((EHOLHEH V)

Certificate Policies

Certificate Policy
(1) RAA RBFEH
2.23.140.1.2.1
(2) FLkGERRER
2.23.140.1.2.2

CRL Distribution Points

(1) RAA L FRBEER
http://repo.pubcert.jprs.jp/sppca/jprs/dv
ca_ecc2024g1/fullerl.crl

(2) AR AR
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_ecc2024gl/fullerl.crl

Authority Information Access

[1] ocsp (1.3.6.1.5.5.7.48.1)

(1) RAA R
http://dv.ecc2024g1.ocsp.pubcert.jprs.jp

(2) AHABGRRER
http://ov.ecc2024g1.ocsp.pubcert.jprs.jp
[2] ca issuers (1.3.6.1.5.5.7.48.2)

(1) RAA GRS
http://repo.pubcert.jprs.jp/sppcaljprs/dv
ca_ecc2024g1/JPRSDVCA_ECC2024G1
_DER.cer

(2) AHMGERER
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_ecc2024g1/JPRS_OVCA_ECC2024G1
_DER.cer

Authority Key Identifier

Issuer ZABH#E® SHA-1 /~v > = fH (160

v h)

Subject Key Identifier

Subject ABA#ED SHA-1 7~ ¥ = fE (160
=)

Certificate Transparency
Timestamp List
(1.3.6.1.4.1.11129.2.4.2)

S Nk
SignedCertificateTimestampList % &
¢ OCTET STRING &£ 92% (L&

ot v = — N

#£ 7.1-4 PREFEAZET 27 7 A /L (Issuer 7’ Security Communication RootCA2 DFEEZ

i)
FEA TR HENR critical
Version Version 3

B
a7y A ILOEE
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Serial Number

EEEREHY
CA MFEAZBIZEI D Y THEED U T
IV

Serial Number

B
CA BFEICE D S THREDLY T

IV

Signature Algorithm sha256 With RSA Encryption
Issuer Country C=JP
Organization O=SECOM Trust Systems CO.,LTD.

Common Name

OU=Security Communication RootCA2

Signature Algorithm sha256 With RSA Encryption
Issuer Country C=JP
Organization O=SECOM Trust Systems CO.,LTD.

Common Name

OU=Security Communication RootCA2

Validity NotBefore

1) 2008/3/1 00:00:00 GMT

NotAfter

1) 2009/3/1 00:00:00 GMT

Validity NotBefore

#5) 2008/3/1 00:00:00 GMT

NotAfter

f5) 2009/3/1 00:00:00 GMT

Subject Country

C=JP

Organization

O=dJapan Registry Services Co., Ltd.

Common Name

(1) FARERRREY
CN=JPRS Organization Validation
Authority - G4

(2) RAA FEEEH
CN=JPRS Domain Validation Authority
-G4

Subject Country

C=JP

Organization

O=Japan Registry Services Co., Ltd.

Common Name

(1) HMligkBRER
CN=JPRS Organization Validation
Authority - G4

(2) RAA FRFER
CN=JPRS Domain Validation Authority
-G4

Subject Public Key Info

Subject DABASE 2048 £ v |

Subject Public Key Info Subject D fHSE 2048 B v b

PEAR RIS R ENE critical

Authority Key Identifier Issuer ABA#ED SHA-1 /~v v ={E (160 | n
=

Subject Key Identifier Subject ABH#E D SHA-1 v ¥ =2l | n

(160 > h)

Key Usage Certificate Signing y
Off-line CRL Signing
CRL Signing (06)

Certificate Policies Certificate Policy n
1.2.392.200091.100.901.4
CPS
http://repository.secomtrust.net/SC-Roo
t2/

Basic Constraints Subject Type=CA y
Path Length Constraint=0

Extended Key Usage TLS Web Server Authentication n

CRL Distribution Points http://repository.secomtrust.net/SC-Roo | n
t2/SCRoot2CRL.crl

Authority Information Access | [1] ocsp (1.3.6.1.5.5.7.48.1) n

http://scrootca2.ocsp.secomtrust.net
[2] ca issuers (1.3.6.1.5.5.7.48.2)
http://repository.secomtrust.net/SC-Roo

PEAR AR R ENE critical

Authority Key Identifier Issuer ABAFED SHA-1 /~v v ={E (160 | n
=)

Subject Key Identifier Subject ABH#E D SHA-1 v ¥ =2fd | n

(160 &> h)

Key Usage Certificate Signing y
Off-line CRL Signing
CRL Signing (06)

Certificate Policies Certificate Policy n
1.2.392.200091.100.901.4
CPS
http://repository.secomtrust.net/SC-Roo
t2/

Basic Constraints Subject Type=CA y
Path Length Constraint=0

Extended Key Usage TLS Web Server Authentication n

CRL Distribution Points http://repository.secomtrust.net/SC-Roo | n
t2/SCRoot2CRL.crl

Authority Information Access | [1] ocsp (1.3.6.1.5.5.7.48.1) n

http://scrootca2.ocsp.secomtrust.net
[2] ca issuers (1.3.6.1.5.5.7.48.2)
http://repository.secomtrust.net/SC-Roo

e
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EEBEHY
t2/SCRoot2ca.cer

% 7.1-5 PRFEFAE Y2 7 7 1 /L (Issuer 7 SECOM TLS RSA Root CA 2024 D FEBE |2

IR
t2/SCRoot2ca.cer

* 7.1-5 THEFEHE 7 7 7 4L (Issuer 2% SECOM TLS RSA Root CA 2024 D FFERHE|Z 5

M)
BN RENE critical
Version Version 3
Serial Number CA DFEBFIZHI D U TLHRH DOV T
NS
Signature Algorithm Sha384 With RSA Encryption
Issuer Country C=JP
Organization O=SECOM Trust Systems Co., Ltd.
Common Name CN=SECOM TLS RSA Root CA 2024
Validity NotBefore %) 2008/3/1 00:00:00 GMT
NotAfter f1) 2009/3/1 00:00:00 GMT
Subject Country C=JP
Organization O=dJapan Registry Services Co., Ltd.
Common Name (1) AHARERRER
CN=JPRS OV RSA CA 2024 G1
(2) RAA FRGEH
CN=JPRS DV RSA CA 2024 G1
Subject Public Key Info Subject DPH#E 4096 £ b
PLAR A X EPE critical
Authority Key Identifier Issuer ABA#ED SHA-1 /~v 2 =fH (160 | n
=)
Subject Key Identifier Subject ZABH#E D SHA-1 /~v ¥ =ff | n
(160 £ 1)
Key Usage Certificate Signing y
Off-line CRL Signing
CRL Signing (06)
Certificate Policies [1] Certificate Policy n
(1) RAA FERER
2.23.140.1.2.1
(2) MAGERERY
2.23.140.1.2.2
[2] Certificate Policy
1.2.392.200091.100.901.11
Basic Constraints Subject Type=CA y
Path Length Constraint=0
Extended Key Usage TLS Web Server Authentication n

)
LA R RENE critical
Version Version 3
Serial Number CA DFEHFICHIV U THRE O I T
IV
Signature Algorithm Sha384 With RSA Encryption
Issuer Country C=JP
Organization O=SECOM Trust Systems Co., Ltd.
Common Name CN=SECOM TLS RSA Root CA 2024
Validity NotBefore %) 2008/3/1 00:00:00 GMT
NotAfter 1) 2009/3/1 00:00:00 GMT
Subject Country C=JP
Organization O=Japan Registry Services Co., Ltd.
Common Name (1) AEARERGER
CN=JPRS OV RSA CA 2024 G1
(2) FAA FEREH
CN=JPRS DV RSA CA 2024 G1
Subject Public Key Info Subject DxPH#E 4096 £ b
PLAR I R EPNEE critical
Authority Key Identifier Issuer ABA#ED SHA-1 /~v v =fH (160 | n
=)
Subject Key Identifier Subject ABH#E D SHA-1 /v ¥ =ff | n
(160 £ > 1)
Key Usage Certificate Signing y
Off-line CRL Signing
CRL Signing (06)
Certificate Policies [1] Certificate Policy n
(1) RAA FRRER
2.23.140.1.2.1
(2) FHAEFRRERY
2.23.140.1.2.2
[2] Certificate Policy
1.2.392.200091.100.901.11
Basic Constraints Subject Type=CA y
Path Length Constraint=0
Extended Key Usage TLS Web Server Authentication n

e
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EEBEHY
TLS Web Client Authentication

http://tlsrsarootca2024.ocsp.secom-cert.]

p
[2] ca issuers (1.3.6.1.5.5.7.48.2)
http://repo2.secomtrust.net/root/tlsrsa/tl

srsarootca2024.cer

CRL Distribution Points http://repol.secomtrust.net/root/tlsrsa/tl | n
srsarootca2024.crl
Authority Information Access [1] ocsp (1.3.6.1.5.5.7.48.1) n

*& 71-6 PHEFEAE 27 7141
B2 )

(Issuer 7% Security Communication ECC RootCA1 ™

FEA T RENE critical
Version Version 3
Serial Number CA DFEMFIZHI D HTLHRH O VT
IV
Signature Algorithm ecdsa-with-SHA384
Issuer Country C=JP
Organization O=SECOM Trust Systems CO.,LTD.
Common Name CN=Security = Communication ECC
RootCA1
Validity NotBefore i) 2008/3/1 00:00:00 GMT
NotAfter f51) 2009/3/1 00:00:00 GMT
Subject Country C=JP
Organization O=dJapan Registry Services Co., Ltd.
Common Name (1) HHMRGRRERY
CN=JPRS OV ECC CA 2024 G1
(2) RAA FRGEH
CN=JPRS DV ECC CA 2024 G1
Subject Public Key Info Subject D/ABAGE 384 v K
PLARBEL RENE critical
Authority Key Identifier Issuer ABA#ED SHA-1 /~» 3 =fE (160 | n
=
Subject Key Identifier Subject ABH#E D SHA-1 vy ¥ =21{f | n
(160 > I)
Key Usage Certificate Signing y
Off-line CRL Signing
CRL Signing (06)
Certificate Policies [1] Certificate Policy n

AlE

http://tlsrsarootca2024.ocsp.secom-cert.]
p

[2] ca issuers (1.3.6.1.5.5.7.48.2)
http://repo2.secomtrust.net/root/tlsrsa/tl

srsarootca2024.cer

BIAR
TLS Web Client Authentication
CRL Distribution Points http://repol.secomtrust.net/root/tlsrsa/tl | n
srsarootca2024.crl
Authority Information Access | [1] ocsp (1.3.6.1.5.5.7.48.1) n

* 7.1-6 PRGFAE 07 7141
BHEIE )

(Issuer 7% Security Communication ECC RootCA1 D3k

FEA TS R ENE critical
Version Version 3
Serial Number CA DFEMFEICHIV Y THRE O U T
IV
Signature Algorithm ecdsa-with-SHA384
Issuer Country C=JP
Organization O=SECOM Trust Systems CO.,LTD.
Common Name CN=Security Communication ECC
RootCA1
Validity NotBefore 1) 2008/3/1 00:00:00 GMT
NotAfter 1) 2009/3/1 00:00:00 GMT
Subject Country C=JP
Organization O=Japan Registry Services Co., Ltd.
Common Name (1) HHASGRRERY
CN=JPRS OV ECC CA 2024 G1
(2) FAA REREH
CN=JPRS DV ECC CA 2024 G1
Subject Public Key Info Subject D/ABHGE 384 v v
PLAR AL RENE critical
Authority Key Identifier Issuer ABA#ED SHA-1 /~v 2 =fH (160 | n
vy k)
Subject Key Identifier Subject ABH#E D SHA-1 ~v T =2{f | n
(160 > I)
Key Usage Certificate Signing y
Off-line CRL Signing
CRL Signing (06)
Certificate Policies [1] Certificate Policy n

e
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EEBESDY

(1) RAA FRRERY
2.23.140.1.2.1

(2) FHAEFRREIY
2.23.140.1.2.2
[2] Certificate Policy
1.2.392.200091.100.902.1

Basic Constraints

http://sceccrootcal.ocsp.secomtrust.net
[2] ca issuers (1.3.6.1.5.5.7.48.2)
http://repository.secomtrust.net/SC-EC
C-Root1/SCECCRoot1ca.cer

Subject Type=CA y
Path Length Constraint=0

Extended Key Usage TLS Web Server Authentication n
TLS Web Client Authentication

CRL Distribution Points http://repository.secomtrust.net/SC-EC | n
C-Root1/SCECCRoot1CRL.crl

Authority Information Access [1] ocsp (1.3.6.1.5.5.7.48.1) n

#F 71-7 FREFEFHES a7 7 AL

(FEATH 2 2020 4E 7 A 29 H LA OZEIAEZ M)

FEA T RENE critical
Version FIRBMTFEAZFEORIEE & XA N HAL
TlA—
Serial Number [A] I
Signature Algorithm Al k-
Issuer Country A I
Organization Al I
Common Name A I
Validity NotBefore Al I
NotAfter A I
Subject Country A I
State Or Province | [Al -
Locality Al k=
Organization Al k-
Common Name A I~
Subject Public Key Info A I
PLARBEI RENE critical

IR
(1) RAA FEGEA
2.23.140.1.2.1
(2) FHARFRRESY
2.23.140.1.2.2
[2] Certificate Policy
1.2.392.200091.100.902.1

Basic Constraints

Subject Type=CA

http://sceccrootcal.ocsp.secomtrust.net
[2] ca issuers (1.3.6.1.5.5.7.48.2)
http://repository.secomtrust.net/SC-EC
C-Root1/SCECCRoot1ca.cer

y
Path Length Constraint=0
Extended Key Usage TLS Web Server Authentication n
TLS Web Client Authentication
CRL Distribution Points http://repository.secomtrust.net/SC-EC | n
C-Root1/SCECCRoot1CRL.crl
Authority Information Access [1] ocsp (1.3.6.1.5.5.7.48.1) n

# 71-7 FRGEEFHE a7 7 AL

(B&AT H 2% 2020 4F 7 H 29 A LM FERA 3125 )

FEA TS RENE critical
Version FIRABMTFEAZFEORIEE &A1 FHAL
Tl —
Serial Number A I
Signature Algorithm Al k=
Issuer Country Al |
Organization Al k-
Common Name A I
Validity NotBefore Al k-
NotAfter A I
Subject Country Al
State Or Province | [Al I
Locality Al
Organization Al k-
Common Name A I
Subject Public Key Info Al
PEAR A RENE critical

e
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ERBEED Y

Precertificate Poison extnValue OCTET STRING y
® RFC6962 ® 3.1 HTHEIN TS
ASN.1 NULLfEOFff5{bRKEL TH %
0500 /31 h ZIEMEIZ 16 HERF 5 LT
boLT+ D,
Key Usage FIAERTFEAEDORIEE & N1 MNEAL |y
IS G
Extended Key Usage A I n
Subject Alt Name A I n
Certificate Policies A I n
CRL Distribution Points A I n
Authority Information Access Al L n
Authority Key Identifier Al L n
Subject Key Identifier Al L n

XEEHTREI E )5 Precertificate Poison fRiRmEE A HIBR L, FIHF MITIEREF) S Signed
Certificate Timestamp LRI A HIFR L7256 FATREE & FIHZE M GEE O SL5E ik

DNEFIZ, A FEALTH—IZ72 %,

# 71 -8 OCSP VARV FiEHETT 7 7 A4 /L (Issuer 7 JPRS Domain Validation
Authority — G4 & L < % JPRS Organization Validation Authority — G4 MDFiEBH E (25 )

A TE Ik B ENR critical
Version Version 3

Serial Number

CSPRNG o hanadadba<td 64
vy hEgGTe, a0k k&< 24159
X0 /NS W IEERG 2R HUE T iR e
572

Signature Algorithm sha256 With RSA Encryption
Issuer Country C=JP
Organization O= Japan Registry Services Co., Ltd.

Common Name

(1) RAA FERER
CN=JPRS Domain Validation Authority
-G4

(2) FHAEFRRERY
CN=JPRS Organization Validation
Authority — G4

Validity NotBefore %) 2008/3/1 00:00:00 GMT Validity NotBefore #1) 2008/3/1 00:00:00 GMT
NotAfter i) 2008/3/5 00:00:00 GMT NotAfter i) 2008/3/5 00:00:00 GMT
Subject Country C=JP (FH7&fE) Subject Country C=JP ([EEM)
Organization Japan Registry Services Co., Ltd. Organization Japan Registry Services Co., Ltd.

BIRR
Precertificate Poison extnValue OCTET STRING y
® RFC6962 ® 3.1 HTHEIINTWD
ASN.1 NULL fEOfF5{bKELTH %
0500 /34 h ZIEfMEIC 16 HERF 51k LTz
boET D,
Key Usage FIRFERTFEAZEORIER & 31 FHAL |y
ClAl—
Extended Key Usage Al n
Subject Alt Name Al n
Certificate Policies [l n
CRL Distribution Points [l n
Authority Information Access Al k- n
Authority Key Identifier Al k- n
Subject Key Identifier Al k- n

XEEHTREY E )25 Precertificate Poison #RRAEEA HIBR L, FIHF MITIEE) S Signed
Certificate Timestamp JLIRFEIR A HIFR L7256 FEATREE & FHZE M) GEE O fL5E ik
DINEIE, /A MHEALTR—IC2 D,

# 71 - 8 OCSP VARV HIEHET 1 7 7 14 /L (Issuer 7% JPRS Domain Validation
Authority — G4 & L < % JPRS Organization Validation Authority — G4 OFER E (2w )

FEA TR R ENRE critical
Version Version 3
Serial Number CSPRNG o hanaddba< Lty 64

vy bagETe, Tr0 kv k&< 274159
KX/ WIEEG R B TR T

B7a
Signature Algorithm sha256 With RSA Encryption
Issuer Country C=JP
Organization O= Japan Registry Services Co., Ltd.
Common Name (1) RAA FEFEA
CN=JPRS Domain Validation Authority
-G4

(2) AHRERRAERY
CN=JPRS Organization Validation
Authority — G4

e
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ERBEDHY
(L i)

Common Name

OCSP #—r3—4 (#ZH)

B
(I A

Common Name

OCSP ¥—s3—4 (&42H)

Subject Public Key Info

Subject DB RSA 2048 £ |k

Subject Public Key Info Subject D/ABAFE RSA 2048 £ > k
PLAR A RENE critical
Authority Key Identifier Issuer ABA#ED SHA-1 /~v ¥ =l (160 | n
ey h)
Subject Key Identifier Subject ZABA#ED SHA-1 /~ v > = (160 | n
=
KeyUsage digitalSignature y
ExtendedKeyUsage OCSPSigning n
OCSP No Check null n

PLAR A RENE critical
Authority Key Identifier Issuer ABA#ED SHA-1 /~v ¥ =l (160 | n

By h)
Subject Key Identifier Subject ZABH#ED SHA-1 /N> v = (160 | n

B h)
KeyUsage digitalSignature y
ExtendedKeyUsage OCSPSigning n
OCSP No Check null n

< 1% JPRS OV RSA CA 2024 G1 OFEEIZEH)

# 71-90CSP VARV FREHET 7 7 7 A /L (Issuer 7% JPRS DV RSA CA 2024 G1 & L

#£ 7.1-90CSP L ARV FAEHET 17 7 4 )L (Issuer % JPRS DV RSA CA2024 G1 & L
< 1% JPRS OV RSA CA 2024 G1 DFEWFIZi# )

FEAR I R ENE critical
Version Version 3
Serial Number CSPRNG »oiihiannzsdia< &b 64
vy begt, Br0) kv RkE< 20159
KV /NS W IEE R 7R BUE T e T 7R
g
Signature Algorithm sha256 With RSA Encryption
Issuer Country C=JP
Organization O= Japan Registry Services Co., Ltd.
Common Name (1) RAA FEREA
CN=JPRS DV RSA CA 2024 G1
(2) HHREFRRERY
CN=JPRS OV RSA CA 2024 G1
Validity NotBefore %) 2008/3/1 00:00:00 GMT
NotAfter f51) 2008/3/5 00:00:00 GMT
Subject Country C=JP ([EEfH)
Organization Japan Registry Services Co., Ltd.
([ = 1)
Common Name OCSP #——4 (WZH)
Subject Public Key Info Subject DZABH#E RSA2048 B~ K,
RSA3072 £ v I, RSA4096 v~ @
WTIU
PLARAEIE R E A critical
Authority Key Identifier Issuer ABH#ED SHA-1 /~v v =fE (160 | n

FEA BRI R ENE critical
Version Version 3
Serial Number CSPRNG »oiihhansdia< &b 64
By bagi, Tr0khRE< 20159
KV /NSO IEERE R R BUE TR T R
B7a
Signature Algorithm sha256 With RSA Encryption
Issuer Country C=JP
Organization O= Japan Registry Services Co., Ltd.
Common Name (1) RAA FERER
CN=JPRS DV RSA CA 2024 G1
(2) HMRGERERY
CN=JPRS OV RSA CA 2024 G1
Validity NotBefore %) 2008/3/1 00:00:00 GMT
NotAfter f51l) 2008/3/5 00:00:00 GMT
Subject Country C=JP ([HEH)
Organization Japan Registry Services Co., Ltd.
(& E1#)
Common Name OCSP H—,3—4 (WZH)
Subject Public Key Info Subject D BHEE RSA2048 B K,
RSA3072 £ ., RSA4096 &> FD
W
PLAR I R EPEE critical
Authority Key Identifier Issuer ABH#ED SHA-1 /~v v =ff (160 | n

e
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EHEIBESD Y
=
Subject Key Identifier Subject ABA#ED SHA-1 /v ¥ = (160 | n
=
KeyUsage digitalSignature y
ExtendedKeyUsage OCSPSigning
OCSP No Check null n

# 7.1-100CSP L AR FXFEHAET 1 7 7 A /L (Issuer 75 JPRS DV ECC CA 2024 G1 & L

<1 JPRS OV ECC CA 2024 G1 ®

LI IE )

FEA TS RENE critical
Version Version 3
Serial Number CSPRNG o ihiasnsdia< &b 64
vy haegty, Br0kv K& 27159
F O/ S WIREREH) I BB T AR T T2
572
Signature Algorithm ecdsa-with-SHA384
Issuer Country C=JP
Organization O= Japan Registry Services Co., Ltd.
Common Name (1) RAA R
CN=JPRS DV ECC CA 2024 G1
(2) AHABERRER
CN=JPRS OV ECC CA 2024 G1
Validity NotBefore ) 2008/3/1 00:00:00 GMT
NotAfter f51) 2008/3/5 00:00:00 GMT
Subject Country C=JP ([EEH)
Organization Japan Registry Services Co., Ltd.
([ = 1)
Common Name OCSP #——4 (WZH)
Subject Public Key Info Subject DAFAGE 256 £ I,
384 By hOWF AN
PLARBEL RENE critical
Authority Key Identifier Issuer ABA#ED SHA-1 /N =ff (160 | n
=
Subject Key Identifier Subject ZABA#ED SHA-1 7~ 3 =f# (160 | n
[
KeyUsage digitalSignature y
ExtendedKeyUsage OCSPSigning
OCSP No Check null n

TGHR
vy h)
Subject Key Identifier Subject ABH#ED SHA-1 7~ 3 = f# (160 | n
vy h)
KeyUsage digitalSignature y
ExtendedKeyUsage OCSPSigning
OCSP No Check null n

* 7.1-100CSP L AR FEFHHE 1 7 7 4 /L (Issuer 25 JPRSDV ECC CA2024 G1 % L

< 1% JPRS OV ECC CA 2024 G1 ®OFEEIZ#H)

FEA TS R ENE critical
Version Version 3
Serial Number CSPRNG m»oiihianzsdia< &b 64
By baET, Br0kvRE< 24159
VNS W IREE R 2 BUE T 2R T i e
YA
Signature Algorithm ecdsa-with-SHA384
Issuer Country C=JP
Organization O= Japan Registry Services Co., Ltd.
Common Name (1) RAA FGE
CN=JPRS DV ECC CA 2024 G1
(2) AHARARGET
CN=JPRS OV ECC CA 2024 G1
Validity NotBefore ) 2008/3/1 00:00:00 GMT
NotAfter 1) 2008/3/5 00:00:00 GMT
Subject Country C=JP (& EfH)
Organization Japan Registry Services Co., Ltd.
(& E1#)
Common Name OCSP #r——4 (#ZH)
Subject Public Key Info Subject DZABHEE 256 © v I,
384 By hOWFN
PLARREL RENE critical
Authority Key Identifier Issuer ABA# D SHA-1 /v =ff (160 | n
vy k)
Subject Key Identifier Subject ZABH#ED SHA-1 7~ v ¥ = (160 | n
vy k)
KeyUsage digitalSignature y
ExtendedKeyUsage OCSPSigning
OCSP No Check null n

e
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ERBEED Y

711 IN—T 3 0BE
KCA 1T, N—Tay 3 AT,

7.1.2 SEHAE OB L LR
A CA RIATT HIEHEONE L IEEIL. ACP (7.1 IMEDFu 77 A L] IHET 5,

713 PLIAVXLA TSy FERIF
Ky —bRZBWTHWSLNLE T /LT XA OID 1%, RO EEBY ThHD,

Ty XL R AVES/BN- VR
sha256 With RSA Encryption 1.2.840.113549.1.1.11
RSA Encryption 1.2.840.113549.1.1.1

1.2.840.113549.1.1.12
1.2.840.10045.2.1
1.2.840.10045.4.3.3

sha384 With RSA Encryption
1d-ecPublicKey
ecdsa-with-SHA384

7.1.4 &K
A CA T, RFC5280 TiE®D b v bahl4 2EHT %,
TRTORERRRIE A (RFC 5280 D 6 HTERSNTWD EHD) [TV TIRIE A DF
MEBEMTFEAEZ LI, GEAERITEOBINA 7 4 — /L RO a— FESNTARIT, FBITS
L% CA ZFHZED Subject #4474 —/L RO a— RENTRRE A FEATRI—Th
HREND D,
A CA L, GEAEARITTHZ LI2E D, K CP/ICPS IZED LAVZFIEIZHEY Y, FEAZEDH
ITHRFRTC, TR TOMBIA N IEMETH DH Z L 2R 52 L2 KHT 5, & CA L, Baseline
Requirements @ 3.2.2.4 HH [ZED HHEZIRE . #AIC R AL 42 GO TUTR B,
BT, L L T (A= R) FEREDA T =20, ERFELRV, REe, £
FEATE RN & 2R TEOMDFE S DA EZD TULR BN,
A CA Tidk, TRIFEAIP T R LA EILNE4 25 10 Subject Alt Name JLEFEE 721X = E
VAR L EFOREAEEZRIT LRV,

TE R —LOMEN FQDN £33V AN RU— R AL U AOEE, 3F R —LOHEI,
Subject Alt Name #L3EfEIH O dNSName DfED 1 LFdFHoDab’—L LTy a— KT 5,
BARMIZIXZ, FQDN OFT XTDO RAAL TNV ERIITA NV R — R RAAL 4D FQDN #
43D F_XTD Domain 7L LDH -~ Lt LTz a— KL, P-7-ULZ Unicode |24
L2,

7.1.5 AHIHEH
A CA TIEERE L72 VY,

716 CPATTxy FEBAF

A CABFATT ZREHED OID X, ACP 1.2 TE4A4 L#B O O0IDDEEBY THD,
WOFEER Y O —fBl7 1, FEE £ 72 13RI AT REE72Y Baseline Requirements (2 ¥
WL TNWBZLERIATIHA T a v OFELE LTARCABEHATLOICHESN TS,

BERIR
711 IN—T 3 8B
ARKCA X, X"—Y3r 3 AT 5,
7.1.2 SEAEDORAB L LR
K CA WRAITTAHEHEONRE L HEEIX, A CP (7.1 iFHEO 0 7 7 A V] ITHET 5,

713 PLIYXLA TSy FEBRIF
RKYp—bERZBWTHWSLNE T /LT Y XA OID (X, ROLEEBY THD,

Ty XL v AVES/ANvIES
sha256 With RSA Encryption 1.2.840.113549.1.1.11
RSA Encryption 1.2.840.113549.1.1.1

1.2.840.113549.1.1.12
1.2.840.10045.2.1

sha384 With RSA Encryption
1d-ecPublicKey

ecdsa-with-SHA384

7.1.4 AAKR
A CA TiE, RFC5280 TiE®D b L Lmhls M %,
TRTORERRRIE A (RFC 5280 D 6 HTEFR SN TS LHY) [TV TRRIE A DF
M ANTREAE S o, FEAERITE O#AL 7 4 — v RO a— RERTZAREL, BITS
% CA FEHIED Subject @nl4 7 « —/L RO a— FanoBe o FEALTH—TH
HWEDR DD,
A CA IF, GEEZRITT 22 LI2L D, &K CP/ICPS (ZED LAV FIAICHEY ., FEAFE DI
ITHRFRC, TR TOMBIA D IEHETH D Z L 2RI 52 L 2KWT 5, & CA L, Baseline
Requirements @ 3.2.2.4 HH [ZED LG EZIRE ., #MNAIC FAL U4 Z D TUIR LR,
WAL, L (AN R) FERED AT =20, ERFIELRV, RES, £
FEATERNWZ L 2R TEOMDFE ST DA EZD TULR B0,
A CA Tk, TREAIP T R LA ETIINE A %25 Te Subject Alt Name $E5EfEILE 72132 E
VR N EFEOREAE AT L2,

TIER—LOMED FQDN 720XV ANV R — K RAAL A DGE, 2F R — AOfEI,
Subject Alt Name #5558 ANSName OfED 1 XFTFHDOab—L Lo a— K45,
BAREIZIE, FQDN OFTXTO RAA TV EIIVA N RAI— R RAAL 4O FQDN i
57D FT_TD Domain 7Lk LDH 7~ & LCx=>a—RL, P-7-ULiX Unicode (2%
L7,

7.1.5 RAHiHEH
A CA TIEFRRE L 72U,

716 CPAIP /U FEBAF
K CADPFITT HREHED OID X, A CP 1.2 SUEXA L#H) ©O0ID D LBV THD,
ROFEFEAR Y > —ail 713, REWIE £ 72 3R 18 REDT 57 Baseline Requirements (2 #E
WL TWAZEAERHTALT L arDOFRELE LTACAMEHTAE-DICHEIIL TS,

1.2.840.10045.4.3.3

e
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EEBESDY
[ F x 4 v 3B FE & H ] {joint-iso-itu-t(2)
ca-browser-forum(140) certificate-policies(1) baseline-requirements(2) domain-validated(1)}
(2.23.140.1.2.1)

[FAERGERL ] {joint-iso-itu-t(2) international-organizations(23) ca-browser-forum(140)

international-organizations(23)

certificate-policies(1) baseline-requirements(2) organization-validated(2)} (2.23.140.1.2.2)
7.1.7 R —HlFHETERD F A

RIE LRV,

7.1.8 R O—BHFDIES L UEK

RY — 2 HOWTIE, A CP B IO CPS #AFEKT 5 Web ~X— D URI #4179 5,

7.1.9 EEHAERY O—IiEONEOER

BRIE L7,

72CRLO7AZ274)L

RCADHITT HCRLOT 0 7 7 A ME, RERD LBV Th D,

#7.2.1 (HIER)

#7.22CRL” 27 7 A/ (Issuer’’JPRS Domain Validation Authority — G4% L < |ZJPRS
Organization Validation Authority — G4 FEBH (25 )

FEAR I R EPNE critical
Version Version 2
Signature Algorithm SHA256 with RSA Encryption
Issuer Country C=JP
Organization O= Japan Registry Services Co., Ltd.
Common Name (1) RAA FEREH
CN=JPRS Domain Validation Authority
-G4
(2) FHREFRRERY
CN=JPRS Organization Validation
Authority — G4
This Update %) 2008/3/1 00:00:00 GMT
Next Update %) 2008/3/5 00:00:00 GMT
Revoked | Serial Number f51) 0123456789
Certificate | Revocation Date | #i) 2008/3/1 00:00:00 GMT
s Reason Code KEh#H=a—F (%)
PLARAEIE X E A critical
CRL Number CRLE = n
Authority Key Identifier IssuerABR#EMDOSHA-1/N v ¥ =2 fE (160F | n
> )

IR
[ F 2 4 » @B G ™ 5 ] {joint-iso-itu-t(2)
ca-browser-forum(140) certificate-policies(1) baseline-requirements(2) domain-validated(1)}
(2.23.140.1.2.1)

[FHARFRGERL ] {joint-iso-itu-t(2) international-organizations(23) ca-browser-forum(140)

international-organizations(23)

certificate-policies(1) baseline-requirements(2) organization-validated(2)} (2.23.140.1.2.2)
7.1.7 RY —HlFHEERO 7 A

RIE L7,

7.1.8 RY O—BHFDIES L UERK

RY —EfFIZOWTIE, A CP B LU CPS #AFEKT 5 Web ~— D URI 2413 %,

7.1.9 EEFHABERY O—EONEOER

BRIE LRV,

72CRLO7AZ274)L

RKCADFEITTHCRLOT B 7 7 A /UL, RED LBV TH 5D,

#7.2.1 (HIBR)

#7.22CRL” 27 7 A /L (Issuer’’JPRS Domain Validation Authority — G4 % L < (ZJPRS
Organization Validation Authority — G4 FERH (2 )

FEA BRI R ENE critical
Version Version 2
Signature Algorithm SHA256 with RSA Encryption
Issuer Country C=JP
Organization O= Japan Registry Services Co., Ltd.
Common Name (1) RAA FRRER
CN=JPRS Domain Validation Authority
-G4
(2) HMRGERERY
CN=JPRS Organization Validation
Authority — G4
This Update %) 2008/3/1 00:00:00 GMT
Next Update %) 2008/3/5 00:00:00 GMT
Revoked | Serial Number f51) 0123456789
Certificate | Revocation Date | #i) 2008/3/1 00:00:00 GMT
s Reason Code JEhEH a— K (%)
PLAR I R E A critical
CRL Number CRLE = n
Authority Key Identifier IssuerABR#EMDSHA-1/v v ¥ =2 fE (160E | n
> )

e
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% : RCAIZ. CRL®Reason CodeDIE H |Z5#£7.2.2.11
#WI 5, 7272 L. KEhEIH = — FY [#0 unspecified] ToH 551X, Reason Code DIH

ERSR: N ABTAAN

ERBEED Y

(ZED 2V FNNORKBEH 21— F &7

#7.2.3 CRL7' =2 7 7 A )L (Issuer’’JPRS DV RSA CA 2024 G1% L < [ZJPRS OV RSA CA

2024 G1DFEAEZw# )

BN RENE critical
Version Version 2
Signature Algorithm SHA384 with RSA Encryption
Issuer Country C=JP
Organization O= Japan Registry Services Co., Ltd.
Common Name (1) RAA FEEEH
CN=JPRS DV RSA CA 2024 G1
(2) MRS
CN=JPRS OV RSA CA 2024 G1
This Update %) 2008/3/1 00:00:00 GMT
Next Update %) 2008/3/5 00:00:00 GMT
Revoked Serial Number fl) 0123456789
Certificate | Revocation Date fil) 2008/3/1 00:00:00 GMT
s Reason Code K a— R (%)
PR FE I X EPE Critical
CRL Number CRL&E = n
Authority Key Identifier IssuerABR#EMDOSHA -1/ v ¥ =2 fE (160E | n
> )

% AKCAIZ. CRLOReason CodeDIAHI2%7.2.2.11

(ZED DWW NORZNEH =2 — N &5

I D, 7272 L. KEhEEHE 22— K3 [#0 unspecified] Toh 55A1%. Reason Code DIH

HEAEZHE LU,

#7.2.4 CRL7' v 7 7 4 )L (Issuer’3JPRS DV ECC CA 2024 G1% L < |[ZJPRS OV ECC CA

2024 G1DZEAEIZ# )

FEA T X E A critical
Version Version 2
Signature Algorithm ecdsa-with-SHA384
Issuer Country C=JP
Organization O= Japan Registry Services Co., Ltd.

Common Name

(1) FAA TR

CN=JPRS DV ECC CA 2024 G1
(2) MFEFBRER

CN=JPRS OV ECC CA 2024 G1

This Update

1) 2008/3/1 00:00:00 GMT

% : RXCAIZ. CRL®Reason CodeDIH HIZ#:7.2.2.11
w5, 2oL, KR — ]

ERER Nt A BN

B

K75 [#0 unspecified] ToH 555

WZEDDHWNT IO RGN 22— R&F
A1%. Reason CodeDIH

#1723 CRL7' 2 7 7 A )L (Issuer’3JPRS DV RSA CA 2024 G1% L < {ZJPRS OV RSA CA

2024 G1DFEAEIZE# )

LA R RENE critical
Version Version 2
Signature Algorithm SHA384 with RSA Encryption
Issuer Country C=JP
Organization O= Japan Registry Services Co., Ltd.
Common Name (1) RAA FEFERY
CN=JPRS DV RSA CA 2024 G1
(2) HMRGERER
CN=JPRS OV RSA CA 2024 G1
This Update %) 2008/3/1 00:00:00 GMT
Next Update %) 2008/3/5 00:00:00 GMT
Revoked Serial Number ) 0123456789
Certificate | Revocation Date ) 2008/3/1 00:00:00 GMT
s Reason Code KhBRha— R (%)
PLARAE I R E A Critical
CRL Number CRLE = n
Authority Key Identifier IssuerABA#EMDSHA-1/v v ¥ = fE (160E | n
> )

% : KCAlZ. CRLDOReason CodeDIAHIZ%7.2.2.11Z

EODWTNNDORZILH = — F 2L

W9 D, 7272 L. KZhELH 22— KA [#0 unspecified] Toh 555A1%. Reason Code DI

ERER N A BTN

#7.2.4 CRL7'r 7 7 £ )L (Issuer’”3JPRS DV ECC CA 2024 G1% L < |[ZJPRS OV ECC CA

2024 G1DFEAEIZE )

FEA T R E A critical
Version Version 2
Signature Algorithm ecdsa-with-SHA384
Issuer Country C=JP
Organization O= Japan Registry Services Co., Ltd.
Common Name (1) RAA FEFEA
CN=JPRS DV ECC CA 2024 G1
(2) HARRRRRERY
CN=JPRS OV ECC CA 2024 G1
This Update i) 2008/3/1 00:00:00 GMT

e
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EREBERSD Y
1) 2008/3/5 00:00:00 GMT
1) 0123456789
) 2008/3/1 00:00:00 GMT

Next Update
Revoked Serial Number

Certificate | Revocation Date

s Reason Code Kl a— R (%)
PLARAEIE RENE Critical
CRL Number CRL% = n
Authority Key Identifier IssuerABH#EMDSHA-1/ > > = fE (160E | n

v k)

3% : RXCAIZ, CRL®Reason CodeDIH B (Z37.2.2.1ZED D WT D KGR =2 — K&
WD, 7272 L, KBEH 2 — FA [#0 unspecified] ThH 555 1%. Reason CodeDIA
ERERY Nk A YA AN

721 1N—P 3 8B
AKCAZ, CRLX— 3 2% AT 5,

7.2.2 CRL i3k
ARCANFITT HCRLICTIX, ROYLEEZ T 5,

- reasoncode(OID 2.5.29.21)
KB =2 — F7Y [#0 unspecified ] TRV R | 202347 H 15 H IRRIZ RS 25 EIC DWW
TiX., CRL®DReason CodeDHBIZRGFHHa—FE2EZ0HLHDET D,
ARCADCRLOCRLMDReason Code DI HITIE, RDFED [#0 unspecified | LSO KhEE i %

LT b LT 5,
#* 7.2.2.1 RRFHa—F
KB a— K ZORYEH a— Rt ET 2 FH
#0 unspecified UL
* LNICED D RENFHDOWNTIUSHEEY LR
WE
#1 keyCompromise o Eirk

- FERAEFIHE ORARNfEIAE LT, £
Z DO AEEMEN B DA

AR IROE T
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