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FrE o FQDN Ik LT, GEAERIT O D ORBGEE BT 5 - DI END FAL
AHDZ LEH, A CAILDNS CNAME Vv 7 7 v ZinbiRShfz FQDN & KA A v 4 O

AEOHAT FQDN & LTI Z &3 Tx %5, FQDN IZV A )V R — FXFNFEN T
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zz%aﬁéhénunﬁﬁ VAT LD

CA (Certification Authority) : 22iiF)a

SEBAEDOFAT « T« Kgh. RFHROBAR. OCSP (Online Certificate Status Protocol) ¥
—NN—|Z L DFEHEARA T — X AFHROEM IS LORE . CA BRAEEDO AR - Rl L OGEHEH]
B DBGEZITH) EROZ L&,

CAA (Certificate Authority Authorization)

RAA & fEHT HHERIZEBWT, DNS La— ROHIZ R A A Nk U CREAEEZRITTE D
AR A FLR L, BRI LR WEERER D b OFEERIBITE L SHERED Z L 20 5, Ak
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FeE D FQDN (Zxf LT, FEERITOZ O OFRAEZ TG T 27O SN D KA AL
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FEDOHI)T FQDN & LT 5 Z L3 T& %, FQDN IZUV AV R — FXFERFENL T
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CAA (Certificate Authority Authorization)

RAA 2T HHERIZEBWT, DNS La— ROHIZ R A A Nk U CREAEEZBITTE D
AR A FLR L, BRI LR WEERER D b OFEERIBITE L SHERED Z L 2 5, Ak
X RFC 8659 THE STV,

CP (Certificate Policy) : sFHHERY 2 —
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RETLOXEDOZ L&),

CPS (Certification Practices Statement) : g23F =& A HIfE
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EEBREDH Y
CRL _(Certificate Revocation List) : FERAELZH Y X |
AEAEOANYIM AT, REAELCHAROL T, AROMIGEFEOFERIZ LY R S TR
HEHRDFLE SNTZ VA DT EZ2 N D,

CT (Certificate Transparency)
RFC 6962 THLE 7z, FITINTEAEOERZEM - BEET 5 720icn 77— — (CT
07— —) ([TFEHEOE R B L, AT AHHMEADZ BN,

Digital Certificates : FEFIFHE
HLNHEEE, CHINTZEPRET DS EEEATIE T XD tx2 V), CANETE
BT & T, FOELMIMEIEES NS,

DNS TXT Record Email Contact

Baseline Requirements @ Appendix A.2.1 I CEF 15, [_validation-contactemail | 7
NERIE X L7z FQDN @ DNS ¥ — 128175 TXT UV YV —A L a— RIZEENHA—LT K
LADZ E&EWD,

ECDSA (Elliptic Curve Digital Signature Algorithm)
ABHgERE S N E LT L L TV DR OEERN 2 SHITO U ES>TH D,

Escrow : = A7 o —

EEHICHHITA D (HEE) AW 9,

FIPS140-2

K[E NIST (National Institute of Standards and Technology) 73KiE L7-KEE Y 2 —/L|C
32XV 7 RBEREOZLE2 V), RIELV1IDOERELL 4 ETERSINATY
2o

FQDN (Fully-Qualified Domain Name) : 55 &fE/Mi KA A 4
AHE—F Y NRAL VB VAT RIBITFDLTRXTCOEN ) —ROT)VEETe RAAL 44D
: k %b\ 5 o

HSM (Hardware Security Module)
FAEHEHOARK., . IR ZICBWT, v X2 )7 4 2R T THEHRT AMmMZ v 73—
EEL A e FEEDZ L2V ),

JPRS Partners : f§EH¥#H
YN 2 — R —ZEAERIT T — R L T, YHORETHIEEEOZ L E2 VD,
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CRL _(Certificate Revocation List) : FERIZELZH Y X |
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LADZ EHEWD,

ECDSA (Elliptic Curve Digital Signature Algorithm)
AR S N E LR L L TV DR OEERN 2 SHITOOES>TH D,

Escrow : = A7 o —

EEEICHEITA D (FEFE) AW 9,

FIPS140-2
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TWADERT 27 ADZ L&),

Multi-Perspective Issuance Corroboration (MPIC)

REBEFRAITANC, 74~ — Xy NT—F « R=AXT T 4 TIZE D RAAL A DFRFEE
KO CAA F = v 7 TITONHERN, DRy b =27 « N=2AXT T 4 71T L > TEMNT
ENHTREADI EE N,

IN=AXRT T 4T

WZBES D, NAA AR MEOERE 5 E 721

CAAT = v ZIZEHET LT U MNT U R e AV H =Ry b T T4 v I BEETDHRODOY
2T L (B2, 77?%-$2F-#~A~-4/15/X)iki%yhv~7-3/¢
—x FOEAE WX, VPNBIOHIET DA T7TA NIV Fv) OZEENI, X

NT—2 - /\~;</\774’70>f7§'7)3ﬁ X, BTSN TWRNT T R U R e f X —F
R RTI4TN, FONR—ARXT T 4 T~DA X —F v MNMER RT3y FT—
IJALTITANT I FHIZRAANIGIEWESNDEHDRA ML o TRESN D,

Network Perspective : %> h U7 —7 -

Multi-Perspective Issuance Corroboration {

NTP (Network Time Protocol)
I —FONERHE, Fy NV —2 %N LTELSHET AT harol Lx ),

OCSP (Online Certificate Status Protocol)
FEEDO AT — X AR E VT VEA LR MT 70 haroZ Lzn ),

OID (Object Identifier) : 72 = 7 Fikhll+
F NU—7 O AEHEGESCT — R EO B AR E T 50O A TH Y . EFEN
IRRERRR IR SR SN, AR ORy N —J TR LERD2EFTO LRV,

PKI (Public Key Infrastructure) : Z\BR##EA%
BrEL., b, BiEE WoTlobt X2 VT A BN E LB T 57200, AR5 HFXXE 0D
B H 2 WD O = L2 9,

Primary Network Perspective : 7T A~V —+ X "I —F « X=2AY 5 417
CA 2, DHEBEEINIZRAAL U FERIT IP 7 FLRICGEHELZRITT S CA OMHER. BIO.

E IR
Key Pair : 7
IANPRFERE 5 HUC BV T, RIS AR DR SN DO D Z L A2V S,

Linting : Vo7 47

%%ﬂ%i(mm6%m ZFBE. CRL. OCSP L ARV AR EOBEBTBL ST —HX DWW
. £721F RFC5280 @ 4.1.1.1 HEHIZFR SN TV S ths FEAER E DA% BN SWDHT— 4 4

ICERIND T 0T 7 A VE L ORISR L

7Y 7 FOWNKEMN, Baseline Requirements |
TWADERT 27 ADZ EE 0D,

Multi-Perspective Issuance Corroboration (MPIC)

REBEFRAITANC, 74~ — Xy NT—F « R=AXT T 4 TIZE D RAAL X DOFRFES
KO CAA F = v 7 TITONHERN, DRy b =2 « N=2AXT T 4 71T L > TEMNT
ENHTREADI EEND,

IN= AR T 4T

WZBES D, NAA AR MEORERE £ 721

CAAT = v ZIZEHET LT U MNT U R e AV H =Ry b NT T4 v I BEETDHRODOY
2T L (B2, 77?%-$2F-#~A~-4/15/X)iki%yhv~7-3/¢
—x FOEAE WX, VPNBIOHIET DA T7TA NIV Fv) OZEENI, X

NT—2 - /\~;</\774’70>f7§'7)3ﬁ I, BTSN TWRNT T R U R e f X —F
R RTI4TN, FONR—ARXT T 4 T~DA o H—F v NER RT3y FT—
IJALTITANT I FHIZRANIGIEWESNDEHDRA ML o TRESN D,

Network Perspective : % h U7 —7 -

Multi-Perspective Issuance Corroboration {

NTP (Network Time Protocol)
I —FONERHE, Fy V=2 %N LTELHET AT harol Lxz ),

OCSP (Online Certificate Status Protocol)
FEEDO AT — X AR E VT VEA LR MT 570 haroZ Lzn ),

OID (Object Identifier) : 72 = 7 Fikhll+
Fv NU—7 O AEHSEGESCT —E RO B AR E T 50O A TH Y . EFEN
IR IR Bk SN, AR ORy NTY—J TR LERD2EFTO LRV,

PKI (Public Key Infrastructure) : Z\BR##EA%
BrEL., b, BiEE WVWoTlobt X2 VT A HINE LB T 57200, AR 5 HFXE )
B H 2 WD D = L2 9,

Primary Network Perspective : 7T A~V —+ X 8T —F « X=2AI 5 47
CA 2, DHEBEEINIZRAAL U FERIT IP 7 FLRICGEHELZRITT S CA OMHER. BIO.

&%
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REBEESDY
DHFEENTZ FAAL A ETIL IP 7 R LRI 2 HEHE OMHERE 721X B A A 4 OF| ke
ZHWT DI T 2%y hU =2 « R=2XT T 4 T &I,

Private Key : FAH #E
NBREERE S U B W THWO DT O—F 20, ABEEICKHST DARND N ERA T
HEEOZ LAV, THESE) b,

Public Key : ZA5H %k
ANBREERE B U B W THWO AT O—F 20, RIS L., @EMTFOMTS
WA SO Z LAV D,

RA (B#t)5) (Registration Authority) : B&rEEE
CADEXED YL, FEHEOHRIT, BUHZ HFET 2 Hiia OLEMMERE., AR ORAE., FF
HERITICVLERERO B, CAICKT AFEHERITEREZIT) RO Z L &2V 9,

F K MME
AKCANHFEFIZHEELE, Al tb 112y Fom b —2 "I HOZ L2V 9,

Random Value :

Repository : UARY kU
CAFEAEB LW CRLEZEM L AR T LT —FX—ADZ L&,

RFC 3647 (Request For Comments 3647)
A=y MCETLENOERELZED HHAETH S IETF (Internet Engineering Task
Force) NFEITTHXLETHY, CPICPSD 7L —AU—J ZHELIZLEDZ L E2 VD,

RFC 5280 (Request For Comments 5280)
A=y MCETLENOERELZED HHAETH S TIETF (Internet Engineering Task
Force) WFITTHXETHY . AABIBEICOVWTHELLELEOZ L2V ),

RSA
JABHEENE BT L LT8R LTV 2 R b R A B RO U & > T B,

SHA-1 (Secure Hash Algorithm 1)

BIEAIHEDOND Ny V2B (ENEER) 0O0E>THLH, Ny vaffiid, Hxbh
RSP BEEROE Y MlEZART 2EBEFEEZ VI,

By bRIZ160 By by T=FOBERFEMEZBEMT Ny V2 B2 s 5 2 & T, @EETT
F AR S ASHTOARNLEBRETE - LN TX S,

SHA-256 (Secure Hash Algorithm 256)

BIR
DHFEENTZ FAAL A ETIL IP 7 R LRI 2 HEHE OMHERE 721X B A A 4 OF| ke
ZHWTDEICHEMNT 28y hU =2 « R=2XT T 4 T &I,

Private Key : FAH #E
NBREERE B B W THWO AT O—F 20, ABSEICKHST DARND N ERA T
HEEDOZ ARV, TFRESE) b,

Public Key : Z\5H %k
AR B U B W THWO AT O—F 20, BRI L., @EMTFOMTS
WA SO Z L E2 VD,

RA (CB#t)5) (Registration Authority) : B&kEEE
CADEXKED YL, GEHEOHRIT, BUHZ HiET 2 Hiia OLIEMEMER, AR ORAE., FF
HERITICVERERO B, CAICKT FEHERITEREZIT) RO Z L &2\ 9,

F UK MME
AKCANHFEFIZHEELE-, Al tb 112y hom fr b —2 R HOZ L2009,

Random Value :

Repository : UARY kU
CAFEAEB LW CRLEZEMN L AR T LT —FXX—ADZ L&,

RFC 3647 (Request For Comments 3647)
A=y MCETLENOERELZED HHAETH S TIETF (Internet Engineering Task
Force) NFEITTHXLETHY, CPICPSD 7L —LU—J 2HELIZLEDZ L E2 VD,

RFC 5280 (Request For Comments 5280)
A=y MCETLENOERELZED HHAETH S TIETF (Internet Engineering Task
Force) W FITTHXETHY . AABIBEICOVWTHELLEXEDOZ L2V ),

RSA
BRGNS AL LTE M LTV DR BIEERN R SEROO L >TH D,

SHA-1 (Secure Hash Algorithm 1)

BIEAIHEDOND Ny Va2 B (ENEER) 0O0E>THLH, Ny vaffiid, Hxbh
RGP BEEROE Y MlEZART 2EEFEEZ VI,

By bRIZ160 By by T=HOBERFEMEZFEMT Ny V2 B2 s 5 2 & T, @EETT
BE AR S ASHTOARNDLERBRETE - LN TX S,

SHA-256 (Secure Hash Algorithm 256)

(e
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EHEREHY
BFELIHE b Ny v 2 B (BEHBEE) 0O0Lt>ThHhD, By FREIF256E Y ~, T—X
DEEMEZEMTA Y L alix ik s 2 L T, BERPTTREINLSALEN TRV
BTz ENTE S,

Subject : FEE
RERHEICRB W TERE & L TRINSILTWDHARAN, T8 A, VAT A i, E23EA,
EREFT, GEHERAES LE, iEHEAHAEOEHBIOEHATIZHLT XA AT D,

Subject Identity Information : EAE R BI1TE #)
RIEREE O FRE 230013 2 1F . FARETRE #IZ1T, subjectAltName LR EI £ 72 13 Subject
® commonName 7 4 —/V RTIRESIND RAAL VA FEIXIP 7 RLAFE TR,

Time Stamp : ¥ A L AKX T
BT 7 ANVOIERR ALY AT AN A FAT LI ARFSEZ Rk L7 — 2 D L2 ),

Top-Level Domain : f v 7L~ KX A
RFC 8499 (https://tools.ietf.org/html/rfc8499) L V: [k 7 L~UL R RA A T,
FEDOEHZ, = FD—DTFDLA VY —IMET LY = Thd, ]

ucomvuigujpu

Wildcard Certificate : U A /L KA — RFEHZE
Subject Alt Name §E3EFEIKNIC D2 EHOEDDT A )L RH— R RA A U4 G it ED
LRV,

Wildcard Domain Name : YAV A=K AL U4
” %7 (U+002A ASTERISK, U+002E FULL STOP) Cha % 5 L TFHIDE#I1Z FQDN 735 < 3¢
FHNDOZ LD,

O &

2. NEEYROFNYDERE

O 4N

21 YR MY

ACAE, UARY b % 24 I 365 HFITE 2 & 5 ICHERFEBL AT O 7272 L, R AldEZR
FEEIPIZ BV TS VAT MESFEICE VR TE RWGE R H 5,

2.2 1FHROLE

AR CAIL, CRLBEIOARCP/ICPS ZUARY MY RITABAL,
TA NI THETES L1275,

AERAER A B L OMRREE 8 A

IR
BFELIHEbND Ny 2 B (BERBEED) 0O0Lt>ThD, By FREIF256E Y ~, T—X
DEEMEZEMTA Y L a izt s 2 L T, BERPTTREIDNLSALEN TRV
BTz ENTE S,

Subject : FEE
RERHEICRB W TERE & L TRINSILTWDHARAN, T3 A, VAT A i, E2HEA,
EREFT, FGEHERNAE S LX, FSEHENAEOEHBIONEHATIZHLT A ATH D,

Subject Identity Information : EAE R BI1E )
REREE O FRE 230513 2 1F . FARE TG I 1T, subjectAltName LR EI £ 72 1 Subject
® commonName 7 4 —/V RTIRESIND RAAL VA FEIXIP 7 RLAFE TR,

Time Stamp : ¥ A L AKX T
BT 7 ANVOIERR ALY AT AN A FAT LI ARFSEZ Lk L7 — 2 D L2 9,

Top-Level Domain : f v 7L~ KX A
RFC 8499 (https://tools.ietf.org/html/rfc8499) L V: [ kv 7 L~UL KA A T,
FEDOEHZ, = FD—DTFDLA VY —IMET LY = Thd,

ucomvuigujpu

Wildcard Certificate : U A /L KA — RFEHZE
Subject Alt Name §E5EFEIKNIC D2 EHOEDDT A )L RH— R RA A U4 G it ED
LRV,

Wildcard Domain Name : YAV A=K AL U4
” %7 (U+002A ASTERISK, U+002E FULL STOP) Cha % 5 LTFHI D E#I1Z FQDN 735 < 3¢
FHNDOZ LD,

O &

2. NEEYROFNYDERE

O 4N

21 YR MY

ACAIX, VAT MY % 24 I5f#] 365 HFIH TEX 2 L 5 ICHERFEEE AT 9, 7272 L, FIHAIEEZR
RERINICB W TS Y AT MESFEIZ L DRI TE RWRERH 5,

2.2 1RO LE

AR CAIL, CRLBEIOWARCP/ICPS Z U AT MY RITABL,
TA NI THETES L9127 %,

AERAER A B K OMRREE 8 A

KILDOETE

(e
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REBEED Y

23 NEHAORAE-ITHEE

AR CPICPS L, A7e< b 365 HIZ1IEIKETT 20D L L, SETOHRE, VAT MU EITAR
9%, A CP/CPS (Zi%. Baseline Requirements O/ N— a > % ED X D IZIBITT D iE
MNCHET Db D& T 5, CRL OFITHEIL, 14.9.7 GEIFRZYY R S ORITHE ) ([THET
%,

24 YROMNJADT U RAERE

A CA X, VARY M TOARBHICBEL T, FEOT 7 X3 ha—3Thiav, FEH
FRMEBLIOBREE X, ACADCRL%Z, VAV M ZBULTAFTLILEREL T D,
URT MU ~DT 7 2AX, — i Web A 0 F—7 2 — 2% B L THREE T 5,

3. Bl & RREL

3.1 ZEIRE

3.1.1 RAADIEE

A CA DATT D REFIEICEE# S 0 2 iEER I FE 04, X.500 + U —X (ITU-T(HEEE
SUBIE A BB E RPN AT T 28)E) OB BEICHEVERTET D,

31.2 ZRINEKRZEZR O LOLEY

A CA MFEATT DA FICE ENLIEWMEE L Z20EKRIE, 1711 —"—FEHE T2 7 7 1
V] ATHUET %,

3.1.3 SIFAEF AEOEL T -IX KA M

AR CANBFRITT DREAED 2E L 2 — AL, BAREL TOREIIITOZ2WVWED LT 5,
3.1.4 BARLGARRXZRIRT 51-6DFRAI

FEx e 4 O 2 MR 2 HAIE, X500 2 U — XOBI4 R EITH]E D,

3.1.5 ARID—EH

A CA NFATT HAEHEICTH SN 235814 DN O BT, BT L b —"—2x LT
—BRbD LT 5,

3.1.6 BIEDRHE. PBILEH L URE

A CA IZ. FFEERZFICEEH SN ALRICHOWTHIIMIEHEEZ A L TWANE 9 DO 51T
Drevy, GEBERIAE L. B OBGEREIRECEET 242, A CAICHFEL TER L2,
A CA IX, BERpGIEE 2 FHICGEHERRAE & = F R TR Z o 7256, 0/ g
PUTATHOR, £ K CA 13T 2B AICHEAERNHE S OFEHERGFEOHEHHECRITIN

BIEIR

2.3 NEHAORAE-ITHEE

AR CPICPS L, 27e< b 365 HIZ1IEIKETT 20D L L, SETOHRE, VAR MU EITAR
9%, A CP/CPS |Zi%. Baseline Requirements O/ N— a > % ED X ) IZIBITT D it
MNCHET Db D& T 5, CRL OFITHEIL, 14.9.7 GEIFRZYY 2 S ORITHE ) [THET
%

24 YR MJADT U AER

A CA X, VARY M TOARFBHICBEL T, FEOT 7 X3 ha—3ThRvn, FEH
FRHEBLIOBREE X, ACADCRL%Z, VAV I ZBLTAFTLILEREL T D,
URT DI ~DT 7 2AX, — i Web A F—7 2 — 2% BLTHREE T 5,

3. Bl & RREL

3.1 ZEIRE

3.1.1 ARIDIELE

A CA BWRAITT LFEAEICREH SN D AEAER A 04 RNEL. X500 vV —X (ITU-T(ERE
KO A/ BRI EEAELE PN RITT 28E) OB R EICIEVERET D,

3.1.2 AR EKREZEFEO_LDDHEY

K CANEITTHiEFHZBICE ENABFHRER E20EWL, 1711 —"—FFHAET D 7 7 4
VI ATHET S,

3.1.3 SIFAEF AEOEL T -IX KA M

AR CANBFRITT DHREAED 2F L 32— A%, BAREL TOREIIITOZ2WED LT 5,
3.1.4 BRARLGARRXZBIRT 51-6DFRAI

Fex e 4w O 2 MR 2 5L, X500 2 U — XOBI4 R EITH]E D,

3.1.5 ARID—EH

A CA NFATT HAEHEICTH SN 235814 DN D B, BT L b —_"—2x LT
—BRbD LT 5,

3.1.6 BIEDRHE. PBIEL L URE

A CA IZ. FFERZBICEEH SN AL OWTHIIMIEEEZ A L TWANE 9 DO 51T
Drevy, GEBERIAE L. B OBGEREIRECEET 242, A CAICHGEL TER D20,
A CA VX, BERPGIESE 2 F M ICGEHERRAE & = F R TR Z o 7256 o/ g
PUTATHO R, £, K CA 13T 2 B AICHEAERNHE S OFEHAERGFEOHEHECRITIN

(e
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EEIERED Y
FREED SN T DM AT 5,

3.2 MEIDFR AEHER

3.21 FAAROMBFEIIAT A%
SEAERAENEAREZFTR L TV D Z & OFEA, FEHAERITESR (LT TCSRI &£ 9H)
DEL DRFEZATVY, Hi% CSR 28, ARSI IS T ARAHHTEAL SN TND Z L2 ERT 5
ZETIT O,

3.2.2 MM F AL RDEEE
A CA 3, AT ESEYMF 5T R TOEFTONT, HEATLEBEDRVIRET 5,

3.2.2.1 HBORGE
(1) RAA 8GR
AR CA I, RO FEMEEZ TR L 72,
(2) AHARGRAER
A CA X, ERHG ALK NIITT 2 /00FH, BT ALMKRO Web ~— % L <IE%
T—HR—=A FIEAR CA BMEHETAE =HIZEIOMED LUTEDOT — 2 _X—2 %
#ﬂﬁdz@;%f PERERR 217 9 o

3.2.2.2 DBA/Tradename (EB&)
AR CA BRITT HiEHEOHEHIEE [Organization (4 )] (& DBA/Tradename % it 9
H8%EIE, 18.2.2.1 MARORRE (2) MRS & FEROMREZIT O,

3.2.2.3 Country DFEE2
A CA WFATT HAEE DO HIH
FROMERZAT D,

H TCountry ([E)] 2o\ TlE, 13.2.2.1 ##kDORIE] & [F]

3.224 FAA ADREE
A CA VL. FEHFELZFEITT LIS, L TIZRTAREb—2DHIET, BITT HiaEHED
Subject Alt Name $#L3RFHINIZE 0 53~ To FQDN #75E7T %,
AHOY 77 ar 3.224.1HMND 3.2.2.4.21 HHE, Baseline Requirements (2
va /SIS T D,
K CA Tix. TRFC 7686 - The ".onion" Special-Use Domain Name|
CEENTWDLHE, AEHFEZFEIT LRV,

Birots

12 & %5 FQDN 73R &

2026 -3 H 15 HLUBE : KCAIZTFA~V—+ Xy hT—7 « R=AXT T 4 TIZLDH A
A % OFRREE T2 1T E FHEBR ORGEIZBIE S 2 97T DNS 7 = V [Z%f L T,IANADNSSEC
Root b7 A K7 > J1—FTo DNSSEC Witz Efid 5, 77 A~V —+ Ry hT—7 « /X—
AT T 4 TIZKD RAA A OFRFEE T2 1L E BAER O MEFEICBES 53 _XToD DNS 7
WZEH &35 DNS U Vb s—(3, AR Zdli7c S22 iuide bau .

RFC 4035 Section 5 TEFHSNLH T/ Y X L% LT DNSSEC kx4 5 = &

B
TREEO KB T BRI EHT D,

3.2 MEIDFR A EHER

3.21 FAAROMBF AT A%
SEAERAENEARAZFTR L 0D Z L O, FEHERITESR (LT TCSRI £ 9H)
DEL DRFEZATVY, Hi% CSR 28, ARSI IS T ARAHTEALINTND Z L2 ERT 5
ZETIT I,

3.2.2 fAMiE FA AL RDEEE
A CA 3, AT ESEYMF 5T R TOEFTONT, HEATLEBEDRVPRET B,

3.2.2.1 HBDORRGE
(1) RAA 8GR
AR CA I, MO FIEMEEZ TR L 72,
(2) AHARGRAER
A CA X, ERHG ALK NIITT 2 /0FH, EOMG ALMKRO Web ~— % L <IE%
T R—=A FEAR CA BEHETAE =HIZEIOMED LUTZEDOT —F2 =2 %
#ﬂﬁdz@;%f PERERD 217 9 o

3.2.2.2 DBA/Tradename (EB&)
AR CA BRITT HiEHEOHEHIEE [Organization (4 )] (& DBA/Tradename % it 9
H8%EE, 18.2.2.1 MARORRE (2) MR & FEROMREZIT O,

3.2.2.3 Country DFEE2
A CA WFATT HAEE DG HIH
FROERZAT D,

H TCountry ([E)] 2o\ TlE, 13.2.2.1 ##kDORIE] & [F]

3.224 FAA ADREE
A CA VL. FEFELZFEITT DS, LTI RTAREb—2DHIET, BITT HaEHED
Subject Alt Name #L3RFHINIZE 0 53~ TO FQDN #75E7T %,
AHOY 77 ar 3.2241HMN5 3.2.2.4.21 HHZ, Baseline Requirements {Z
va /SIS T D,
K CA Tix. TRFC 7686 - The ".onion" Special-Use Domain Name|
ICEENTWDLHE, AEHFEZFIT LRV,

Birot”s

12 & %5 FQDN 73R &

2026 -3 H 15 HLUBE : KCAIZTIFA~V—+ Xy N =7 « R=AXT T 4 T|ZLDH A
A % OFRREE T2 1T E FHEBR ORGEIZBE S 2 97T DNS 7 = V [Z%f L T,IANADNSSEC
Root b7 A K7 > J1—F To DNSSEC Wik Efid 5, 77 A~V —+ Ry hT—7 « /X—
AT T 4 TIZEKD RAA A OFRBFEE T2 LB BAER O MFEICBES 53 _XToD DNS 7
WZEH &35 DNS U Vb s—(3, AR &l S22 iuide bau .

RFC 4035 Section 5 TEFHSNLH T/ TY X L% LT DNSSEC kx4 25 = &

&%
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EHEBRED Y

RFC 5155 TEFK 415 NSEC3 #¥HR— 52 &

RFC 4509 8 X *RFC 5702 TEFE SN D SHA2 #HHR—hF252 &

RFC 6840 Section 4 [Z¥F SN TWHtEF 2 U7 4 LOREFHEZBEUNICAHESHZ &
A CPICPS D 3.2.2.4.4 THE L1 3.2.2.4. 14 THITFLH SN TV D A —/L(Z ié%%4/%®mn
FHEIZBWT, KCAEFT T4~V — Ry NI —F « N=AXRTT 4 TIZLD RAAL 5D
FRRE FE 7T E BEAE R OMRFEICBE T 2F8RE R A A VA2 WG L L9 &9 59 2To DNS
CNAME, CAA. TXT 7 =V (2%} L T, JANADNSSEC Root k7 A k7 > —% T?D DNSSEC
FRAEZ i L, £ 724 CAIZDNSSEC ik & LM b3 2720z — IR Y o —Z i L7zuy,
Z Do DNS 7 = U 28\ ThH, A CA 1T IANA DNSSEC Root b7 A N7 v B —%TD
DNSSEC #ifEx £+ 5 b D L& L, £724AK CA I DNSSEC il b3 572 bhic e — L
RY —EEH LR,
FOMDTXTD RAAL A ORBFIFFECBNT, KCAIFZFIA~V— Xy hT—27 « N
— AR T 4 TNCED RAA ZORGEE T2 E HMERORFEICBEE S 59 _Cod DNS 7

UiZxt LT, IANA DNSSEC Root k7 A h7 >4 —% CT?D DNSSEC MiiE& FEfE L, /-4
CA X RAA U ORGEE T2 EFRHER OMRFEIZBI# 95 DNS 7 = U (2% L C DNSSEC ik
T DDl a— VR Y —ZHH LA,
IANA DNSSEC Root k7 A 7 >4 —% CT? DNSSEC 7%, A CP/CPS 8.7 iR
DE 22T T2 DICE i S LD N A OXI RN & T 5,

IANA DNSSEC Root 7 A 7 > % —% T? DNSSEC f&7ElL, A& CP/CPS 5.4.1
HA N O] O TEEOGINET D,

RLdR S AL

3.2.2.4.1 Validating the Applicant as a Domain Contact
WS LT D,

3.2.2.4.2 Email, Fax, SMS, or Postal Mail to Domain Contact
7/&Aﬁ%%—»%hb DT F IMEEFI LIRS E 22 TS 2 LItk ->T, H

\CFQDNORFMENRH D = & 2R+ 5, 7 & MMEiE, WHOISICE/REN TV D A —/L

7 RURBBIZEET D,
AKCAIX, 7 ¥ AMEOEFIZ, FAX, SMS,
7/&Aﬁi%f—wf~%&b = DFA
T 5,
20254E7TH 10 A LRI HAT S HREAEL Y . ZOFELENNE T D,

3.2.2.4.3 Phone Contact with Domain Contact
WS LT D,

3.2.2.4.4 Constructed Email to Domain CoentactEmail to a Constructed Address
LT DOFET, HFEEICFQDNORIHMENH 5 Z & 2R T 5,

BAE 2 L7avy,

TOREN 525 H INOFERBISEIZ DX BN b D &

IR

RFC 5155 TEFK 415 NSEC3 #¥HR— 452 &

RFC 4509 8 X *RFC 5702 TEF SN D SHA2 #HHR—hF52 &

RFC 6840 Section 4 {Z¥F SN TWbHEF 2 U7 4 LOREFHEZBEUNICAHESHZ &
A CPICPS D 3.2.2.4.4 THE L1 3.2.2.4. 14 THITFLH SN TV D A —/L(C ié%%4/%®mn
FEIZBWT, KCAEFT T4~V — Ry NI =7 « N=ZAXRTT 4 TIZLD RAAL 5D
AL FE 7T E B R O MRFEICBE T 258RE R A A VA2 WG L L9 &9 59 2To DNS
CNAME, CAA. TXT 7 =V (2%} L T, JANADNSSEC Root k7 A k7 > —F T DNSSEC
FRFIEZ JE0i L, £ 724 CAIXDNSSEC LA ML T 57Dz — R Y —%H L7,
Z D> DNS 7 = U 28\ ThH, A CA 1T IANA DNSSEC Root b7 A N7 v —%TD
DNSSEC #ifEx £+ 5 b D L L, £7-A CA i DNSSEC i b3 5 7=dic e — L
RY =& LR,
FOMDTXTD RAAL A ORBFIFFEBNT, KCAIFZTFIA~V— Xy hT—27 « N
— AR T 4 TNCED RAAL U ORGEE T2 E MR ORFEICBEHE S 59 _Cod DNS 7=

UiZxt LT, IANA DNSSEC Root k7 A h7 >4 —F CT?D DNSSEC MiiE& FEfi L, F7-A
CA X RAA U ORGEE T3 E FRHER OMFEIZBI# 95 DNS 7 = U |Zxf L C DNSSEC ik
T DI a— VR Y —ZHH LA,
IANA DNSSEC Root k7 A 7 >4 —% CT® DNSSEC 7%, A CP/CPS 8.7 WNEBE:AL)
DE 22T T2 DICE i S L DN A OXI RN & T 5,

IANA DNSSEC Root 7 A 7 > % —% To? DNSSEC f&7ElL, A& CP/CPS 5.4.1
LA N O] O TEEOHGIN T D,

RLER S AL

3.2.2.4.1 Validating the Applicant as a Domain Contact
WS LT D,
3.2.2.4.2 Email, Fax, SMS, or Postal Mail to Domain Contact
7/&Aﬁ%%—»%mb DT F IMEEFI LICERIGE 252 TS Z LItk > T, H
IZFQDNOFIHMEN B 5 Z & 2R T 5, 7 X AMEIZ, WHOISIZE RSN TWD A —/b
7 RURBBIZEET D,
AKCAIZ, 7 ¥ MMEOKE[FIZ, FAX, SMS,
7/&Aﬁi%f—wf~%kb = DFA
T 5,
20254E7TH 10 A LRI AT 2REAEL Y . ZOFELENNE T D,
3.2.2.4.3 Phone Contact with Domain Contact
WS LT D,
3.2.2.4.4 Email to a Constructed Address
LLTFOFIET, HEEICFQDNORIHEN S 5 Z & iR T 5,

BAE 2 L 7wy,

TOREN 525 H INOFERBISEIZ DX BN D &
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1. @o®OFE{fliZadmin. administrator. webmaster. hostmaster. postmaster®\ 3 Fu>
ZHV, ZHUC@ EFREE B A A A e THER L 721D ED A=)V T B L A%E (2 AEH
Pt L) A — NV EEETD

ﬂ”‘ll/

L e
2. A—NIIET X MMEEEDD

3. FTDOT U X MEEFIH LI HRINE &5 ID

HEA—NE, ZDA—NVTHASNDBIE R AL D, R EINDHEFQDNDTGE R A A
4 THDHHEIC, BEOFQDNOFHMEZ MR 5 Z LN TED,

T MEITEA—NLT—EET D, L

A=)Vt FUAMEOFRIAEZED, NEEERBLOZEFTEZEH LARVED |
FEHEGETAHAIENTEDHES,

BXLEFD

T B MMENE OGO RERE N B 25 B INDORERISE IO A7 b D L35,
S VLA e Al e S A T L

(HEHHZ AL (T f gl Wy B SOV DI I 200 5 ol e M 1) B =
L ! P U BB SN TINS R A o il z g 2150 H 1 i
3.2.2.4.5 Domain Authorization Document
EHANET 5,
3.2.2.4.6 Agreed-Upon Change to Website
HWHAET D,

3.2.2.4.7 DNS Change

TURDENRT o H—AaT TaE D TV EHIEE L7 FQDN @ DNS V' — 2815 % TXT
UY—=Aba—RFRGgENTND I EEMAET 52 & T, A2 FQDN OFIHENH 5 Z &
ZHERT %,

[T —RAa7 ThhE 27UV L, "_acme-challenge” &3 %,
JEEHT NP (DA NV R —R) OBEE, "™ (VANVRT—F) FXVZDHLD%
"_acme-challenge” 7 ~ /L |Z & & Tﬁ‘% 2D
T U H MEIZAGEAERITHFE T —E L L, ZORITORN D 25 H LN ORERINE
RbDLET D,
A CA 1%, A CP/CPS [3.2.2.9 Multi-Perspective Issuance Corroboration] THE I L TW5
& ¥ 1 . Multi-Perspective Issuance Corroboration #5472, HfFHiF L L Thv o hEand
7eDIZiZ, Ry NI =2 « R=2AXT T 47X, T4~V —- Xy hU—7
€4 7 ERLET o DMEEHERRT 5,

(O E A

C N— AT T

IR
1. @oOZfMlizadmin, administrator, webmaster., hostmaster. postmaster®V 3 717>
ARV, ZHUC@ ERRRE R A A A Zfel TR L7212l ED A — L7 R L ZSEIC A —
w%%%?é
2. A—NVIETUH MMEEEZDD
3. XOTZNMEEFIN LICHRRISE 2% TS
KA =L, FOA— )V THEHASNDFEIAE R A A 40, HERIILDHEFQDNOFGE R A A >
4Tl LA, BHEOFQDNORMMA MR T D Z LR TE D, 74 METEA—LT—
BEET 5,
A=, T LMEOBRMEZEZD, NAERKBIOZEHEZEELRWRD | 2220
FEFHETHIENTED,

7 > Z DMEIFERD 525 H LN OGS E IS /AR b D ET 5,

3.2.2.4.5 Domain Authorization Document
WS LT D,

3.2.2.4.6 Agreed-Upon Change to Website
WS LT D,

3.2.2.4.7 DNS Change
TUHLMMEANT U H— AT THE D TV ERFIE X L2 FQDN @ DNS V' —281F 5 TXT
UY—=Aba—RFRGENTND I EEMAET 5 2 & T, HiE#IZ FQDN OFIMHENH 5 Z &
ZHERT Do

[T B —R2AaT7 ThhEH 7L 1L, "_acme-challenge” &3 5,

JEBHT NP (DA NV R —R) OBEE, "™ (VANLVRT—F) FXVZDOHLD%
"_acme-challenge” 7 ~/L|Z & & Tﬁ‘% 25,
T U MEIZAGEHERITHFEC—E L L, ZORITORND 25 H LN ORERINE
RbDLET D,
A CA 1%, A CP/CPS [3.2.2.9 Multi-Perspective Issuance Corroboration] THE I TW15
& 3V . Multi-Perspective Issuance Corroboration #3#£9%, HffiF L LThv o FEhd
7eDIZiE, Ry NI =2 « R=2AXT T 47X, T4~V — Xy hU—7
4 7 ERLT ¥ DMEEERT 5,

IO E A

C N— AT T
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3.2.2.4.8 TP Address
WS LT D,

3.2.2.4.9 Test Certificate
WS LT D,

3.2.2.4.10 TLS Using a Random Value
WS LT D,

3.2.2.4.11 Any Other Method
WS LT D,

3.2.2.4.12 Validating Applicant as a Domain Contact
HEEE N AL A DBEE THDH I EAMFET 52 L %26 > T, HEE#H IZ FQDN OF|FHHED
bHZ L EMEERT D, T2 L, RCAZ VYA RNI/ILTY AT ET5H RAAL 4% 5T FQDN
ThHLIGEITRD,

3.2.2.4.13 Email to DNS CAA Contact
WS LT D,

3.2.2.4.14 Email to DNS TXT Contact
FUELMEEA—NVKE L, £DOT X LMEZFIH LIRS E 22 TS Z &I2k > T, H

Z FQDN OFIHMERH D Z & 2R T 5, 7 % AMEIL, FQDN ZiBGET 5 72 9128

SITRERE R A A >4 D DNS TXT Record Email Contact 4822553 5,
KA =L, FDORA—NLT FUANRTIESNDEFERE R A A 4@ DNS TXT Record Email
Contact Th 554, D FQDN OF|HMEA R THZ LN TE 5, T XTOZEHENIEGE
SNDEFRFE R A A 4 @D DNS TXT Record Email Contact TH ARV | [A U A —/LEEED
ZEHICEETE D,
T U METZENEND A=W —EDObDETDH, A—/UET7 X AMEOHBIHEZEZH T
KEHIETE LN, BN EZEENEREINRNZ 2R M ET D, T U X MEITZEDA
FE D 25 HEANOD L AR AEGBOMBEAICEZh & T2,

2025 4F 5 H 29 HLARIZRATT DREE L 0 . 2o FiEEm@ x5 L3 5, A& CA 1%, A CP/CPS
[3.2.2.9 Multi-Perspective Issuance Corroboration | THE I N TW 5D & BV |
Multi-Perspective Issuance Corroboration # %35, EfFIFE L TH TV I bH=dIC
X, Ry T =2 « R=AXT T 4 TE, RAAL AORFEH OGN T T4~ — - Ry

NI =2 « R=AXT T 4 7 LR U A — /& e 2 i3 %,
3.2.2.4.15 Phone Contact with Domain Contact
WS LT D,
3.2.2.4.16 Phone Contact with DNS TXT Record Phone Contact
WS LT D,
3.2.2.4.17 Phone Contact with DNS CAA Phone Contact
WS LT D,
3.2.2.4.18 Agreed-Upon Change to Website v2
F oL LMERWebA T Y DT 7 A MIEENTND ZEEMAET 52 a2 b > T, HGh
DFQDNZEB L TWDH Z L BT 5.

IR
3.2.2.4.8 TP Address

A ET 5,

3.2.2.4.9 Test Certificate

A ET 5,

3.2.2.4.10 TLS Using a Random Value

A ET D,

3.2.2.4.11 Any Other Method

A& 5,

3.2.2.4.12 Validating Applicant as a Domain Contact
HEEE N AL A DBEE THDL I EAMFET 52 L% b > T, HEE#HIZ FQDN OF| FHHED
bHZ L EMEERT D, T2 L, RCAZLVUARNI/ILTY AT ET5H RAAL 4% ET FQDN
ThHhLIGEITRD,

3.2.2.4.13 Email to DNS CAA Contact

A ET D,

3.2.2.4.14 Email to DNS TXT Contact

FUELMEEA—NVEEL, £DOT X LMEERFIH LIRS EZZ TS Z 212k - T, H
Z FQDN OFIHMERH D Z & 2R T 5, 7 % AMEIL, FQDN Z#8GET 5 72 9128 IR

STRERE R A A >4 D DNS TXT Record Email Contact 4622553 5,

BEA =L, ZFDA—NVT FUADRRBIES LD EFAE R A A 4D DNS TXT Record Email

Contact TH 546, HEHO FQDN OFIHMEZ BT 5 Z LN TE 5, TN TORIFEH DL

SNDEFRFE R A A 4 D DNS TXT Record Email Contact TH ARV | [A U A — /L EEED

ZEHICEETE D,

T MEIZENENDA =N —EDObDETDH, A—/UET7 X AMEOHBIHEZEZH T

BEHETE LN, RN EZEENEEINRNZ 2R ET D, T U X METZEDA

R D 25 HEANOD L AR AR OB AICEZh & T 2.,

2025 4 5 H 29 HLAREICHRITT 2EE LV . 2O FEEZEHIRE L3 5,4 CA 1L A CP/CPS
[3.2.2.9 Multi-Perspective Issuance Corroboration| THE I N TW D & BV |
Multi-Perspective Issuance Corroboration #%E#:3 5%, EfFIFE L TH TV DI
X, Ry FT—2 « X=X T 4 TE, RAAL AORFEH OGN T T4~ — - Ry

NI =2 « R=AXT T 4 7 LR U A — /& e 2 i3 %,
3.2.2.4.15 Phone Contact with Domain Contact
WS LT D,
3.2.2.4.16 Phone Contact with DNS TXT Record Phone Contact
WS LT D,
3.2.2.4.17 Phone Contact with DNS CAA Phone Contact
WS LT D,
3.2.2.4.18 Agreed-Upon Change to Website v2
F oL LMERWebA LT Y DT 7 A MIEENTND ZEEMRRET 52 L a b > T, HGf
NFQDNZEB L TW\W5H Z L 2RI 5,
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1. JUHMMER, 77 ANERGETDIARCAICES Y 72X M ARICEEH# L7220
2. ARCAIZ, 77 A NVOBFHIBNT, iz BT 2HTTP A 7 —# A = — F(2xx) & g
T %,
TUEMMEERZT T 7 AR, LT RTEMIETRER D D,
1. FQDN%ZARA & LIZURI FIZEE STV RITIEZR 5720
2. "l.well-known/pki-validation"7 ¢ L' 7 ks UIZ{EN 72T UL 72 6720
3. httpFE7=iFhttps® A F— A2 LY B SINRTIUE R 5720
4. 80 (http) b L<iZ. 443 (https) DF— R TT 7 & A SHAARITHIEAR S A2
KCAWY HA LT MIENT 7 AN ETRT 25613 UTETERMETHERH D,
1. HTTP” v bzl Av—nbltsnd ) XA L7 N THD
e HTTPART =X ZAa—RIEIUTFOWTRNETD
o 301, 302, 307 (RFC 723112 7E)
o 308 (RFC 7538IZHLE)
e RFC 723107.1.21H CTEF S 4172, Location~ Z D"the final value"% U A L 7 ¢
ET5
2. VXA VLT T DB, httpF 72iZhttpsD AF— L& HW D
3. UXA L7 T 5EE, 80 (http) & L <L, 443 (https) DAR— MMZT 7 AT 5
T X MMETBFEHERITHE C—EL L. TORITORNH25 A LINOMHERIGEIZ O E H)
bDET D,
20214E11 18 H LARRICHEAT T DREHIFEICHOWNWT, UA NV FU— R FAA A OBRECK LT
DHEEBEINET D,
Onion K A A 4 %FrE . AKCAIZX. &K CP/CPS [3.2.2.9 Multi-Perspective Issuance
Corroboration| THE I TW5 LV, Multi-Perspective Issuance Corroboration % 5£%
T2, BHFLLTH Y FENDEOITIE, Xy NI =2 « NR=AXUT 4 71F, FIA~
U= Ry hT =27 « R=AXI T 4 T LA LT ¥ MEEHERT D,
3.2.2.4.19 Agreed-Upon Change to Website - ACME
RFC 85550 8.3 T XA 72ACME HTTP Challenge # ¥ v & AW T, HiEENFQDN%
BHLTWD Z L &2MEiET 5, LUFIE. RFC 8555/ H DIBIMERTH S,
1. ARCAIZ, MFEICHBITHY 7= A MIHTHLVAR AL LT, fPEEWRT H5HTTPA T
— X A a— R(2xx) & RS 5,
2. TUXLMEITHERERITHET—EE L, ZORITORN G250 INORERILEIZ D&
b o LT 5,
3. ARCABVZA LT MIPENT 7 A NVE BT 55613, TR TEMETHNENRD D,
1. HTTP” v bzl Av—nbltsnd ) XA L7 N THD
o HTTPAT —%ZXa— RiFLLTFoWnWTnntd5
= 301, 302, 307 (RFC 723112 7E)
= 308 (RFC 7538IZHL7E)
o RFC7231D7.1.2I CTEF S 7=, Location~~ ¥ ®"the final value"% U ¥ A
L7 MREETD

IR
1. TJUHMMEE, VA NERGETOIARCAICE DY 72X M ARICEEH# L7220
2. ARCAIZ, 77 A NVOBFHIBNT, iz BT 2HTTP A 7 —# A = — F(2xx) & g
T 5,
TFUEMMEERZT T 7 AME, LT RTEMITHEND D,
1. FQDN%ARA & LIZURI FIZEE STV RITIEZR 5720
2. "l.well-known/pki-validation"7 « L' 7 ks U\Z{EN 72T UL 72 6720
3. httpE7=iThttpsd A F— A2 LY BfF S e T huiudZz 5720
4. 80 (http) b L< 1%, 443 (https) DFE— K TT 7 & A SHARITHIEAR S AR
KCAWY HA LT MIENT 7 ANV ETRT 25613 UTETERMIETHERH D,
1. HTTP” v bzl Av—nbltsnd ) XA L7 N THD
e HTTPRAT =X ZAa—RIUTFOWTINETD
o 301, 302, 307 (RFC 723112 7E)
o 308 (RFC 7538IZHLE)
e RFC 723107.1.21H CTEF S 172, Location~ % M"the final value"% V A L 7 ¢
ET5
2. UHEA LT FT AL, httpFE/2iThttpsD AF— L% H W5
3. UHAL7 FTAEE, 80 (http) & L<i%, 443 (https) DR — M T 7 & A4 %
T X METSFEIERITHE C—EL L. TORITORNH25 A LINOMHERIGZEIZ O H)
nbDET D,
20214E11 18 H LAREICHEAT T DREHIFEICHOWNWT, YAV FU— R FAA A OBRECK LT
DHEEBEINET D,
Onion K A A 4 %FrE . AKCAILX. &K CP/CPS [3.2.2.9 Multi-Perspective Issuance
Corroboration| THE I TW5 LV, Multi-Perspective Issuance Corroboration % 5£%
T5, BT LLTHV Y FENDIDITIE, Xy FT—=7 « R=ZAXT T4 T, T4~
U= Ry hU =7 « R=AXI T 4 T LA LT ¥ MEEHERT D,
3.2.2.4.19 Agreed-Upon Change to Website - ACME
RFC 85550)8.35H T /&7 & #L72ACME HTTP Challenge A v R&H\ T, HiHEHENFQDN%
BHLTWD Z L &2MEET 5, LUFIE. RFC 8555/ H DIBIMERTH S,
1. ARCAIZ, MFEICHITHY 7= A MIHTHLVAR AL LT, lPEEWRT H2HTTPA T
— X A a— R(2xx) & RS 5,
2. TUXLMEITHERERITHE T —EE L, ZORITORNG25 0 INORERILEIZ D&
Hhirb o325,
3. ARCABVZA LT MIENT 7 A VBT 55613, L FTRETEMETVERD D,
1. HTTPY'um hai A Y—rblltSnd VXA L7 N ThD
o HTTPAT—%ZXa— NI TFoWnWTnntd 5
= 301, 302, 307 (RFC 723112 7E)
= 308 (RFC 7538IZHLE)
o RFC723107.1.25 CEF S 7=, Location~~ ¥ ®D"the final value"% U ¥ A
L7 MREETD
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2. VXA VL7 T 5B, httpF 72 iZhttpsD AF— L& HW D
3. UXA L7 T HEE, 80 (http) & L <L, 443 (https) DAR— MMZT 7 AT 5
TANRI— R RAAL LD L CZOFEZHEMANE T D,
Onion K A A >4 %FrE ., KCAlZ, KCP/CPS [3.2.2.9 Multi-Perspective Issuance
Corroboration| THE I TW5 LV, Multi-Perspective Issuance Corroboration % 5£%
T5, BT ELTHY Y FENDTZDITIE, Ry FT =7 « N=AXTT 4T, TI7A4~
U= Xy hT =7 « R=2AXT T 4 T LE LT ¥ MEEERT 5,
3.2.2.4.20 TLS Using ALPN
WS LT D,
3.2.2.4.21 DNS Labeled with Account ID - ACME
WS LT D,
3.2.2.4.22 DNS TXT Record with Persistent Value
WS LT D,

3.225IP 7 FLADMREE
AKCAIZ, IP T RLUAZRIET D72 O DOFEAEZIIT L2V,

3.226 TAIFAh—F FAAL LDEEEE

KCAIX, VAN KNA— FEEHFELFRITT LA, VANV RA— R RRAAL 4128175 FQDN
AN TV A NYVER] F720X TXT7 Vv or 870027 X (Fl: T* com), [* .couk],
AEAllE RFC 6454 8.2 THAZZ M) Th L 02 HIWrd % CE L SN FIREZ L LIREET 5,
U4»Fﬁ—FF%4V% BIT5 FQDN H3 VoA M UEH ] £7201% X7 Y v o7 H 7
4 v 7 A THHEE, A CAIX, FAAS CAHAZEREROELRERZHER TERVIRD | %
1TaHEET 2 (f:kz X, *.couk] F720F I* local) #F1TL TidZe b7 3, Example Co.
IZXkF LT [* example.com| Z#F{T9 52 LIXTEX5),

RAAL A EMEBEDOS B, s TR NVER] THY | MI23BREFREZRER b v 7 1L
IV R A A B ZERDERS Td D O, Baseline Requirements OFEHIZHED LD LT 5,

3.2.2.7 T—AEERDIEREN

A CA L, TR ZEHTE 27— WA E LTHERT LIS, 7 —Z HRIEOEH
PE. IEREE, B L O SARBES~OMMEZRHET 5, A CA X, 77— EWIKHOF S, T
RLEEET D,

1. [EEmOREERE

2. IEHIR O FE

3. T ARMELT—HZINEDEH
4. T—FZ OFIHFTREMED ABRYE

5. T —XOWE A FE T IO R

3.228CAA La—F

FAT 7k 20— E LT, A CA L, RFC 8659 THEEINTWA L HIT, BITINDEHEHA

IR
2. VXA VL7 T 5B, httpFE /2 iThttpsD AF— L2 HN D
3. UXA L7 T 5E0E, 80 (http) & L <%, 443 (https) DR— MMZT 7 AT 5
TANRI— R RAAL A OFRIEK L CZOFEZHEANE T D,
Onion K A A 4 %FrE ., KCAIZ, KCP/CPS [3.2.2.9 Multi-Perspective Issuance
Corroboration| THEIILTW5 LV, Multi-Perspective Issuance Corroboration % 5£%
T5, BT ELTHY Y FENDTZDITIE, Ry bT =7 « N=AXTT 4T, TI7A4~
U= Xy hT—=7 « R=2AXT T 4 T L LT ¥ MEEERT 5,
3.2.2.4.20 TLS Using ALPN
WS LT D,
3.2.2.4.21 DNS Labeled with Account ID - ACME
WS LT D,
3.2.2.4.22 DNS TXT Record with Persistent Value
WS LT D,

3.225IP 7 FLADMREE
AKCAIZ, IP T RLUAZRIET D7D DOFEAEZFIT L2V,

3226 JAILFHA—F FAAL U ZDERRE

KCAIX, VAN RNA— FEEHFELFRITT DA, VANV RA— R RRAAL 4128175 FQDN
AN TV ANYVER] F720X TXT7 Yy o707 X (Fl: 1* com), [* .couk],
AEAllE RFC 6454 8.2 IHAZZ M) Th L 02 HIWrd % CEL SN FIREZ ML LIREET 5,
U4»Fﬁ—FF%4V% BITH FQDN H3 LA M UEH ] £720% X7 Y v o7 H 7
4 w7 A THLHEE. A CAIZ FAAS VAHAZEREROELRERZHER TERVIRD | %
ITHHEET 2 (f:kz X, *.couk] F720F I* local) #F1TL TidZe b7 3, Example Co.
IZXkF LT [* example.com| Z¥{T9 52 LI1XTE5),

RAAL A EMEBEDOS B, s TLOANYVER] THY | MI23REFREZRER b v 7 L
IV R A A B ZERDERS CTd D O, Baseline Requirements OFEHEIZIED LD LT 5,

3.2.2.7 T—AEERDIEREN

A CAE, T—ERRZEHTE 27— WAL LTHERT SIS, 7 —Z HRIEOEH
PE. IEREME, B L OUSARBES~OMIMEZRHET 5, A CA X, 7= EWIKHOF S, T
RLEEET D,

1. [EEmoOREERE

2. IEHIR O FE

3. T ARME LT —HZINEDEH
4. T—Z OFIHFTREMEDABRYE

5. T —XOWE A FE T IO R

3.228CAA LO—F

FAT 7k 20— E LT, A CAIL, RFC 8659 THEEINTWA L HIT, BITINDEHEHA
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#D Subject Alt Name E5EMHEIKN O ANSName (ZOW T, CAALVa—FK2F=v 27 L, A
O TR RIZHE 5. A CAITFRITT 25A. CAA L =— RO TTLOEZMIRN) £ 721X 8
KD 5 B, WTFImRWORHNTHITT 2,

FE IR SN DRG0 R A A VAT 2 HEEE ORI ML RBIET 2 72Dl S 5 )5
% (K CP/CPS 3.2.2.4 HAEZM) OHIZIL, AEHEORITENEBMDO Y T—h Xy hT—7 -
IN=AXRTT 4 T CAA La— RERE LTI AIVLERH L 0NRH D (K CP/ICPS
3.229H #5M), T4~V — Ry hT—0 « X=2AXT T 4 THRTHT-DITIF, VU
FT—h e Xy FNT—=2 « R=ZAXT T 4T D CAA F = v 7 I5EIE, MFDOFR Y hT—27 « /3—
ARG T 4 TNEDISENNA BN TR —TH D0 ENICEDL BT, BITHFE & L TR S
NOVERSH D, £, KCA X, 207 varyTEREINLTWDLEEBY, 7I9A4~<U—-
Iy T =7 e N=2AXRT T 4 TEIRIE—F « Xy hT =27 « N=ZAXT T 4T DT
D, ERITZZOMNGFICBWTHAARE. CAA L a— NRRBZ T —NRELESEAIE, UV E—
feRXy hT =2 « R=ZAXT T 4 TIZXVIEENEMTONTZ DL AT ZENTED,

CAA L =— FZAHT HFE A CA X, RFC 8659 THEINLTWD LY | issue, issuewild,
B Wiodef 7' m /X7 4 Z V&S5, 72721, iodef 71/ 37 ¢ X 7 OWNEIZKET 2T
1Th7rn, o7m 7 ¢ 2 73R — b 58451%, Baseline Requirements [ZHE 41T
WHMET aNT ¢ BT LGRS, WET R R T 4 X T X OVEETH I ERRNE ST
2

AR CAlZcritical 77 7 %MEEL, 2OV T 7y NaFoRRART 0T 4 X 7\EE L=
BITFEHEEZRIT L2,

AKCAIZ, LTOTRTICEET %6, La— Ny 77y T ORMEFITIF
EWHZEMTXD,

RN CADA LT ITARNT I FXHTHD

vy Ty IRl TEIFBRITSATND

- &K CA 7%, RFC 4035 Section 4.3 TE& S5 [Insecure] THDHZ L ZHERLTND

A CA L, WHEFO—FRE L TRONIET 7 a rBnbiudd T/ T d oD LT
éo

3.2.2.8.1 CAA L a— F® DNSSEC #&5E
2026 3 H 156 HLBE : RCAIZTI7A~V—+ Ry NI =7 « N=AXT T 4 T|IZEH->THE
MESiLD CAA La— KoLy 77 v 7T 253 XTo DNS 7= U 2% LT, IANA
DNSSEC Root N7 A F7 > 1—F TP DNSSEC Witz £ T 25, 774~V —+ Ry hU—
J e N—=AXRT T 4TI E ST CAA Va—Rory 77y FIZEE L THERINSTXTO
DNS 7 = UV IZfEH &5 DNS U Y bo"—id, AT &= .

IR
D Subject Alt Name $E5EMHEIKN O % ANSName (Z2OW T, CAALVa2— K2 F=v 27 L, A
O T ABRFERIZHE D . A CAITFRITT 285A. CAA L =— RO TTLOEZMIRN) £721% 8
KD 5 B, WTFmRWT ORHAN THITT 2,

FE IR SN DRG0 R A A VIS 2 HEEE ORI ML BIET 2 7Dl S 5 5
% (K CP/CPS 3.2.2.4 HAEZM) OHIZIL, AEHEORITENEBMDO Y T—h Xy hT—7 -
IN=AXRT T 4T CAA La— RERE LTI 2L ERH L 00RH D (K CP/ICPS
3.229H #5M), FI7A~V— Ry hT—0 « XR=2AXT T 4 THRFTHTDITIF, U
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L7z B OIS FREAERL KOS T 2 RAREZFIAT 0L L, ZoMmoFARIcHAL
TR B2,

4.5.2 1REEE D ARES & UFERAE O A

MREEE X, A CA OFEFEAMEHT 52 & T, A CA AT LI-REEOEEMEAL LT 5 2
EMTED, R CADFITLICIEHFOEFMELZ AL L, FFT 501IZ, A CP/CPS DNAEIC
DUWTHUE L, A L7227 570,

4.6 BEFH =HDOLTVEAEOERH

BEFH 2 DR WREAE O R & 13, ARRAEE TS Z L2 < AEHFERNE ITH L WEER
FERITTLHI 20O, A CA L, FEHAENMENGEHELZEHT 256, Hl2ig~7 %z
BT D2 L2 HERT D,
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T h A TUE, HFASHEEUSANRT 2R TERNE S IR SR B O TRET 5,

554 T—hA TDINvH T TFEk

BV
A CA L, BEAvZ7OBRAEMRZ S LIZ, EHEB IO AT AEEHICE TS EX=2 VT 4
EOREEEEFHET S & L bIS, BES U TRFOREMELR T2V T 477 /v 0
ANFE, BF 2 U T A RRORE L2179,
SBICCADEXaVT 47 R7T AL LTOLDRERY AT TRAA L M@ Lk
BN D,
1. GEET — X EIEREHER R Y 0 v AT D ARERT 7 B A PR, RIEMEH, &,
K IIHERIZ SR D . TRIFTREZR NSO BB FET 5,
2. FEMIET X B L OGEMEERY 0t AOKEEE BB LT, D OBBO TR KO
EER IR E ZRHI 9 5.
3. ZOXIBRBREICHIT H720IC CA BEALTWLRY —, FIH, fFH AT A £
i, BEOZOMOIY RDB 53 TH DN E D 0 EFHIET %,

5.5 BBERDREE

FI.II.II

551 7—h4 TDiEHE

A CA X, A CP/CPS 5.4.1.508kSN DA X FOFEEH] OARCA DY AT LTI /I
Mz T, WOIERET —IA 7L LTRIFET 5,

- 1T L72REREH K O CRL

+ CRL OFATIZEEY % g i

- & CP/CPS

« A CP/CPS (2D E AR S AV RERE R O ZE#5E N 2 Bl 4 2 30H

c RREES A MICRET LA ICB VTR, BRI 55

- B O FEMuhhE R BT D Riekd K A E E

< FEAAERIHE B O BIEE EA

- FEBEAI A b O B s L OV O

OCSP VARV —~DT7 7217 (OCSP VARV Z—%EH L TW\W5H CADEE)

5.5.2 7—h4 TREFHME

AKCAVL, T—hA 7 %K 10 FRIRFT 5,

7272 L. Baseline Requirements ([ZBH #3245, 7— U4 7 &hicE#&An 7 (K CP/CPS
[5.56.1 77— A 7O THIE) 1T, ERIFRTY A LAZ U Thodd b 2 FH, £
72134 CP/CPS 15.4.3 Bifiv 7 2 rFid 2 WM ) 120l THREFT 2B ENH LY . Whae
B0V OMERET 5,

B, WOBEROT —HA TI2O0TE, K& 7TEBERET 5,

- GEBHERIAE 7 b O HEEE i L OV oL E

553 7—h4 TDRE
T hA TUE, HFASHEZEUSANRT 7R TERNE S IR SR B O TRET 5,

554 T—hA TDINvH Ty TFE

(e

39/75




ERBRED
SERHERAT. BN £ 7213 CRL %475 . K CA DY AT AT AEREATFT — X ICEERD 5
WalE, Wi, T AT ORI T T ERET D,

5.5.5 FLERICA M LR AV TH#HETHEHL
AR CAlX. NTP (Network Time Protocol) Zff L TA CA @ AT LADEEZIREIHA &7V, K
CADY AT ANTRUR SN DHEERGEWMICH LZ A LAZ T (5T 5,

556 7—h4A4 TPWELRTLA
T—HATONEL AT LT, KCADIV AT LAOBEEICEENL TV 5,

5.5.7 7—h4A 7 DBRIEFH

T—HA T, BFa T REERENST 7 ARERESATE L, EWEN R ORI 0O e
BEITH, EEMLERL, T—hA T O5e4MER L OMEEORERZ B LT, # LU
R~DERAFT S

56 BOUYEZ

A CA ORAGT, AT L REHEOA DR A GEEM A 23817 LIZAEHEOKR KR
AR LD R R DN 72 2RO LR L OREHEFEORITZAT 5. H LWEAED
AR ENTBIT. T LWEAA A > TREMFE R L O CRL OFITE21T 9,

57 iRt B L UVKEI S DEIE

5.7.1 EHE L UVRERBIEFOFH

5711 41 0TV bRIES L UKEEIBSE

CA RAHENEIHILETITERILOBZENNH AL EB LR EFICL WV K —E 2D,
fFEIEIC D72 D 19 7RSI E LI A 12T, TOED bvestlE, FIEICHEV, ZAaict
—EREFHEHIE D,

K CA X, A>T v MR L O ER AFEZ2 T2 b0 &35,

A CA 1, KFE, vx =2V T 4 OfEkb, EITEEBENRELESGACT I r—var
V7 RO T YT T4 —, FEAEFHE ., BLOEIY FEICEM L, 20 2 /BT
YD X oA SN, FEMRB L OKEFEERFIEZ XCE T L5b0E T 5, K CA ITFHF
SRR A2 AR 9 2 BT R0 S, AR CA O AR U 72 B X kit & 5 =
U7 43R ZRETELL9ICT2b0ET5, KCAL, F1IEIZNOLOFIEEZT A M, L
Ea— BROEHTLHLDLET D,

FEMBETINZIZUL T2 30T UEZe 5720,
FHE 2 258 5 72 O et

BRI FIE

74— 7 FE
B FIE
FHEORSF A Y 2 —v

or k=

EBIIR
SERERAT. BN £ 7213 CRL %475 . K CA DY AT AT A EREATFT — X ICEERD S
WalE, Wi, T AT ORI T v T ERET D,

5.5.5 FLERICA M LR AV TH#HETHEHL
AR CAlX. NTP (Network Time Protocol) ZfHf L TA CA @ AT LADEEZIREIHI TV, &K
CADY AT LANTRUR SN DHEERGEWMICH LZ A LAZ T2 HET 5,

556 7—h4A4 TPWELRTLA
T—HATONEL AT LT, KCADIV AT LAOBEEICEENL TV 5,

5.5.7 7—h4A 7 DRI FH

T—HA T, BFa T REERENST 7 AHERESATE L, EWIEN R ORI 0O e
BEITH, EEMLERL, T—hA T O5e4MR L OMEEORERZ B E LT, # LU
R~DERAFT S

56 BOYYEZ

A CA ORAGT, AT D REHEOA DR A GEFEM A (23817 LIZREHEOKR KR
AR LD L R DENTH 72 2RO LR L OREHEFEORITZAT 5. T LWEAED
AR ENTBIT. T LWEAA A > TREMFE R L O CRL OFITZ1T 9,

5.7 iRt B L UVKEI S DEIE

5.7.1 EHE L UVRERIEFOFH

5711 41 TV bRES L UKEEIBSE

CA RAHENEIHILETITEHRILOBZENNH AL EB LR EFICL W K —E 2D,
fFIEIC D72 D 19 7RSI E LI A 12T, TOED b stlE, FIEICHEV, Z4aict
—EREFHEHIE D,

K CA X, A>T v MR LR ER AFEZ2 T2 b0 &35,

A CA 1, KFE, vx =2V T 4 OfEkfb, £ EEBENRELEGACT I r—y gy
V7RO T YT T4 —, FGEAEFHE ., BLOEIY FEICEM L, 20 2 A BT
YD Lo CERE SN, FEMRB L OKEFEERFIEZ XE TS50 LT, K CA ITFHF
AR T A AR 9 2 M EIT RO, AR CA OB AR U 72 WX kit & & =
U7 43R ZRETELL9ICT2b0ET 5, KCAL, F1IEIZNOLOFIEEZT A M, L
Ea— BROEHTLIHLDLET D,

FEMBTINZITUL T2 30T T 5720,
FHE 2 268 5 72D O Feff:

BRI

74— 7 FE
FBAFIE
FHHEORSF A ¥ 2 —v

or k=

(e
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ik BB X OE B

1B\ D EATAG P

HAEME IR (RTO)

BB R AT O E I 22T A b

10. HERFET mE AOHRWE I IIREREEL, A LY —I2 CA OFEERE AR £ 721X
BoLT D7 OFHE

11, BERRSLEM (DFVD, X2 VT RESNTHESLEREST 77T 4 X—va v E
) Z2RBGETRE T 5 oo DB

12. ZFRFHEZR U A7 AMEIEHIR I X OVBl1E RER

13. WADFEFBRBLOY 7 Ny =T Oy 77 v 7 a b —OfERUEE

14. HIHMEHED CA DA A P A N ETOHEHE

15. KERENSTOVA bEIZY T— bV A b TRERBREAZE T 5 E TOHMICATRE
72 PH CRR A & IR T D T2 O DFIE

5.7.1.2 ABEHEHE

AR CA IFKRERNFRITAH A T CHERI D FEAT A RE725
FEFEL, 7 A MREBEOFERNOGG LN EA A
5,

© »® 9

ZAfERF L. KRB H OFERT A
(R kBRI SIE ) 2 f) R S

E H

202549 A 1 H LY. A& CA %, Mozilla Root Store Policy DHLEIZHEVY, KERZNA X2 b
(x5 72 D D EFERI DD FAT AT RE 70 GBI 2 SR E L, HEFFT 5,

572 IN—F9x 7, VI bz 7FRET—2H0HEEBL-EEDFHEK
AKCAIZ, KCADVATLON—Ry =T, VYT Uo7 37— 2B LIS E. A
I T v THELTRELTWAN—RU =T V7 M =T 3T —F2HL T, T4
RN CA DV AT LOEIIIEEZIT O,

5.7.3 FShERLERIEL-HEEDOFHR

AR CA X, K CA ORAHEDGHEL LTI ET2I3GbOBENNH D L L7256, BXLW
SEGITL YA CA DY AT AOERNTW, $E1RIC27228 5 X 5 R RAE LI 5AITIE,
TOED HIVIZFEIE, FNEIZHE, ZRITEM 2 S5,

5.7.4 XERDEEMRKMGE

AR CA L. RMOFRENFEAE LIGEICT AONICEIAEEZE M CTEHL 5, THA CA D
AT AONRBHEOREME:, HINCH X T2y 7 7 v 75— O, BIRFROR TS, hE
IRRY FHRLNIAR CA DYV AT LEBIBT D12 0DORKEITH,

58 FARFEITBFR/ORT

A CAX, ¥HEILTIVLERD DHE. TDOEZFFNIIA CP/CPS 19.11 BIfRE M O
FNEEAE ] ITED bV HIECREERN HE I @mT 5

IR

ik bk X OHE

{8 N\ D EATAGPH

B8 B (RTO)

B R AT O E I 22T A b

10. HERFET m B AOHRWE I IIREERESL, # A LV =2 CA OFEERE AR £ 721X
BoLT 7O DOFHE

11. HEERRS(LEM (DFEV, EX a2V 7 1 RESNTEFEEEST 77 4= a v E&
) Z2RBGETCRE T 5 oo DB

12. ZFRFHEZR U A7 AMEIEHIR I X ONEl1E RER

13. WADFEFREBIOY 7 Ny =T Oy 7T v 7 a e —OVERBEE

14. EIHMEHEID CA DA A P A N ETOHHE

15. REFRAENDLTLOYA M EILXY T— M A N CRERBRREAZHE LT 2 £ COWIMIZATHE
7R P CRR i & PR T D 7o O DFIE

© ®» 9

5712 KEAMHE

A CA IZTKRERFERIH 2 T2 OGO FIT [ RE/R G
FeFEML, 7A FNPEBOBEENOE LN %5
3,

ZAfERF L. KRB EOFERT A
(SRR AkRERIS SIS ) 2 f) B S

E H

202549 A 1 H LY. A CA X, Mozilla Root Store Policy DML EIZHEVY, KERZNA X2 b
(x5 72 8 D EFERI DD FAT AT RE 70 GBI 2 SR E L, HEFFT 5,

5.7.2 IN—F9x 7, VI bz 7FRET—2H0HEEL-EEDFHK
KCAIZ, KCADVATLON—Ry =T, VYT MU 2T £ET7—2BBHE LG AE, A
I T v THELTRELTWAIN—RU =T V7 M7 3T —22HL T, T4
RN CA DV AT LOEIIIEEZEIT O,

5.7.3 FShERLERIEL-HEE DT

AR CA X, K CA ORAHED G LTI ET2I3GbOBENNH D L L7256, BXW
SEGITL YA CA DY AT AOERNTW, $E1RIC271 5 X 5 R RAE LI 5A 1T,
TOED HIVIZFIE, FNEIZHE, ZRITEM 2 S 5,

5.7.4 XERDEEMRKMGE

AR CA L. RMOFRENFEAE LIGEICT AONICEIAEEZE M TE 5L 5, THAR CA D
AT AONRBHEOREME:, EINCH X TNy 7 7 v 75— O, BIRFRmOR TS, iE
PRRY FHRLNIAR CA DYV AT LEBIHT D12 0DORKEITH,

58 FARFEITBFR/ODRT

A CAX, ¥HEILTIVLERD DHE. TDOEZFFNIIA CP/CPS 19.11 BIfRE M O E
FNEEAE ] ITED b HIECREERN HE @I 5

(e
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6. Bifiltxal) T4 EE

6.1 BR7DERSELULAM VR =L

ARIHIZHOWT, GEEFRE 2 &2 OMBIREICB T 2 8 B LUK CA o EHIZ L
THET %,

6.1.1 BRT7 DERL

K CA OFERTIZX LTI TOEEAITH,

1. ®ERAZ VT MEHELT, A7 V7 MIE-> TEET 5,

2. AREEANC CA BT AR 7o RIS babys, 720k CA BT A7 n k2
BARE GBI T 5,

K CAFLUTEZERT LD LT D,

1. & CP/CPS OWNEITHE > THBERIZIRGE ST BREE T CA #7247 5,

2. BHEOWIZ L DHHR L OE S FIOFANCES EEIN KB OMEYEFIZ LY CA #
T m2ERT D,

3. AR CP/ICPS TAMINLTWHuEtI it L OFEE 23K 5{bEY 2 —LINT
CA #~XT %A 5, & CA OFT X FIPS140-2 L~Ub 3 DOFRE & G Lz —
Ry =7t%%=2UTF 0EY2—/b (Hardware Security Module : LLF, THSMJ &\v9)
ETHEKT D,

4. CA BXTHEWRT 7T 4 €T 4 & VLT 2,

FA DA CP/ICPS B L OBEAER A 7 U 7 MMIFL#E STV D FINRICHE > THERE K OR
HE ST T & A PRRIITIRGET D 2RAY ARl 2 MR D,

Baseline Requirements (ZHEHL U 7= FIHF 1A RERAE OB~ T ARICEA LTk, ROEMHD 1

DL ENE T SN E. R CAIFTEHEERZEGTHOLERD D,

1. 723K CPICPS 6.1.5 #¥A X F£7213A CP/ICPS 16.1.6 AFI#ED/{T 2 —X D4
BB X OVHERAE ] ICRE STV D EEZZ LTz,

2. FAHEOERIZHEH SN RFE D FIEICKRER 5 5 &\ D BIfERFEHLS & 5,
A CA X, HElHEOARZIMEIE D, EiLF A EITRE SN HFIELZRM L T»
5o

4. A CAZ. A CP/CPS 14.9.3 KZHFEFH] I L UA CPICPS [4.9.12 #DfEFa{biZxt
T D) DRBERFR A AW CTHEEE ORAEN G LT 2 L 2 FaEm S
TN 5,

5. ABHEED, HEFCHEIE SN METHRRARICKHE L TWD, A CA I, 2024411 H 15
BLEoRzilcancd Dl EHUTOTHHEEEZ#EL D,

BIEIR

6. Bt xal) T4 EE

6.1 BR7DEREELULAM VR =L

ARIHIZHOWT, GEERRE 2 &2 OMBIRE ICBE T 2 #E B LUK CA o EHIZ L
THET %,

6.1.1 BRT7 DERL

K CA OFERTIZx LTI TOEEAITH,

1. ®ERAZ VT MEHELT, A7 V7 MIE-> TEMET 5,

2. AREEANC CA BT AR 7o RIS babys, 720k CA BT A7k 2
BARE GBI T 5,

A CAFLUTEZEMT LD LT D,

1. & CP/CPS ODWNEITHE > THBERIZIRGE ST BREE T CA #7247 5,

2. BHEOWIZ L DHEHIR L OE S HIOFANC RS EEIN T ZBIOMEYEFIC LY CA #
T m2ERT D,

3. AR CP/ICPS TAMINLTWHuEtI it L OFEE 23K 5{bEY 2 —LINT
CA #XT %A 5, A CA OFT X FIPS140-2 L~Ub 3 DOFRE % G Lz —
Ry =7t%%=2VUTF Y 2—/b (Hardware Security Module : LLF, THSM] &\v9)
ETHEKT D,

4. CA BXTHEWRT 7T 4 €T 4 VLT D,

FA DA CP/ICPS B8 L OBEAER A 7 U 7 MMIFL# STV D FINRICHE > THERS K OR
HE ST T & A PRRITIRGET D 2RAY ARl 2 MR D,

Baseline Requirements (ZHEHL U 7= FIHF A1 RERA B OSEA~T ARKICEA L Tk, ROEHD 1

OLLEN T SN E . R CAITREEERZIESTH2LERH D,

1. 7 1A CP/CPS 16.1.5 #E¥ A X £72134A CP/CPS [6.1.6 ABA#ED /NT A —X DA
Ak K OVRE A ] ISR SN TV D EEENTZ LT,

2. HAROERUTHEH SNTARFEDFIETRMER 5 &0 5 BRGNS & 5,
A CA X, HHEHEORARZ /LI D, FEIEFA T ITFEH S e HFIEEZR# L T
Do

4. A CA X, & CP/ICPS 14.9.3 KAHGEETHt) 3L UA CP/CPS 14.9.12 #OfEirfbll ks
T D RRNEN ) DR FER T2 D THEE ORAEP ab Lc 2 & 2 HAiC @i S
nTWn5b,

5. NPHSED, FEFRCHEIES N MET RBARIIKHE L TWD, A CA 1L,
TRIEEZHE L D,

Ve EBLLTD

(e

Baseline Requirements &

(ZPE S BT
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1. Debian weak keys ifig51% (https://wiki.debian.org/SSLkeys) D&, A CA L, V
RY bVicie#iahn 8o MIE (RSA, ECDSA %) B L O 4 X T L (1
https://github.com/cabforum/Debian-weak-keys/ CH L S 72T X COREHELT 5,
8192 &'y & X 5 RSA#Y A X2 fr& . A CP/CPS [6.1.5 #YA X DA
7= ZF DO ST, A CA X, Debian weak keys #5759 5,

2. ROCA Haggt: 4. A CA IZ. httpsi/github.com/crocs-muni/roca CTATFA[HEZR Y
—NVETIEREDY — M Lo THA S DA HESE T 5,

3. Close Primes i3 (https:/fermatattack.secvuln.info/) DA, AR CA X, 7 =L
~—DRESEEZ VT 100 7 7 > RUWICRE R T E 2 e eit e 557 5,

6.1.2 SIBAERAEICHT HSRFROIA
REREFH ORATEIE, AERIEFUNHE HADERT 5 b0 & L, KCAGEY BHIH# ORLA
BERS L OSHHRAT D 2R,

6.1.3 R~ DLREBDOIZ (T
A CA 25T 2EEHEFR|HE ONBREEO R 1L, FEAEORHIRCA T4 2L »> TiThh
Do ZDOEXOBERKIZITLS IZ LV E(LETIT O,

6.1.4 RELEA~D CA ABRARDIZfT
RFEEILZ. KCADYRY FVICT 7 BATHZ LICL->T, K CA DAL AFTEHZ L
MWTE D,

6.1.5 #4914 X

A CA 1%, Baseline Requirements (ZHEHL L 7= FIHF MITREAEEZBITT HICHT=> T, KD
CLEHERETLILDLTD,

RSA #~7 OG5

A= REINDREETOEY 2T R - A XF, D 2048 By N THDHZ &
cEVa2T A A X (B MEALD) A8 TEIDYIND Z &

ECDSA §#~7 D54

- % —7% NIST P-256, NIST P-384 Mt LoOAMRmERLTNDH I L

DT N T Y X LRLEE A RNLFFAT L7V,

6.1.6 AFABDNTA—FDERS LI UVRERE

K CA DVAT LATHEMAT 2 HSM 1E, K SHREO MEMAERREEZ AT 5, ABED/ T A —
X%, WEREOITbI - SHEE AW TAERIN S,

RSA 122NV T, A CA X, ABRKOMEN 3 U LEOFK(RTHDH Z L 2MWRTH, MAT, &
BHFEERIT 2716+1 BL O 242561 OFPHNTH L RE LT 5, JEOFREL LT, ik THD
Zr, FBHOBRFETITRNI L, 752 L/ WRENR RN E LT D, [B: Section 5.3.3,
NIST SP 800-89]

IR

1. Debian weak keys ifig514 (https://wiki.debian.org/SSLkeys) D&, K CA L, V
RY bVicie#ian 8o MIE (RSA, ECDSA %) B L O 4 X T L (1
https://github.com/cabforum/Debian-weak-keys/ CH L SN/ X COREHELT 5,
8192 £y & X 5 RSA#Y A Xz fr& . A CP/CPS 16.1.5 #YA X DA
7= ZF Doz >UVW T, A CA X, Debian weak keys #5759 5,

2. ROCA Haggt: 4. A CA IZ. httpsi/github.com/crocs-muni/roca CTATFA[HEZR Y
—NVETIEREDY — /M Lo THA S oA HE T 5,

3. Close Primes Mi93% (https:/fermatattack.secvuln.info/) DA, AR CA X, 7 =L
~ —DRESEEZ VT 100 7 7 > RUWICRE R T E 2 e eit e 557 5,

6.1.2 SIBAERAEICHT SRFROXKA
REREFHE ORATRIE, RERIEFUTE H AP ERT 5 b0 & L, KCAGEY BAIH# ORLA
BER X OSHHIRAT D 2R,

6.1.3 R~ DLREBOIZ T
K CA 25T 2EEHEFR|HE ONBRSEO R 1L, FEAEORHEIRICA T 4 iz k- TiThh
Do ZOLEDOBERKIZITLS ICLVKEELEITH.

6.1.4 RFEFEA~D CA ABHBDOR T
BFEE X, KCADVRY RNIIZT 7 EATHIEICE-T, K CADAREELZATTLZ L
MTED,

6.1.5 #4914 X

A CA 1%, Baseline Requirements (ZHEHL L 7= FIHFE 0T FEAEEZ BT T HICHT=> T, KD
CLEMERETLILDLTD,

RSA #~7 OG5

A= REINDREETOEY 2T R - A XF, D 2048 By N THDHZ &
cEVa2T A A X (B FEAD) A8 TEIDYIND Z &

ECDSA §~7 DG &

- % —7% NIST P-256, NIST P-384 fElih#i LoOAZ AR LTSI L

DT N T Y X LRLEES A RNLFFAT L7V,

6.1.6 NFABDNTA—FDERS LI UVRERE

K CA DVAT LATHEMAT 2 HSM 1E, K ESHREO MEMmAEREE AT 5, ABFED/ T A —
XL, WEREOITbI - SHEE AW TAERIN S,

RSA 122V T, A CA X, ABRKOMEN 3 ULEOFK(THDHZ L 2MWRTH, MAT, &
BHFEERIT 2716+1 BL O 242561 OFPHNTH L RE LT 5, JEOFREL LT, ik THD
Tl FBHOBRFETITRN L, 752 LD/ WRER RN E LT D, [B: Section 5.3.3,
NIST SP 800-89]

&%
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ECDSA (Z2W\W T, A CA X, ECDSA E2AREMIEL—F » £721% ECDSA 45 ABHgEM
FEV—F CEFEH LT, 3T TOROFEINMELHERT 5, [BH: NIST SP800-56A: Revision2
® Section 5.6.2.3.2 & 5.6.2.3.3]
2B, FEBERAE ONREEO T A —2 OERE X OEWEREICOWTHE L,

6.1.7 BO A&
ACAB L OACANFATT 2 FEHEDRD FRIZLLFO@EY &+ 5,

# 6.1 #oH®E

AKCA KRCADFHATT LRk FH
digitalSignature — yes
nonRepudiation — —
keyEncipherment — yes
(7272 L. ECDSA#%
M UTZREAEZFR L)
dataEncipherment — —
keyAgreement — —
keyCertSign yes —
cRLSign yes _
encipherOnly — —
decipherOnly — —

6.2 IWEBORELHLIUBEE D 12— IILEITOEE

A CA 1%, RIERIFHERITZGIET A7 0 OWEME X OG5 H#E x5 2 45 A/
WRORRFFFE LD Y AT LETITT A A TO CA FLAEHOME# L, CA BAHOBRZD
LA FETEEINE, X2V T 1, BEb, 7032005 OMBEDED HRERL
T35, CAlL. b IN-#EFE 21380 S OREHEP ., B EMHRKEBICMZ A Z &N TE
Do 7 3 AAB L ORI L » T, FAE#EZRF 5T 5,

6.21 BBEES1—ILOEERFLUEHE

K CA ODRABD AR, &, BL4HEMEIL. FIPS140-2 L1 3 ¥E#L HSM # W TiT 9,
6.2.2 FARDEHKAER

A CA ORAHEDOEMAL, IHEMAL, Ny 7T v 7HEOBIRIL, BRRBREICEWTHEEAD
MERREIZ L - TIT 9,

6.2.3 FAAREDIRY O—
A CA DA R 7 a—(TfTHh7r,

IR
ECDSA |22\ T, A CA X, ECDSA &AM —TF > £7-1% ECDSA 5 /A B R
AL —F L aHH LT, X TOROAIMELHRT 5, [ZM: NIST SP800-56A: Revision2
® Section 5.6.2.3.2 & 5.6.2.3.3]
728, REERIHE ONBREED T A —Z DERB L OUVERAIZOWTHIE LR,
6.1.7 D MH&
AKRCAB LOKRCANFHITT DAt EOHEO HIRIILL T DOEY &35,

# 6.1 #oH®E

AKCA KRCADFATT LR FH
digitalSignature — yes
nonRepudiation — —
keyEncipherment — yes
(7272 L. ECDSA#%
M LUTREAEZFR <)
dataEncipherment — —
keyAgreement — —
keyCertSign yes —
cRLSign yes _
encipherOnly — —
decipherOnly — —

6.2 IWEBORELHLIUBEE D 12— IILEITOEE

A CA 1%, RIERIFHERITZGIET A 70 0OWEME X OG5 H#E x5 2 45§/
WRORRFFFE LD Y AT LETITT A A TO CA FLEHOMR# L, CA BAHOBRZD
LA HETEEINE, X2V T 1, BB, 7032005 OMBEDED HRERL
T35, CAlZ. b IN-8#EFE 21380 S OREHET ., B EMHRKEBICMZ A Z &N TX
Dt o7 3 AAB LI ORI L - T, FAE#EZRF 5T 5,

6.21 BEES1—ILOEERLIUERE

K CA ODRABD AR, &, BL4HE/EIL. FIPS140-2 L1 3 ¥E#Lo HSM # W TiT 9,
6.2.2 FARDEHKAERE

A CA ORAHEDOENMAL, IHEMAL, Ny 7T v 7HEOBIRIL, BRERBREICBWTHEEAD
MEFREIZ L - TIT 9,

6.2.3 FAAEREDIRY O—
A CA DA R 7 a—(TfTHR,
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REBEED Y

6.2.4 AEBDNVHT VT

K CA ODRARD /Sy 77T v 7 1E, BEL OHERE L > TTbh, BESbSiREET, &
F a7 IREIRE S ND,

6.2.5 FSAEBDT7T—hA4 T
K CAFRLGHRD T — A T 1T T,
6.2.6 FAFRBOBEES 12— IADFEFEIIEEED 1 —I/ILHbDIEE
A CA OFAHEED HSM ~DHEEF 7213 HSM 76 O#E%E L, EX a2 7 REBICB W T, A #
A L LT RBETET 9,
6.2.7 BEBES 12— IILADINEROIEH
K CA OFRAHIL., B b 7= RET HSM NIZHENT 5,

6.2.8 TAFRDEMHILTTE
& CA ORHROTEHALIE, £ % 2 7 REICBWTEER OREREIZ &> T ),

6.2.9 AAFRDIEFEILSE
A CA ORAHFHOIFEMEIL, BF 2T RRICBW TEESL OWHEREIZL > TIT o,

6.2.10 RAEROWRAIX

A CA ORAFEOBERIL, BHA OHEREIC L > CERICYIIL S 72 3B ICE T 2 2 &
ZE-2TITH. Ny 7T v 7OV THRBRO FHEIZ L > TIT 9,

6.2.11 S E Y 21— /)LD

A CA DY AT LATHMT 5 HSM OB AHEIZ SV TiE, A CPICPS 16.2. 1.0 5E Y 2 —/L
DIFER LOEHE] OB THD,

6.3 BRT7DEZDDEESE

6.3.1 NHEBOT—HA4 T
K CADODRNBREEOT —Hh A 7%, X CPICPS 15.5.1 7T— A 7OFEHE) IZ25FEN 5,

6.3.2 SIAZENFEVRE L AFARS KU LRRBOFDHARE

A CA DT DANHIRITED 7208, CAREEOARHIMIL 20 FLU T 2 HE L TV D,
2026 £F 3 J 15 H LR FAT S AHE M REAFIE. AR 397 H 2 2 5 <& Tl
72<, 398 HABEA TILR B2\,

2026 4 3 A 15 HLARED> 2027 & 3 A 15 H LARNIZAT S =R AT RER E ik, 2031
MN199 HEB A DHNETiEZe<, 200 HE#EZ TIER 570,

BIEIR

6.24 AEBDODN\VHT VT

K CA DRARD /Sy 77T v F1E, BEL OWERE L > TTbh, BESbSiRET, &
F a7 IREIRE S ND,

6.2.5 FAEBDT7—hA4 T
K CARERD T — 1A T 1 THR,
6.2.6 FAFRBOBEES 12— IADFEFEIIEEED 1 —ILHDDIEE
A CA OFAHEED HSM ~DHEEF 7213 HSM 76 D#E%E L, EX a2 7 RBICB W T, A #
A L LT RBETET 9,
6.2.7 BEEBES 12— IILADILNEROIEH
K CA OFRAHL., B b 7= RET HSM NIZHT 5,

6.2.8 TAFRDEMHILTTE
& CA ORHROIEHALIE, £% 2 7 REICHWTEER ORERFIZ &> T ),

6.2.9 AAFRDIEFEILSE
A CA ODRAHFHOIFEMEIL, BF 2T RRIZBW TEESL OWHEREIZL > T 9,

6.2.10 RAEROWRAIIX

A CA ORABEOBERIL, BHA OHERE I L > CERICYIIL S 723 ICE T 2 2 &
ZE2TITO. Ny 7T v FITOWVTHRBRO FHEIZ L > TIT 9,

6.2.11 S E Y 21— /)L DOFFi

A CA DY AT LATHAT 5 HSM OB AHEIZ SV TiE, A CPICPS [6.2. 1.0 5E Y 2 —/L
DIFHER LOEH] OB THD,

6.3 BRT7DEZDDEESE

6.3.1 NFEBOT—HA4T
K CA ODRNBREEOT —Hh A 7%, A CPICPS 15.5.1 7T— A 7OFEHE) IZ5EN D,

6.3.2 SIFAEDEDHB L IAERE L U LARBOANAM

K CA DFEST DANEIMNITED 72 A, CA GEFEDOA LML 20 FLU T2 48E L T\ 5,
2026 4F 3 H 15 HLARNZ AT S AIMFE R FEREIL, AR 397 H &2 2 5~ & Tl
72<, 398 HZH X TiTe b2,

2026 4 3 A 15 HLARED> 2027 & 3 A 15 H LARNIFAT SRR AT RER E ik, 2031
MN199 HEB X HNETiEZe<, 200 HE#EZ TIER 570,
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ERERD Y
2027 4 3 H 15 HLAREDD 2029 & 3 H 15 H LARNZHAT S V=R A T REB EX. A 2
D99 HEBZD_ETiEe<, 100 HEZBZ TER b7,

2029 4 3 H 15 HELARRIZFAT SR B T REB E X A 202 46 H 2 2 5 & Tk
<, 47T BZBA IR B0,

% 6.3.2 FIHZ TN EORAE I OB E

FEHEDORITH e KA R
2026 43 H 15 H X Y A 398 H
2026 4= 3 H 15 HLARE | 202743 H 15 H X Y Ai 200 H
2027 4= 3 H 15 HLARE | 202943 H 15 H X Y Ail 100 F
2029 4F 3 H 15 H LIR% 47 H

IR L1 HIX 86,400 ML ed, T aEBA LML, NURLLTOBERL S 5 5B &5

T, B 1 BxEWRT S,

6.4 EHEET—42

6.4.1 FHEIET—2DERB L UVHRE

A CA OFARE BAET B 1= OIS BB RTEVALT — 2 1%, 54 ORERE I X - THER Sh.
FETFBLITHET 5

6.4.2 EMHIELT—2DEE

A CA OFRAROIEMACIZ LR T — 7 BN S - BT, £ 2 7 RRICHB O CRE
BEAEIT O,

6.4.3 FEHIET—2DHDER R

A CA OFRAFFHDIEMALT — % DA EEOEFIIL, A CP/CPS 15.2. 1[5 S5 &%4E
IR ENTZEBIT O,

6.5 AYE1—42DtEXa )T+ EE

6.51 AVEa—42tXa ) T4ICEATHEMBNEY

KCAZ, KCADOVATAIEBATAI N N—Ry=2T, VY7 27X LT, FOWE., &
EE. REMSIZSONT TR 2TV, BAZRRET 5,

A CA 1. AIELZESERITSELZENTELTRTCOT AL Mok LT, SHEERAS
FheTHbD LT 5,

652 aYFa1—4tXxal) T«

L[I]]
-

il

IR
2027 4 3 H 15 HLARED D 2029 & 3 H 15 H LARNZHAT S V=R B T REB EX. A2
D99 HEBZDHRNETiE/R<, 100 HEZBZ TER b0,

2029 4 3 H 15 HELARRIZFAT SN FIHE T REB E X A 202 46 H 2 2 5 & Tk
<, 47T BZBAZ IR B0,

% 6.3.2 R 1A REA & O/ KA DR 025

FEHEDORITH e KA 2
2026 43 A 15 H X v A 398 H
2026 4= 3 H 15 HLARE | 202743 A 15 H X D #ff 200 H
2027 43 H 15 HLARE | 2029 4F 3 A 15 H X Y Aff 100 F
2029 4F 3 H 15 B LIR 47 H

IR L1 HIX 86,400 L ed, ZHaEBA LML, NI TOBERL S 5 5B E2ED

T, B 1 BxEWRT S,

6.4 EHEET—42

6.4.1 FHEIET—2DERB L UVHRE

A CA OFAREBAET D1 DI HERTEVALT — 21, 54 ORERE I X - THER Sh.
FETF BRI HET 5

6.4.2 EMHIELT—2DEE

A CA OFRAROIEMCIZLE R T — 7 BN S - BRI, B 2 7 ARRICHBO CRE
BEAEIT O,

6.4.3 FEHIET—2DHDEER R

A CA ODFRAFFHDIEMALT — % DA EEDOEIIL, A CP/CPS 15.2. 1[5 S5 &%4E
IR ENTERIT O,

6.5 AOYE1—42DtEXxa )T+ EE

6.51 AVEa—42tXa ) T4ICEATHEMBNEY

KCAZ, KCADOVATAIEBATAIN—Ry=2T, VY7 27X LT, FOWE., &
FEE. REMSIZSONT TR 2TV, BAZRRET 5,

A CA 1. ALELZESERITSEL LN TELTRTCOT AL Mok LT, SHERAS
FheTHbD LT 5,

652 aYvFEa1—4tXxal) T«

L[I]]
-

il
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EEBES Y
&K CA 1, A& CA DY AT ACBNTHAT 5T <COY T h =7, ~— K& =70k LT
FRNC T AT LT A R EITV, A CA DV AT AOREHEEOHBICE DD, £2, A CA Dv
AT LDEH 2 VT 4 EOREIITEIC OV TOFHINEE, SHlZ kiR ICATV Y BESsER JE L &
NIELEAITE, THRDIILER AT 9,

6.6 54 714 ILOEMUEER

6.6.1 YR TLHAXKER

K CADYVAT LOHEEBIOA LTI AF, BEBEE FTITY), K CADVAT LOE
BEATHOEAIE. TSRO, MRA1TH, £/o. K CA OV AT AR L T, #Y)
AT NTRFOEX 2V T 4 HINEEATLIDICEX 2T 4 F oy 7 2470, EFXa
VT 4 HRefT D

6.6.2 X2l T4 EREE
A CA I, FEHEREEE, WS, HEREESOEMTROTM, RERAKE, A1
RFEOC X2 Y T ARHY 7 b Y =7 OWHFEHEZITV, LX) T 1 ZHET 5,

6.6.3 SA4 7YYLV )ILtXxa)) T4 EHE
AKCAIL, KCADVATLAOVAT LBF, EH., RFVEUIITOILTWD Z & Z kT
L, HEILCSEEZITI,

6.7 Ay FI—U X2 T4+ EE

AKCAF, KCADVATL~NDR Y NT—=IMWEDORIET V7 EBAXKE LT, 774 T U+
‘_‘/l/\ IDS %%%Eﬁ—éo

fa 55 P A B A
NE R =Y arTANML, DR EBELR, BKROHLE -HIZL - TEET 5,
Megstsin] 7 v 2120, BET 58X 2 U7 47 RS YU OGN REREE D5,
HR &R S AV MEFI IS DV TIE, RS 96 e AN RIS F Tl 2 R E T 5.
Z DD LL &Gl S U HEFEIC OV TR, A CABNY A7 TR AL MIHESEE
DN GRS 60 HEBZ 72\ IEEEZ%ETT 5,
MEFSPEIL. BITPFEL R VWL D IEIESNTESGA, FRIXEERR CADEX =) 7 4
RHENCEB L 22\ EHER INTIGAIC, BIEFREHRT,
FTARTORG EFERITCE L, BEFRETD

6.8 FALARAVT

B A LAE LTI T 5B, A CP/ICPS 15.5.5 Fl§kICH A LAXR Tt 5 58 &
[Flkk &35,

IR
&K CA X, A& CA DY AT MBI THAT 5T _CHY T h =7, ~— K& =70k LT
FANC T AT LT A R EITV, A CA OV AT AOREHEMEOHBRIIE DD, £12, A CA DV
AT BDEF 2 ) F 4 EORBHEC SO TONBITE, 20T, Tt S
NIEGEAITE, THRIILER AT 9,

6.6 54 74V ILOEMUEER

6.6.1 YR TLHAXKER

K CADYVAT LAOHEEBLIOA LTI AE, BEBEE FTITY), K CADYV AT LDOE
BEATHO AL, TSRO, MRA1T5, £/o. K CA OV AT AR L T, #Y)
AT NTHRFOEX 2V T A HINEEATLIDICEX 2T 4 F oy 7 2470, BEF¥a
VT 4 HRefd 5

6.6.2 X2l T4 EREHE
A CA I, fEHEEg, WEEH, HEREHESOEMTROTM, RERAKE, vA1/1%
RFEOC X2 Y 7 ARWY 7 b Y =7 OWHEEHEZITO, LX) T 1 ZHET 5,

6.6.3 SA47YA( U)X 2) T4 EHE
AKCAILZ, KCADVATLOYVAT LBF, EH., RTFDEUIITOILTWD Z & Z kT
L., HEI CSEEZITI,

6.7 Ay FI—U X2 )T4+EE

AKCAZ, KCADVATLA~NDR Y NT—=INWEDRET V7 EAXKE LT, 7747 U+
‘_‘/l/\ IDS %%%Eﬁ—éo

Hfa 59 P A B A
NE R L=y arTANML, DR EBELR, BKROHLE -HIZL - TEET 5,
Megatsin 7 v 212, BET 58X 2 U7 47 RS YU OGN REREE D5,
HR &R S AV MEFI IS DV TIE, RS 96 e LN RIS Gl 2 R E T 5.
Z DD L~L &Gl S HEFEIC OV TR, A CABNY A7 TR A MIHESEE
DN GRS 60 HEBZ 72\ IEEEZ%ETT 5,
MEFSPEIL. BITPFEL R VWL ) IEIESNTEHGA, FRIEERR CADEX =Y 7 4
RHNCEB L 22\ EHER INTZIGAIC, BIEFEHRT,
FTARTORG EFERITCEL, BEFRETD

6.8 FALARAVT

B A LAE LTI T HEEX, A CP/ICPS 15.5.5 Fl§kICH A LAXR Tt 53 58 &
[Flkk &35,
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REBEED Y

7. IAE S LVEHAELEHMIVA MO TOT7ZAIL

71 SIBAZEO 7O 7A )L

A CA X, & CP/CPS 2.2 GEHFEFH ORI, A CP/CPS [6.1.5 #9A X, A CP/CPS
[6.1.6 NPHHEED /X7 A — X OARKE JOERAE | (ICHE SN H B2 b o L

2,

A CA DFIAEZMTFEAEZRITT D, CSPRNG 6D 64 £ N EOM N EETe 1 Lk

23 27159 A DEE TIXRWFEHE S U 7T VR 52 LR T 6D LT 5,

A CADFATT DREIEIL RFC5280 ICHEMLL TW2, 'm 7 7 A /WE, RKRD LB ThH D,

# 7.1-1 FIHETIEAE 7 7 7 1 /L (Issuer 7% JPRS Domain Validation Authority — G4

% 72 1% JPRS Organization Validation Authority — G4 OFEEIZ5EH)

BRI REPNE critical
Version Version 3
Serial Number CA DFEFEICHID Y THEE DO VT
IV
Signature Algorithm sha256 With RSA Encryption
Issuer Country C=JP
Organization O=dJapan Registry Services Co., Ltd.

(1) FRAA R
CN=JPRS Domain Validation Authority
- G4

(2) HHRkEEAEAY
CN=JPRS Organization Validation
Authority — G4
f5i) 2008/3/1 00:00:00 GMT

Common Name

Validity NotBefore

NotAfter %) 2009/3/1 00:00:00 GMT
Subject Country (1) RAA R
FoEL L2

(2) HHRkFRAES
AEREFHE OfERT ([E) & LT, TC=JP]
=V )
State Or Province (1) FAA R
RLAL L7220
(2) HHkFRAES
AERAER N E OFEFT FRERIRA) (WA)

BIEIR

7. IAZEHSLVEHAELEHMIVA MO TOT7AIL

71 SIBAZEO 7O 7A )L

A CA X, & CP/CPS 2.2 GEHFEFH ORI, A CP/CPS [6.1.5 #9A X, A CP/CPS
[6.1.6 NPHHEED /X7 A —Z OARKE JOMERAE | (ICHE SN H B 2T b o L

2,

A CA DFIAEZMTFEAEZRITT D, CSPRNG oD 64 £y N EOM N EETe 1 Lk

23 27159 A DEE TIXRWFEHE L U TR 52 ER T 6D LT 5,

A CADFATT DREEIL RFC5280 ICHEHLL TWo, F'r 7 7 A /UE, RKRD LB ThH D,

# 7.1-1 FIHEMTIEAE 7 7 7 1 /L (Issuer 7% JPRS Domain Validation Authority — G4

F 72 1% JPRS Organization Validation Authority — G4 OFEEIZ5EH)

B YN BREPNE critical
Version Version 3
Serial Number CA DFEEICHID Y THE DO VT
IV
Signature Algorithm sha256 With RSA Encryption
Issuer Country C=JP
Organization O=dJapan Registry Services Co., Ltd.

Common Name (1) FAA FBRER
CN=JPRS Domain Validation Authority
-G4

(2) HHRkFEAEAY
CN=JPRS Organization Validation
Authority — G4

1) 2008/3/1 00:00:00 GMT

Validity NotBefore

NotAfter %) 2009/3/1 00:00:00 GMT
Subject Country (1) RAA R
soEL L2

(2) HHkFRFES
AERERHE OfERT ([E) & LT, TC=JP]
ZELE T 5
State Or Province (1) FAA R
RUA L7220
(2) kAL
AERAER A E OFEFT (FRERIRA) (WA)

(e

48/75




Locality

EHEBRED Y

(1) RAA A

ROEL L7220

(2) AEARFRRERY

AEEFRIAE O (HXETRA) (2)

Organization

(1) RAA 8RR

ROEL L7220

(2) AHAGRAER
AEEFINE OL4 P (W)

Organizational

Unit

(1) RAA FRGEA

L AORANA

(2) HHARFRAEY

FEAERMME OHES (RE)

(7272 L. 2021 4 11 A 18 HLIRRIZHAT
T HREAFICITEHE L 22 0Y)

AHEBIZIZFLE DAL L PAR—AD I
THERR S5 0 2457 E L Cld e B 72
|7

AE BTN T OXXFH %250 TR B
A

HEEALAR DAL DI # & A fiE S o v
b DLTR - 4 - B - PR

BN Z 308 ([Co., Ltd) 72 5)
FEEDHRNE S I 53055

F P& =3 S

R

RAALHBEIORIP T RLA

[ZEf) (3% 7e L) R EDOBMART X
5] ( Tnull] . [N/AJ 72&)

Common Name

AFHEEZ A VA M= TETEDOY—N
—®D DNS WTHEbiL R A M4 (WZH)
AEAHE D Subject Alt Name $E5EEKIC &
£1% dNSname DfED 1 % L HAT
Oar—tLTzra—FK7T5%

Locality

IR
(1) RAA FEGEA
ROE L7220
(2) AEARFRRERY
AEEFRIHE O (TXETRA) (2)

Organization

(1) RAA P FEREA

ROE L7220

(2) AHAGRAER
AEEFINE OL4 P (W)

Organizational

Unit

(1) RAA FRGEA

L AORANA

(2) HHARFRREY

FEAERMME OHES (RE)

(7272 L. 2021 4 11 A 18 HLIRRIZHAT
T HREAFICITEHE L 22 0)

AHEBIZIZ LB DAL L PAR—RAD A
THERR S5 U 24578 L Clde B 72
|7
AEBIZITUL T OXXFH %250 TR B
A

HEEALAR LIS DI # & A fif S D v o
o DLFR - 14 - B - PR

BN Z 3078 ([Co., Ltd) 72 8)
FEEDHRNEZ S I 53055

F P& =T S

A

RAALHBEIORIPT RLA

i) (32272 L) R EDOBMART X
5] ( Tnull] . [N/AJ 72&)

Common Name

FHEEZ A VA=A TETEDOY—N
—®D DNS WTHEbiL o R A M4 (W7H)
AEAHE D Subject Alt Name §E5EEKIC &
£1% dNSname DfED 1 % L HAT
Oar—tLTzra—FK7T5%

Subject Public Key Info

Subject D/ fH#E RSA 2048 £ |k

Subject Public Key Info

Subject D/ H#E RSA 2048 £ |k

YL REPNE critical

Key Usage digitalSignature, y
keyEncipherment

Extended Key Usage TLS Web Server Authentication n

Subject Alt Name dNSName=%——4, (HHEDOHEHV) | n

YRR A REPNE critical

Key Usage digitalSignature, y
keyEncipherment

Extended Key Usage TLS Web Server Authentication n

Subject Alt Name dNSName=%—1—4, (HHEDOHEH V) | n
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Certificate Policies

ERIBERSD Y
[1] Certificate Policy
1.3.6.1.4.1.563827.1.1.4
CPS
http://jprs.jp/pubcert/info/repository/
[2] Certificate Policy

(1) RAA R
2.23.140.1.2.1

(2) HHARERALE
2.23.140.1.2.2

CRL Distribution Points

(1) RAA R
http://repo.pubcert.jprs.jp/sppca/jprs/dv
ca_g4/fullerl.crl

(2) AHGRAER
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_g4/fullerl.crl

Authority Information Access

[1] ocsp (1.3.6.1.5.5.7.48.1)

(1) FAA R
http://dv.g4.ocsp.pubcert.jprs.jp

(2) kALY
http://ov.g4.ocsp.pubcert.jprs.jp
[2] ca issuers (1.3.6.1.5.5.7.48.2)

(1) FAA R
http://repo.pubcert.jprs.jp/sppca/jprs/dv
ca_g4/JPRS_DVCA_G4_DER.cer

(2) HHAERRREY
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_g4/JPRS_OVCA_G4_DER.cer

Authority Key Identifier

Issuer ABA#ED SHA-1 N v =fE (160
'y k)

Subject Key Identifier

Subject ZABH#ED SHA-1 /v ¥ = fE (160
'y )

Certificate Transparency
Timestamp List
(1.3.6.1.4.1.11129.2.4.2)

- v a2 — K = Qn =
SignedCertificateTimestampList % &
» OCTET STRING &1 %

#F 7.1-2 FIEEMTEEHE T 27 7 A L (Issuer 78 JPRS DV RSA CA 2024 G1 F7-1% JPRS

OV RSA CA 2024 G1 DZFRAZE|Z )
FEATE RENE critical
Version Version 3

Certificate Policies

IR

[1] Certificate Policy
1.3.6.1.4.1.563827.1.1.4
CPS
http://jprs.jp/pubcert/info/repository/
[2] Certificate Policy

(1) RAA R
2.23.140.1.2.1

(2) HHARARALE
2.23.140.1.2.2

CRL Distribution Points

(1) RAA R
http://repo.pubcert.jprs.jp/sppca/jprs/dv
ca_g4/fullerl.crl

(2) AHGRAER
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_g4/fullerl.crl

Authority Information Access

[1] ocsp (1.3.6.1.5.5.7.48.1)

(1) FAA R
http://dv.g4.ocsp.pubcert.jprs.jp

(2) HHRKFR ALY
http://ov.g4.ocsp.pubcert.jprs.jp
[2] ca issuers (1.3.6.1.5.5.7.48.2)

(1) RAA R
http://repo.pubcert.jprs.jp/sppca/jprs/dv
ca_g4/JPRS_DVCA_G4_DER.cer

(2) HHAERRREY
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_g4/JPRS_OVCA_G4_DER.cer

Authority Key Identifier

Issuer ABA#ED SHA-1 N> v =fE (160
'y k)

Subject Key Identifier

Subject ZABH#ED SHA-1 /v ¥ = fH (160
'y )

Certificate Transparency
Timestamp List
(1.3.6.1.4.1.11129.2.4.2)

- v =@ — F & n &
SignedCertificateTimestampList %
p OCTET STRING &1 %

#F 7.1-2 FIAEATIEHE T 2 7 7 A L (Issuer 78 JPRS DV RSA CA 2024 G1 F7-1% JPRS

OV RSA CA 2024 G1 DZFRAZE|Z )
FEATE I RENE critical
Version Version 3
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Serial Number

RERBRED Y
CA NFEMIHEICEI V4 CTHHEDOL Y T

IV
Signature Algorithm sha256 With RSA Encryption
Issuer Country C=JP
Organization O=dJapan Registry Services Co., Ltd.

Common Name

(1) FAA 2 RFER

CN= JPRS DV RSA CA 2024 G1
(2) AHARGRAER

CN= JPRS OV RSA CA 2024 G1

IR
Serial Number CA NFFAEICEI D Y CTHEEDO U T
IV
Signature Algorithm sha256 With RSA Encryption
Issuer Country C=JP
Organization O=dJapan Registry Services Co., Ltd.

Common Name

(1) RAA 2 RFER

CN= JPRS DV RSA CA 2024 G1
(2) AHARGRAER

CN= JPRS OV RSA CA 2024 G1

Validity NotBefore 1) 2008/3/1 00:00:00 GMT
NotAfter ) 2009/3/1 00:00:00 GMT
Subject Country (1) FAA 8GR

AL L7220

(2) HEMEERAEA

AEERI I LT (F) & LT, IC=JP]
AT 5

State Or Province

(1) RAA 7GR

FOE L7220

(2) AHARFRRERY

AEEFRI A E O @EEMIRA) (K2)

Locality (1) RAA FEREAR

RLA L 720

(2) AHABGRRER

AEEFI A OEFT (FXKETA 4L ) (2H)
Organization (1) RAA FEREAR

L APRANA
(2) FHARFERERY
S ERHZ OLH (W)

Common Name

FEAEE A VA =T D PEDOP—
—®D DNS WTHEbN DA A My (WZH)
FFBHE D Subject Alt Name #L9EMEIIC &
F415 dNSname OfED 1 D% XFHAL
Dar—LLTzra—FT5

Subject Public Key Info

Subject DrBHSE RSA2048 > ||
RSA3072 £ > I, RSA4096 t v ~®
WL

Validity NotBefore 1) 2008/3/1 00:00:00 GMT
NotAfter ) 2009/3/1 00:00:00 GMT
Subject Country (1) FAA FRGEA

L APRANA

(2) AHARGRAE

AERERAE O (1E) & LT, [C=JP]
R 5

State Or Province

(1) RAA 7GR

ROE L7220

(2) AHAEFRRERY

AEEFRI A E O @EEIRA) (K2)

Locality (1) RAA FEREAR

RLA L 720

(2) AHABGRRER

AEEFI A OEFT (FXKETA 4L ) (2H)
Organization (1) RAA R

L APRANA
(2) FHARFERERY
S ERHZ OLH (W)

Common Name

AEAEEZ A VA LT D TFEDH—
—® DNS N T 578 A M4 (WZH)
FFBHE D Subject Alt Name #L9EMEIIC &
F415 dNSname OfED 1 D% XFHAL
Dav—LLTzra—FT5

Subject Public Key Info

Subject DxBHSE RSA2048 > |,
RSA3072 £ > I, RSA4096 t v ~®
WU

PLAR BRI RENE critical
Key Usage digitalSignature, y
keyEncipherment

PLAR BRI RENE critical
Key Usage digitalSignature, y
keyEncipherment

(e
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Extended Key Usage

EHEREHY
TLS Web Server Authentication.
TLS Web Client Authentication ({F&)

Subject Alt Name

dNSName=%—/—% (EEDOLEH V)

Certificate Policies

Certificate Policy

(1) RAA R
2.23.140.1.2.1

(2) kAR
2.23.140.1.2.2

CRL Distribution Points

(1) RAA R
http://repo.pubcert.jprs.jp/sppcaljprs/dv
ca_rsa2024g1l/fullerl.crl

(2) HAkRRREY
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_rsa2024g1/fullerl.crl

Authority Information Access

[1] ocsp (1.3.6.1.5.5.7.48.1)

(1) FAA R
http://dv.rsa2024g1.ocsp.pubcert.jprs.jp

(2) HHRkFRAES
http://ov.rsa2024g1.ocsp.pubcert.jprs.jp
[2] ca issuers (1.3.6.1.5.5.7.48.2)

(1) FAA R
http://repo.pubcert.jprs.jp/sppca/jprs/dv
ca_rsa2024g1/JPRS_DVCA_RSA2024G
1_DER.cer

(2) kAL
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_rsa2024g1/JPRS_OVCA_RSA2024G1
_DER.cer

Authority Key Identifier

Issuer ABR#® SHA-1 ~v > =fE (160
'y )

Subject Key Identifier

Subject ZABH#ED SHA-1 /~ v o = fH (160
=

Certificate Transparency
Timestamp List
(1.3.6.1.4.1.11129.2.4.2)

SO (VR
SignedCertificateTimestampList % &
te OCTET STRING &35 (TE)

st v o — N

# 7.1-3 FIHEZEMTFEAE 2 7 7 1 )L (Issuer 2% JPRS DV ECC CA 2024 G1 £7-1% JPRS
ZiE )

OV ECC CA 2024 G1 DaFH ]

FEAEI

Ro
il
>
)

critical

Extended Key Usage

IR
TLS Web Server Authentication.
TLS Web Client Authentication ({F&)

Subject Alt Name

dNSName=%—/—% (EEDOLEH V)

Certificate Policies

Certificate Policy

(1) RAA R
2.23.140.1.2.1

(2) kALY
2.23.140.1.2.2

CRL Distribution Points

(1) RAA A
http://repo.pubcert.jprs.jp/sppca/jprs/dv
ca_rsa2024g1l/fullerl.crl

(2) HMHEERREY
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_rsa2024g1/fullerl.crl

Authority Information Access

[1] ocsp (1.3.6.1.5.5.7.48.1)

(1) FAA R
http://dv.rsa2024g1.ocsp.pubcert.jprs.jp

(2) kAR
http://ov.rsa2024g1.ocsp.pubcert.jprs.jp
[2] ca issuers (1.3.6.1.5.5.7.48.2)

(1) FAA R
http://repo.pubcert.jprs.jp/sppca/jprs/dv
ca_rsa2024g1/JPRS_DVCA_RSA2024G
1_DER.cer

(2) kAL
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_rsa2024g1/JPRS_OVCA_RSA2024G1
_DER.cer

Authority Key Identifier

Issuer ABR#® SHA-1 ~v > = (160
vy h)

Subject Key Identifier

Subject ZABH#ED SHA-1 /v ¥ = fH (160
=

Certificate Transparency
Timestamp List
(1.3.6.1.4.1.11129.2.4.2)

SO (VR
SignedCertificateTimestampList % &
te OCTET STRING &35 (TE)

st v o — N

# 7.1-3 FIHEZEMTFEAEZ 2 7 7 1 )L (Issuer 2% JPRS DV ECC CA 2024 G1 £7-1% JPRS
ZiE )

OV ECC CA 2024 G1 DaFHE]

FEAEI

o
il
>
)

critical

(e
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RREBEREDY

Version Version 3
Serial Number CA NFFAEICEI D Y CTHrEEDO U T
IV
Signature Algorithm ecdsa-with-SHA384
Issuer Country C=JP
Organization O=dJapan Registry Services Co., Ltd.

Common Name

(1) FAA A

CN=JPRS DV ECC CA 2024 G1
(2) AHARFRRERY

CN=JPRS OV ECC CA 2024 G1

IR
Version Version 3
Serial Number CA NFFAEICEI D Y CTHEBDO U T
IV
Signature Algorithm ecdsa-with-SHA384
Issuer Country C=JP
Organization O=dJapan Registry Services Co., Ltd.

Common Name

(1) FAA A

CN=JPRS DV ECC CA 2024 G1
(2) AHARFRRER

CN=JPRS OV ECC CA 2024 G1

Validity NotBefore ) 2008/3/1 00:00:00 GMT
NotAfter ) 2009/3/1 00:00:00 GMT
Subject Country (1) RAA FEREAR

FOE L7220

(2) AHARFRRERY

AEEFRIHE OMFT (E) & LT, TC=JP]
T g B

State Or Province

(1) RAA 7GR

FOE L7220

(2) AHARFRRERY

AEERI A E O @EEIRA) (K2)

Locality (1) RAA FEREAR
RLA L 720
(2) AHABGRRER
AEEFI A OEFT (FXKETA 4L ) (2H)
Organization (1) RAA RERER

ot ADTANA
(2) FHKRFERETY
FAEERHE 0L (WZH)

Common Name

FAEAEEZ A VA =T DB TEDOH—N
—® DNS N T 582 M4 (WZH)
AEBHE D Subject Alt Name L3RR IZ &
F415 dNSname OfED 1 D% XFH,L
Dav—LLTzra—Fy5

Subject Public Key Info

Subject D BHSE RSA2048 £ k|
RSA3072 B v ., RSA4096 tE v K,
P-256, P-384 oW I

Validity NotBefore 1) 2008/3/1 00:00:00 GMT
NotAfter ) 2009/3/1 00:00:00 GMT
Subject Country (1) RAA FEREAR

FLE L7220

(2) AHARFR R

AEEFIHFE OMFT (E) & LT, IC=JP]
T g )

State Or Province

(1) RAA 7GR

FOE L7220

(2) AR R

AEEFRI A E O @EEMIRA) (K2)

Locality (1) RAA FEREAR
RLA L 720
(2) AHABGRRER
AEEFI A OEFT (FXETA 4L ) (2H)
Organization (1) RAA U RERER

ot ADRANA
(2) FHKRFERETY
AEERIHE 0L (WZH)

Common Name

AEAEEZ A VA =T B TEDOH—N
—® DNS N T 582 M4 (WZH)
AEBAE D Subject Alt Name JLHEREIRIZ 5
F415 dNSname OfED 1 D% XFHAL
Dav—LtLTzra—FT5

Subject Public Key Info

Subject D BH#E RSA2048 £ k|
RSA3072 B v ., RSA4096 tE v K,
P-256, P-384 OWF

YL Ak R IENE critical
Key Usage digitalSignature y

YL ARk R IENE critical
Key Usage digitalSignature y

(e

53/75




EEBREDH Y
keyEncipherment (ECDSA ##% %]/ L
TREA IR L 22 0)

Extended Key Usage

TLS Web Server Authentication.
TLS Web Client Authentication ({E&)

Subject Alt Name

dNSName=%—/—% (HEDOLEH V)

Certificate Policies

Certificate Policy

(1) RAA R
2.23.140.1.2.1

(2) HAERRREY
2.23.140.1.2.2

CRL Distribution Points

(1) RAA R
http://repo.pubcert.jprs.jp/sppcaljprs/dv
ca_ecc2024g1/fullerl.crl

(2) HHRkFRAES
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_ecc2024gl/fullerl.crl

Authority Information Access

[1] ocsp (1.3.6.1.5.5.7.48.1)

(1) RAA R
http://dv.ecc2024g1.ocsp.pubcert.jprs.jp

(2) HHikARAEY
http://ov.ecc2024g1.ocsp.pubcert.jprs.jp
[2] ca issuers (1.3.6.1.5.5.7.48.2)

(1) RAA R
http://repo.pubcert.jprs.jp/sppca/jprs/dv
ca_ecc2024g1/JPRSDVCA_ECC2024G1
_DER.cer

(2) AR REY
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_ecc2024g1/JPRS_OVCA_ECC2024G1
_DER.cer

Authority Key Identifier

Issuer ABR#® SHA-1 ~v > =ff (160
vy )

Subject Key Identifier

Subject ZABH#ED SHA-1 /v ¥ = fH (160
=

Certificate Transparency
Timestamp List

(1.8.6.1.4.1.11129.2.4.2)

- v =2z — K = h =
SignedCertificateTimestampList % &
¢ OCTET STRING &£ 35 ({£E)

#£ 7.1-4 PHEFEHAET 7 7 714/ (Issuer 7% Security Communication RootCA2 D FEAEC

IR
keyEncipherment (ECDSA ##%F|H L
TRE IR L 722 0)

Extended Key Usage

TLS Web Server Authentication.
TLS Web Client Authentication ({F&)

Subject Alt Name

dNSName=%—/—% (HEDOLEH V)

Certificate Policies

Certificate Policy

(1) RAA R
2.23.140.1.2.1

(2) HMAERRREY
2.23.140.1.2.2

CRL Distribution Points

(1) FAA R
http://repo.pubcert.jprs.jp/sppcaljprs/dv
ca_ecc2024g1/fullerl.crl

(2) kAR
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_ecc2024gl/fullerl.crl

Authority Information Access

[1] ocsp (1.3.6.1.5.5.7.48.1)

(1) RAA A
http://dv.ecc2024g1.ocsp.pubcert.jprs.jp

(2) HHikARAEY
http://ov.ecc2024g1.ocsp.pubcert.jprs.jp
[2] ca issuers (1.3.6.1.5.5.7.48.2)

(1) RAA R
http://repo.pubcert.jprs.jp/sppca/jprs/dv
ca_ecc2024g1/JPRSDVCA_ECC2024G1
_DER.cer

(2) FHAERRREY
http://repo.pubcert.jprs.jp/sppcaljprs/ove
a_ecc2024g1/JPRS_OVCA_ECC2024G1
_DER.cer

Authority Key Identifier

Issuer ABR#® SHA-1 ~v > =fH (160
vy )

Subject Key Identifier

Subject ZABH#ED SHA-1 /N v ¥ = fH (160
=

Certificate Transparency
Timestamp List
(1.3.6.1.4.1.11129.2.4.2)

- v =z — K = h =
SignedCertificateTimestampList %
¢ OCTET STRING &35 (£E)

# 7.1-4 PRFEAE 27 71/ (Issuer 7% Security Communication RootCA2 ®

REAAEC

(e
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ERIBERSD Y
)
BNk RENE critical
Version Version 3
Serial Number CA DFEFEICHID Y THE DO VT
IV
Signature Algorithm sha256 With RSA Encryption
Issuer Country C=JP
Organization O=SECOM Trust Systems CO.,LTD.
Common Name OU=Security Communication RootCA2
Validity NotBefore %) 2008/3/1 00:00:00 GMT
NotAfter 1) 2009/3/1 00:00:00 GMT
Subject Country C=JP
Organization O=dJapan Registry Services Co., Ltd.
Common Name (1) FHAERRRERY
CN=JPRS Organization Validation
Authority - G4
(2) RAA R
CN=JPRS Domain Validation Authority
-G4
Subject Public Key Info Subject D2 BH#E 2048 £ v b
DL AR RENE critical
Authority Key Identifier Issuer ABA#ED SHA-1 /~v ¥ ={E (160 | n
By k)
Subject Key Identifier Subject ABAHED SHA-1 v ¥ =2ff | n
(160 &> I)
Key Usage Certificate Signing y
Off-line CRL Signing
CRL Signing (06)
Certificate Policies Certificate Policy n
1.2.392.200091.100.901.4
CPS
http://repository.secomtrust.net/SC-Roo
t2/
Basic Constraints Subject Type=CA y
Path Length Constraint=0
Extended Key Usage TLS Web Server Authentication n
CRL Distribution Points http://repository.secomtrust.net/SC-Roo | n
t2/SCRoot2CRL.crl
Authority Information Access [1] ocsp (1.3.6.1.5.5.7.48.1) n

IR
)
FEAR R RENE critical
Version Version 3
Serial Number CA DFEFEICHID Y THE DO VT
IV
Signature Algorithm sha256 With RSA Encryption
Issuer Country C=JP
Organization O=SECOM Trust Systems CO.,LTD.
Common Name OU=Security Communication RootCA2
Validity NotBefore %) 2008/3/1 00:00:00 GMT
NotAfter f1) 2009/3/1 00:00:00 GMT
Subject Country C=JP
Organization O=dJapan Registry Services Co., Ltd.
Common Name (1) FHAERRRERY
CN=JPRS Organization Validation
Authority - G4
(2) R AA R
CN=JPRS Domain Validation Authority
-G4
Subject Public Key Info Subject D2 BH#E 2048 £ b
DL AR RENE critical
Authority Key Identifier Issuer ABA#ED SHA-1 /v ¥ ={E (160 | n
By k)
Subject Key Identifier Subject ABA#ED SHA-1 v ¥ =2fH | n
(160 &> I)
Key Usage Certificate Signing y
Off-line CRL Signing
CRL Signing (06)
Certificate Policies Certificate Policy n
1.2.392.200091.100.901.4
CPS
http://repository.secomtrust.net/SC-Roo
t2/
Basic Constraints Subject Type=CA y
Path Length Constraint=0
Extended Key Usage TLS Web Server Authentication n
CRL Distribution Points http://repository.secomtrust.net/SC-Roo | n
t2/SCRoot2CRL.crl
Authority Information Access [1] ocsp (1.3.6.1.5.5.7.48.1) n

(e
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ERIBERSD Y
http://scrootca2.ocsp.secomtrust.net
[2] ca issuers (1.3.6.1.5.5.7.48.2)
http://repository.secomtrust.net/SC-Roo
t2/SCRoot2ca.cer

#£ 7.1-5 PRGEHE e 7 7 AL
)

(Issuer 7¥ SECOM TLS RSA Root CA 2024 D FEHZE|Z

(1) AL FRFER
2.23.140.1.2.1

(2) AHABGRAER
2.23.140.1.2.2
[2] Certificate Policy
1.2.392.200091.100.901.11

YN X E N critical
Version Version 3
Serial Number CA DFEFEICHID Y TLHE DOV T
IV
Signature Algorithm Sha384 With RSA Encryption
Issuer Country C=JP
Organization O=SECOM Trust Systems Co., Ltd.
Common Name CN=SECOM TLS RSA Root CA 2024
Validity NotBefore %) 2008/3/1 00:00:00 GMT
NotAfter f1) 2009/3/1 00:00:00 GMT
Subject Country C=JP
Organization O=Japan Registry Services Co., Ltd.
Common Name (1) FHAERRRERY
CN=JPRS OV RSA CA 2024 G1
(2) RAA R
CN=JPRS DV RSA CA 2024 G1
Subject Public Key Info Subject DAFHSE 4096 £ > b
PR A X E N critical
Authority Key Identifier Issuer ABA#ED SHA-1 7~ 3 =fi (160 | n
=
Subject Key Identifier Subject ABH#E D SHA-1 /~v ¥ = ff | n
(160 v k)
Key Usage Certificate Signing y
Off-line CRL Signing
CRL Signing (06)
Certificate Policies [1] Certificate Policy n

IR
http://scrootca2.ocsp.secomtrust.net
[2] ca issuers (1.3.6.1.5.5.7.48.2)
http://repository.secomtrust.net/SC-Roo
t2/SCRoot2ca.cer

# 7.1-5 FRFEHE e 7 7 AL
)

(Issuer 7¥ SECOM TLS RSA Root CA 2024 D FEHE|Z

(1) AL FRFER
2.23.140.1.2.1

(2) AHABGRAER
2.23.140.1.2.2
[2] Certificate Policy
1.2.392.200091.100.901.11

FEA AR X ENAY critical
Version Version 3
Serial Number CA DFEFEICHID Y THE DI T
IV
Signature Algorithm Sha384 With RSA Encryption
Issuer Country C=JP
Organization O=SECOM Trust Systems Co., Ltd.
Common Name CN=SECOM TLS RSA Root CA 2024
Validity NotBefore %) 2008/3/1 00:00:00 GMT
NotAfter 1) 2009/3/1 00:00:00 GMT
Subject Country C=JP
Organization O=Japan Registry Services Co., Ltd.
Common Name (1) FHAERRRERY
CN=JPRS OV RSA CA 2024 G1
(2) R AA R
CN=JPRS DV RSA CA 2024 G1
Subject Public Key Info Subject DA BHSE 4096 £ > b
PR A X ENEY critical
Authority Key Identifier Issuer ABA#ED SHA-1 /v v ={E (160 | n
=
Subject Key Identifier Subject ABH#E D SHA-1 /~v ¥ = ff | n
(160 > k)
Key Usage Certificate Signing y
Off-line CRL Signing
CRL Signing (06)
Certificate Policies [1] Certificate Policy n

(e
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RREBEREDY

Basic Constraints Subject Type=CA y
Path Length Constraint=0

Extended Key Usage TLS Web Server Authentication n
TLS Web Client Authentication

CRL Distribution Points http://repol.secomtrust.net/root/tlsrsa/tl | n
srsarootca2024.crl

Authority Information Access [1] ocsp (1.3.6.1.5.5.7.48.1) n

http://tlsrsarootca2024.ocsp.secom-cert.]
p

[2] ca issuers (1.3.6.1.5.5.7.48.2)
http://repo2.secomtrust.net/root/tlsrsa/tl

srsarootca2024.cer

£ 71-6 TEGEHET 2 7 7 AL

(Issuer 7’ Security Communication ECC RootCA1 ™

FIZEM)
FEA TR R ENE critical
Version Version 3
Serial Number CA DFEFEICHID Y THE KDY T
IV
Signature Algorithm ecdsa-with-SHA384
Issuer Country C=JP
Organization 0O=SECOM Trust Systems CO.,LTD.
Common Name CN=Security = Communication ECC
RootCA1l
Validity NotBefore %) 2008/3/1 00:00:00 GMT
NotAfter fil) 2009/3/1 00:00:00 GMT
Subject Country C=JP
Organization O=Japan Registry Services Co., Ltd.
Common Name (1) FAARRERERY
CN=JPRS OV ECC CA 2024 G1
(2) RAA R
CN=JPRS DV ECC CA 2024 G1
Subject Public Key Info Subject DABAGE 384 v |
PLAR A R ENE critical
Authority Key Identifier Issuer ABA#ED SHA-1 /~v v ={E (160 | n
By )
Subject Key Identifier Subject ABH#E D SHA-1 /~v ¥ =1l | n
(160 v k)
Key Usage Certificate Signing y

Ak

IR

Basic Constraints Subject Type=CA y
Path Length Constraint=0

Extended Key Usage TLS Web Server Authentication n
TLS Web Client Authentication

CRL Distribution Points http://repol.secomtrust.net/root/tlsrsa/tl | n
srsarootca2024.crl

Authority Information Access [1] ocsp (1.3.6.1.5.5.7.48.1) n

http://tlsrsarootca2024.ocsp.secom-cert.]
p

[2] ca issuers (1.3.6.1.5.5.7.48.2)
http://repo2.secomtrust.net/root/tlsrsa/tl

srsarootca2024.cer

#£ 7.1-6 FHFEAET 1 7 7 14/ (Issuer 7’ Security Communication ECC RootCA1 DFE
FIZHEM)
FEA TR R ENE critical
Version Version 3
Serial Number CA DFEFEICHID Y THE KDY T
IV
Signature Algorithm ecdsa-with-SHA384
Issuer Country C=JP
Organization 0O=SECOM Trust Systems CO.,LTD.
Common Name CN=Security = Communication ECC
RootCA1l
Validity NotBefore %) 2008/3/1 00:00:00 GMT
NotAfter fil) 2009/3/1 00:00:00 GMT
Subject Country C=JP
Organization O=Japan Registry Services Co., Ltd.
Common Name (1) FAARRERERY
CN=JPRS OV ECC CA 2024 G1
(2) RAA R
CN=JPRS DV ECC CA 2024 G1
Subject Public Key Info Subject D/ABAGE 384 v |
PLAR A R ENE critical
Authority Key Identifier Issuer ABA#ED SHA-1 /~v v ={E (160 | n
ey )
Subject Key Identifier Subject ABH#E D SHA-1 /~v ¥ =1l | n
(160 > k)
Key Usage Certificate Signing y

(e
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EEBREDH Y
Off-line CRL Signing
CRL Signing (06)

Certificate Policies

[1] Certificate Policy

(1) RAA RBFER
2.23.140.1.2.1

(2) FHAEFRRERY
2.23.140.1.2.2
[2] Certificate Policy
1.2.392.200091.100.902.1

Basic Constraints

Subject Type=CA
Path Length Constraint=0

Extended Key Usage

TLS Web Server Authentication
TLS Web Client Authentication

CRL Distribution Points

http://repository.secomtrust.net/SC-EC
C-Root1/SCECCRoot1CRL.crl

Authority Information Access

[1] ocsp (1.3.6.1.5.5.7.48.1)
http://sceccrootcal.ocsp.secomtrust.net
[2] ca issuers (1.3.6.1.5.5.7.48.2)
http://repository.secomtrust.net/SC-EC
C-Root1/SCECCRoot1ca.cer

® 71-7 FHFEFAES o 7741

(%%?fﬁ 2N 20205‘5 7 H 29 Huﬁ&@?ﬁ%%ﬁzﬁ)ﬂ)

FATEI

IR
Off-line CRL Signing
CRL Signing (06)

Certificate Policies

[1] Certificate Policy

(1) RAA RBFER
2.23.140.1.2.1

(2) FHAEFRRERY
2.23.140.1.2.2
[2] Certificate Policy
1.2.392.200091.100.902.1

Basic Constraints

Subject Type=CA
Path Length Constraint=0

Extended Key Usage

TLS Web Server Authentication
TLS Web Client Authentication

CRL Distribution Points

http://repository.secomtrust.net/SC-EC
C-Root1/SCECCRoot1CRL.crl

Authority Information Access

[1] ocsp (1.3.6.1.5.5.7.48.1)
http://sceccrootcal.ocsp.secomtrust.net
[2] ca issuers (1.3.6.1.5.5.7.48.2)

http://repository.secomtrust.net/SC-EC
C-Root1/SCECCRootlca.cer

® 71-7 FHFEFAES o 7741

(%%?fﬁ 2N 20205‘5 7 H 29 Huﬁ&@?ﬁ%%ﬁzﬁ)ﬂ)

R E P critical FEA TR R E A critical
Version FIRFE T FEAZFEORIEE & XA FHAL Version FIRFE T FEAZFEORIEE & XA N HAL
TlAl— ClA—
Serial Number [ |k Serial Number A I
Signature Algorithm [[ |k Signature Algorithm [[ |k
Issuer Country [l k- Issuer Country [l k-
Organization [l k- Organization [l |k
Common Name [l k- Common Name A I
Validity NotBefore [[l k= Validity NotBefore [[l k=
NotAfter [[l k= NotAfter Al |
Subject Country [[l k= Subject Country [[l k=
State Or Province | [A] I State Or Province | [A] I
Locality [k Locality [k
Organization [k Organization [l E
Common Name [ |k Common Name A I
Subject Public Key Info [ |k Subject Public Key Info [ |k
PEARFE R ENE critical PEARFE RIEMNE critical

(e
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EEBIED Y | IS

Precertificate Poison extnValue OCTET STRING y Precertificate Poison extnValue OCTET STRING y
® RFC6962 D 3.1HTHESINLTWVD ® RFC6962 D 3.1 HTHESINLTWVD
ASN.1 NULL O 5t RE TH 5 ASN.1 NULLEOFF5{bRE TH 5
0500 /31 k ZIEMEC 16 8% Sk LT~ 0500 /34 | Z IEfEIZ 16 HERF 51k L7z
bDOLET D, bDET D,
Key Usage FIRERTFEAEDORIEE & N1 MEAL |y Key Usage FIRE R FEAEDORIEE & 31 MEAL |y
TA— ClA—
Extended Key Usage [F L n Extended Key Usage [F] I n
Subject Alt Name [F] I n Subject Alt Name [[l k= n
Certificate Policies [[l k= n Certificate Policies [[l k= n
CRL Distribution Points [k n CRL Distribution Points [k n
Authority Information Access [F] I n Authority Information Access [F] I n
Authority Key Identifier [F] I n Authority Key Identifier [F] I n
Subject Key Identifier [F E n Subject Key Identifier [F E n

MEAGREAED D Precertificate Poison JLIRFEIZHIR L, FIHE T IAEFE) S Signed | X FHATGEHEN 5 Precertificate Poison JLIRFEIKZ HIFR L, FIHE T AEFE) S Signed

Certificate Timestamp JLIRFE 2 HIER L 7= 56, FATEE & FIAE AT REZEO LR | Certificate Timestamp JLIRFEK 2 HIBR L 72556, FATRERE & Rl HZE AT REB E O fLR FE IRk
DAFIL, /A PHRALTHR 272D, DAFIL, /A PHRALTHR 272D,

F 71 -8 OCSP VARV FHEFHAE 0 7 7 4 )L (Issuer 7% JPRS Domain Validation | & 7.1 - 8 OCSP L AR &
Authority — G4 % 721% JPRS Organization Validation Authority — G4 DFE 26 )

FEE 1 7 7 A L (Issuer 78 JPRS Domain Validation
Authority — G4 % 721% JPRS Organization Validation Authority — G4 OFiERE (2 )

FEA RIS RENE critical FEA I RENE critical
Version Version 3 - Version Version 3
Serial Number CSPRNG »oififianzsdia< st 64 |- Serial Number CSPRNG »oififianddia< st 64
vy baEt, Pr0) & k&< 27159 vy baEt, Pr0) &) k&< 27159
K Y/ SO IR 2 Bl T AT T e K0/ SO IR 22 Bl T AT T
SR BN
Signature Algorithm sha256 With RSA Encryption - Signature Algorithm sha256 With RSA Encryption
Issuer Country C=JP Issuer Country C=JP
Organization O= Japan Registry Services Co., Litd. - Organization O= Japan Registry Services Co., Ltd.
Common Name (1) RAA R Common Name (1) RAA R
CN=JPRS Domain Validation Authority CN=JPRS Domain Validation Authority
-G4 - G4
(2) FAAMEERRER (2) MR RER
CN=JPRS Organization Validation CN=JPRS Organization Validation

Authority — G4 Authority — G4

Validity NotBefore %) 2008/3/1 00:00:00 GMT - Validity NotBefore ) 2008/3/1 00:00:00 GMT
NotAfter 1) 2008/3/5 00:00:00 GMT - NotAfter 1) 2008/3/5 00:00:00 GMT
Subject Country C=JP ([HEEMH) - Subject Country C=JP ([&E &)
Organization Japan Registry Services Co., Ltd. Organization Japan Registry Services Co., Ltd.
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EEBESD Y
(I 7 i)

Common Name

OCSP ¥— =% (7H)

BIEIR
(I fE)

Common Name

OCSP ¥— =% (7H)

Subject Public Key Info

Subject DA FH#E RSA 2048 £ |

Subject Public Key Info

Subject DA FH#E RSA 2048 £ |

PE AR A X E N critical
Authority Key Identifier Issuer ABH#ED SHA-1 /~v ¥ =fi (160 | n
=
Subject Key Identifier Subject ZABA#ED SHA-1 /N 3 ={E (160 | n
By )
KeyUsage digitalSignature y
ExtendedKeyUsage OCSPSigning n
OCSP No Check null n

PE AR A X ENAY critical
Authority Key Identifier Issuer ABH#ED SHA-1 /~v ¥ =fi (160 | n
=
Subject Key Identifier Subject ZABA#ED SHA-1 /N v ={E (160 | n
vy )
KeyUsage digitalSignature y
ExtendedKeyUsage OCSPSigning n
OCSP No Check null n

#* 71-90CSP L AR &

IZ JPRS OV RSA CA 2024 G1 OZFBHEIC#E )

SEAE" v 7 7 4 L (Issuer 2% JPRS DV RSA CA 2024 G1 £7-

F 71-90CSP VAR FFEHFE T 7 7 4 /L (Issuer 7 JPRS DV RSA CA 2024 G1 £7-
I1Z JPRS OV RSA CA 2024 G1 DFEH &5 H)

FEA RIS RENE critical
Version Version 3
Serial Number CSPRNG »ofifiansdia< st 64
ty baEt, Pr0) &y k&< 27159
KV SO IR 2 Bl T AT T
5720
Signature Algorithm sha256 With RSA Encryption
Issuer Country C=JP
Organization O= Japan Registry Services Co., Ltd.
Common Name (1) RAA R
CN=JPRS DV RSA CA 2024 G1
(2) AHABGRAER
CN=JPRS OV RSA CA 2024 G1
Validity NotBefore i) 2008/3/1 00:00:00 GMT
NotAfter 1) 2008/3/5 00:00:00 GMT
Subject Country C=JP ([EE(E)
Organization Japan Registry Services Co., Ltd.
([ = 1iE)
Common Name OCSP #r—1—4 (&ZH)
Subject Public Key Info Subject DZABA#E RSA2048 B |,
RSA3072 £~ ., RSA4096 t' > D
WD
DL AR RENE critical
Authority Key Identifier Issuer ABH##ED SHA-1 /~v 2 =fi (160 | n

FEA I RENE critical
Version Version 3
Serial Number CSPRNG »oififiansdia< st 64
ty baEt, Pr0) &) k&< 27159
K0/ SO IR 2 Bl T AT T
5720
Signature Algorithm sha256 With RSA Encryption
Issuer Country C=JP
Organization O= Japan Registry Services Co., Ltd.
Common Name (1) RAA R
CN=JPRS DV RSA CA 2024 G1
(2) AHABGRAER
CN=JPRS OV RSA CA 2024 G1
Validity NotBefore %) 2008/3/1 00:00:00 GMT
NotAfter 1) 2008/3/5 00:00:00 GMT
Subject Country C=JP ([&EE(E)
Organization Japan Registry Services Co., Ltd.
([ = iE)
Common Name OCSP #—1—4 (&ZH)
Subject Public Key Info Subject D BA#E RSA2048 B~ |,
RSA3072 £ >~ ., RSA4096 t' > D
WD
DL AR RENE critical
Authority Key Identifier Issuer ABH#ED SHA-1 7~y > =2fE (160 | n

(e
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ERIBERSD Y
=
Subject Key Identifier Subject ABA#ED SHA-1 /~ v ¥ = fE (160 | n
=
KeyUsage digitalSignature y
ExtendedKeyUsage OCSPSigning
OCSP No Check null n

IR
=
Subject Key Identifier Subject ABA#ED SHA-1 /~ v ¥ = fE (160 | n
=
KeyUsage digitalSignature y
ExtendedKeyUsage OCSPSigning
OCSP No Check null n

AERECE M)

# 7.1-100CSP L AR FAEHET 17 7 A /L (Issuer 73 JPRS DV ECC CA 2024 G1 £7
13 JPRS OV ECC CA 2024 G1 @

# 7.1-100CSP L AR
IZ JPRS OV ECC CA 2024 G1 @

SEHET 2 7 7 A4 /L (Issuer 78 JPRS DV ECC CA 2024 G1 F£7=
RERAEICE )

FEA TR R ENE critical
Version Version 3
Serial Number CSPRNG »oifiicns /e &b 64
vy hEEte, Br0) kb kE 27159
F 0 /NS WIRERE A 2 B T 2R T i e
SRR
Signature Algorithm ecdsa-with-SHA384
Issuer Country C=JP
Organization O= Japan Registry Services Co., Litd.
Common Name (1) RAA RBFER
CN=JPRS DV ECC CA 2024 G1
(2) FHAEFRRERY
CN=JPRS OV ECC CA 2024 G1
Validity NotBefore %) 2008/3/1 00:00:00 GMT
NotAfter f51) 2008/3/5 00:00:00 GMT
Subject Country C=JP ([EE(E)
Organization Japan Registry Services Co., Ltd.
([ i)
Common Name OCSP #r——4 (WZH)
Subject Public Key Info Subject DABHEE 256 £ k|
384 B hOWT I
PLAR A R ENE critical
Authority Key Identifier Issuer ABH##D SHA-1 /~v v 2ff (160 | n
ey h)
Subject Key Identifier Subject ABA#ED SHA-1 7~ > = {# (160 | n
ey k)
KeyUsage digitalSignature y
ExtendedKeyUsage OCSPSigning n
OCSP No Check null n

FEA TR R ENE critical
Version Version 3
Serial Number CSPRNG »oifiicns /e &b 64
vy haEte, Er0) kb kE< 27159
F 0 /NS WIRERE A A B T 2R T i e
SRR
Signature Algorithm ecdsa-with-SHA384
Issuer Country C=JP
Organization O= Japan Registry Services Co., Ltd.
Common Name (1) RAA RBFER
CN=JPRS DV ECC CA 2024 G1
(2) FHAEFRRERY
CN=JPRS OV ECC CA 2024 G1
Validity NotBefore %) 2008/3/1 00:00:00 GMT
NotAfter f51) 2008/3/5 00:00:00 GMT
Subject Country C=JP ([EE(E)
Organization Japan Registry Services Co., Ltd.
([ i)
Common Name OCSP #r— 1 —4 (WZH)
Subject Public Key Info Subject DABHHE 256 £ k|
384 B hOWT I
PLAR A R ENE critical
Authority Key Identifier Issuer ABH##ED SHA-1 /~v v =2ff (160 | n
ey k)
Subject Key Identifier Subject ABA#ED SHA-1 7~ ¥ = {# (160 | n
ey k)
KeyUsage digitalSignature y
ExtendedKeyUsage OCSPSigning n
OCSP No Check null n
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REBEED Y

oS

711 N—2 3 %S
REBHEIE X509v3 AL TH, ACA I e 2g v 3

7.1.2 FIBAE D AR LR

K CA MRATT HREHFEONE LLEIZ. A CPICPS 7.1
éo

713 ZFILIYVXLFA TSy FERIF
ARKYy—v R ZBWTHWLENDE T /AT Y XA OID 1, RO ERBY THD,

2o 35 = 2
Ty

AEHEFEOT 0T 7 A V] ITHET

Y= DN FT7 Y= NETF
sha256 With RSA Encryption 1.2.840.113549.1.1.11
RSA Encryption 1.2.840.113549.1.1.1

sha384 With RSA Encryption
id-ecPublicKey
ecdsa-with-SHA384

7.1.4 ZHTX
A CA TlE, RFC5280 TED L Likhl4 AT %,
T XTOAMRFEFESA (RFC 5280 @ 6 HTERIINLTWND EEBD) ITOWTRRRE XA DH]
BTN REAZE Z LT, GEAERITE ORI 7 —/V RO a— FEREHNET, BITS
5 CA GEFIE D Subject ikl 7 1 —/V RO a— RSB E A FHALTHR—Th
HLILENRD D,
A CA 1%, FEHEZFHITTHZ LICLD . K CPICPS IZED LT FIAICHEY, FEBZEDOH
ITHRFE T, X TORFBNADEMTH D Z L 2R T 52 L 2K+ 5, A CAlL, Baseline
Requirements @ 3.2.2.4 T |[ZED DG EERE . WBIAIC FAAL LA EEFDTIER LR,
AR, VL L (RN R) FEREDAZT 2R ENEELRV, AR, 72
THEATERNZ L 2R T EOMDIL T DHEZD TIR LR,
A CA TlE, TREAIP 7 R L AETIINE4A % 5T Subject Alt Name JEIRFEIR F 7213 =€
VA= LR OREE A AT LRV,

TIEF R —LOMEN FQDN F/21 VAN R — R RAAL ADGE, 2T R —LOEIF,
Subject Alt Name $L3ESEIK D dANSName DfED 1 XFTHoDav—L LTy a—RT5,
HAKEIZIZ, FQDN OFT_RTCO RAA T~V E TV AL RA— KA A 47D FQDN
43D F X TO Domain 7-~/VE LDH 7L & LTz a— KL, P-7-bE Unicode (2%
LR,

7.1.5 ZRTHIEY
R CA TIEERE L7220,
71.6 FIBAEARYL—F T FEAF

K CANREITTHAEHED OID 1%, K CP/CPS 1.2 SCEL LA @ OID D&Y TH D,
WOFERAERY > —fnlF1%, FEE F 23R HE mTEEFE 2 Baseline Requirements (2%

1.2.840.113549.1.1.12
1.2.840.10045.2.1
1.2.840.10045.4.3.3

BIEIR

711 N—2 3 EBE
FEMIEIE X509 v3 B L5,

7.1.2 GEIAEORNE LR
A CA DFATT HRAEMIEONE & LiRIT, A& CPICPS (7.1
éo

713 ZFILIYVXLFA TSy FERIF
ARKYy—v R ZBWTHWLENLDE T /AT Y XA OID 1, ROEBY THD,

AEHEFEOT 0T 7 A V] ITHET

V=D N FT7 Y= NEF
sha256 With RSA Encryption 1.2.840.113549.1.1.11
RSA Encryption 1.2.840.113549.1.1.1

sha384 With RSA Encryption
id-ecPublicKey
ecdsa-with-SHA384

7.1.4 ZHTX
A CA TlE, RFC5280 TED L Likhl4aEHT %,
T RXTOAELRFEFESA (RFC 5280 @ 6 IHTERIINLTWND EED) ITOWTRRRE XA DH]
BTN REAZE Z LT, GEAERITE O 7 1 —/V RO a— RIS HNET, BITS
5 CA GEFIE D Subject kil 7 1 —/V RO a— RSB E A FHALTHR—THh
HLILENRD D,
A CA 1L, FEHEZFHITTHZ LICL D, K CP/ICPS IZED LA FIAIZHEY, REBIZE D%
ITHRFE T, X TOFBADEMTH D Z L 2R T 52 L 2K+ 5, A CAlL, Baseline
Requirements @ 3.2.2.4 T |[ZED DG EERE, WBIAIC FAAL A EEZDTIER LR,
AR, VL (RN R) FEREDAZT 2R ERFEELRV, RER, £z
THEATERNZ L 2R TZDOMDILITDHEZO TIR LR,
A CA TlE, PREAIP 7 R AETIINE4A % 5T Subject Alt Name JEIRFEIR F 7213 =€
A= DR OREBE A AT LRV,

TIF R —LDOMEN FQDN F/21IV AN R — R RAAL ADGE, 2F R —LOEIF,
Subject Alt Name $L5ESEIK D dANSName DD 1 XFTHoDav—L LTy a—RT5,
HAKEIZIZ, FQDN OFT_RTCO RAA T ~ULE TV AL RA— KA A 43D FQDN
4303 TO Domain 74 LDH 7L & LTz a— KL, P-7-bE Unicode (2%
LR,

7.1.5 ZRTHIEY
K CA TIERE L7220,
71.6 FIBAEARYS—F TS FEAF

K CANRBITTHREHED OID X, K CP/CPS 1.2 SCEL LA @ OID D&Y TH D,
WOFERAERY > —fnlFI1%, FEE £ 72 I3RHE M EEFE 2 Baseline Requirements (2%

1.2.840.113549.1.1.12
1.2.840.10045.2.1
1.2.840.10045.4.3.3

KLz fE1E

(e
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EERBRESH Y
WL TWDLZ a2 T 47y ar OFERELTKCAMIATD-OICHESLTWD,
[ M 2 4 v @B G & A ]
ca-browser-forum(140) certificate-policies(1) baseline-requirements(2) domain-validated(1)}
(2.23.140.1.2.1)

[#H#%23EAH]  oint-iso-itu-t(2) international-organizations(23) ca-browser-forum(140)

{joint-iso-itu-t(2) international-organizations(23)

certificate-policies(1) baseline-requirements(2) organization-validated(2)} (2.23.140.1.2.2)
7.1.7 R O —HlFHRRD A

RE L7200,
7.1.8 R O—BHFOBXE L UREK

R I —Efi IOV TIL, A CP/ICPS /A% 3 5 Web ~—® URI #5175,

71.9 2 )T 4« WIVERERAERY O —HRICHT SBIRDTGE

BRE LRV,

72CRLO7Aa274)L

ARCADFITT HCRLOT B 7 7 A )ViF, REDELEBY TH D,

#7.2.1 (HIR)

#7.2.2 CRL7' 2 7 7 A )\ (Issuer’?>JPRS Domain Validation Authority — G4 £ 72 |ZJPRS
Organization Validation Authority — G4 FERH (25 H)

FEAR R RENE critical
Version Version 2
Signature Algorithm SHA256 with RSA Encryption
Issuer Country C=JP
Organization O= Japan Registry Services Co., Ltd.
Common Name (1) RAA 2 FGER
CN=JPRS Domain Validation Authority
-G4
(2) AHABGRAER
CN=JPRS Organization Validation
Authority — G4
This Update f1) 2008/3/1 00:00:00 GMT
Next Update 1) 2008/3/5 00:00:00 GMT
Revoked Serial Number ) 0123456789
Certificate | Revocation Date | fi) 2008/3/1 00:00:00 GMT
s Reason Code KB =2 — R (%)
DL AR RENE critical
CRL Number CRL% = n
Authority Key Identifier IssuerABHEEDOSHA-1/vv =i (160E | n

IR
WL TWDLZ 2K T 47 ar OFERELTKCAMIATI-OICHESATWD,
[ M x 4 v @B & A ]
ca-browser-forum(140) certificate-policies(1) baseline-requirements(2) domain-validated(1)}
(2.23.140.1.2.1)

[ AH]  oint-iso-itu-t(2) international-organizations(23) ca-browser-forum(140)

{joint-iso-itu-t(2) international-organizations(23)

certificate-policies(1) baseline-requirements(2) organization-validated(2)} (2.23.140.1.2.2)
7.1.7 R O —Hl#HRERD A

RIE L7280,
7.1.8 R —BHFOBXE L UREK

R I — IOV TIL, A CP/ICPS /A% 3 5 Web ~—® URI #5175,

71.9 2 )T 4« WIVERERAERY O —HRICHT SBIRDTGE

BRE LRV,

72CRLO7Aa274)L

ARCADFITT HCRLOT R 7 7 A V%, REDELBY TH D,

#7.2.1 (HIER)

#7.2.2 CRL7' 2 7 7 A )b (Issuer’?>JPRS Domain Validation Authority — G4 £ 72 |ZJPRS
Organization Validation Authority — G4 FERH E (25 H)

FEAR R RENE critical
Version Version 2
Signature Algorithm SHA256 with RSA Encryption
Issuer Country C=JP
Organization O= Japan Registry Services Co., Ltd.
Common Name (1) RAA FGFER
CN=JPRS Domain Validation Authority
-G4
(2) AHABGRAER
CN=JPRS Organization Validation
Authority — G4
This Update f1) 2008/3/1 00:00:00 GMT
Next Update f1) 2008/3/5 00:00:00 GMT
Revoked Serial Number ) 0123456789
Certificate | Revocation Date | fi) 2008/3/1 00:00:00 GMT
s Reason Code KB =2 — K (%)
DL A RENE critical
CRL Number CRL% = n
Authority Key Identifier Issuer/ABHSEDOSHA-1/vv =l (160t | n

(e
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EEBIED Y | IS

> ) > )

% : RCAlZ, CRL®DReason CodeDIHHIZRKT.22.1LUIEH DL NT DR EH a2 — FE250 | % : ACAIX. CRLOReason Code DI HIZHEKT.2.2.1TED HW\T DKM = — R & FL
WD, 272U, KB 32— R T#0 unspecified] Toh 585513, Reason CodeDIH W9 D, 272U, KB 32— KA T#0 unspecified] Toh 585513, Reason CodeDIH
HERZH L7220, HBEARZFIHE LRV,

#7.2.3 CRL7' 1 7 7 A /L (Issuer’?>JPRS DV RSA CA 2024 G1 % 721ZJPRS OV RSA CA #7.2.3 CRL7' 1 7 7 A /L (Issuer’?>JPRS DV RSA CA 2024 G1 % 721ZJPRS OV RSA CA
2024 G1OREMFIZH M) 2024 G1OREMFIZH M)

YN X E N critical FEA TR RIENE critical

Version Version 2 - Version Version 2

Signature Algorithm SHA384 with RSA Encryption - Signature Algorithm SHA384 with RSA Encryption

Issuer Country C=JP - Issuer Country C=JP

Organization O= Japan Registry Services Co., Ltd. - Organization O= Japan Registry Services Co., Ltd.
Common Name (1) RAA FGFEH - Common Name (1) RAA 2 FGFER
CN=JPRS DV RSA CA 2024 G1 CN=JPRS DV RSA CA 2024 G1
(2) FLRKERAER (2) FLRKERAER
CN=JPRS OV RSA CA 2024 G1 CN=JPRS OV RSA CA 2024 G1

This Update %) 2008/3/1 00:00:00 GMT - This Update i) 2008/3/1 00:00:00 GMT

Next Update %) 2008/3/5 00:00:00 GMT - Next Update %) 2008/3/5 00:00:00 GMT

Revoked Serial Number ) 0123456789 - Revoked Serial Number ) 0123456789

Certificate | Revocation Date f1) 2008/3/1 00:00:00 GMT - Certificate | Revocation Date f) 2008/3/1 00:00:00 GMT

s Reason Code K a— R (%) - s Reason Code K a— R (%)

DL AR X ENEY critical DL AR RENE critical

CRL Number CRL%E = n CRL Number CRL%E = n

Authority Key Identifier IssuerABHEEDOSHA-1/~ v ¥ = ffi (160E | n Authority Key Identifier IssuerABHEEDOSHA-1/~ v ¥ = ffi (160E | n

> ) > )

% : RCAlZ, CRL®Reason CodeDIHH IZFRKT.22.1LUIEDH DL NT DK EH a2 — FEZ50 | % : KCAIX. CRLOReason CodeDIHHIZFKT.2.2.1ZED HW\T DI M = — R &7
I D, 272U, KEhELH o — RS T#0 unspecified] Toh 5854 1%. Reason CodeDIH I D, 2721, KEhFLH o — RS T#0 unspecified] Toh 5854 1%. Reason CodeDIH
HBRZTHE L2, HBEZTHE L2,

#7.2.4 CRL7' v 7 7 A4 /L (Issuer’>JPRS DV ECC CA 2024 G1% 72 (3ZJPRS OV ECC CA #7.2.4 CRL7 v 7 7 A4 /L (Issuer’>JPRS DV ECC CA 2024 G1% 7213ZJPRS OV ECC CA
2024 G1OREMFIZH M) 2024 G1OREMFIZH M)

FEA TR R ENE critical FEA TR R ENE critical

Version Version 2 - Version Version 2

Signature Algorithm ecdsa-with-SHA384 - Signature Algorithm ecdsa-with-SHA384

Issuer Country C=JP - Issuer Country C=JP

Organization O= Japan Registry Services Co., Ltd. - Organization O= Japan Registry Services Co., Ltd.
Common Name (1) RAA FGEH - Common Name (1) RAA FGEH
CN=JPRS DV ECC CA 2024 G1 CN=JPRS DV ECC CA 2024 G1
(2) FLAKERAER (2) FLRKERAER
CN=JPRS OV ECC CA 2024 G1 CN=JPRS OV ECC CA 2024 G1

64/75




RREBEREDY

This Update %) 2008/3/1 00:00:00 GMT
Next Update fil) 2008/3/5 00:00:00 GMT
Revoked | Serial Number f51) 0123456789
Certificate | Revocation Date ) 2008/3/1 00:00:00 GMT
s Reason Code K = — (%)
PLAR A R ENE critical
CRL Number CRL%E = n
Authority Key Identifier IssuerABH#EDSHA-1/~ v > = fH (160 | n
> )

% : RCAlZ. CRL®Reason CodeDIHEBIZFRKT2.2.LIZED D NTNNDORYNEH a2 — R&2E
W9 D, 7277 L. KEBELH 2 — RA T#0 unspecified] T 58541, Reason CodeDIH
H BEIRZFLEL L7 vy,

721 N\—2 3 BB
SERHEEh U R ik, X509 v2 B ET 5, ACA I

7.22CRL & CRL T> b1 —Hi5E
ARCAFEITT HCRLICIZL, ROILFRM AT 2,

- reasoncode(OID 2.5.29.21)
LB = — R2Y [#0 unspecified] TZRWIRY . 2023427 H 15 H LLRRIZ %3 B RERAEIZ O
TiX. CRL®DReason CodeDHBIZRMIHa— RE2Z0LbDET D,
AKCADCRLMDReason CodeDIAH 21X, WD FE D [#0 unspecified] LSO IZNERH & fldi 4
LHH0ET 5,
#* 7.2.2.1 KRB =a— R
KB a— kR

(p)
v
t—i
I
o
i
H

|
N

ZORGEE a2 — NEEET H2FH

ML
cUTICED DR EFEHONT I H Y LR
W E

HDfEFME

- FEERIHE ORVEE G LTz, F72X
ZDOAREVEN B D5 A

AR RO

- GEERLAE O 5 B O A FRE O oORE
BT DB RICET N E UG E

AIERA 35 O U

- ZOMDRBNFEBITEZY LBRWGEIZBN T,
BEAFORERELZ I B 2 256

O Ik
CAEAERLEERICE 0D R AL A 04

#0 unspecified

#1 keyCompromise

#3 affiliationChanged

#4 superseded

#5 cessationOfOperation

IR

This Update %) 2008/3/1 00:00:00 GMT
Next Update #il) 2008/3/5 00:00:00 GMT
Revoked | Serial Number f51) 0123456789
Certificate | Revocation Date ) 2008/3/1 00:00:00 GMT
s Reason Code KB = —F (%)
PLAR A R ENE critical
CRL Number CRL%E = n
Authority Key Identifier IssuerABH#EMOSHA-1/~ v > = f (160 | n

> )

% : RCAlZ. CRL®Reason CodeDHEBIZFRKT2.2.LIZED D NTNNDORYGEH a2 — R&2E
W9 D, 7277 L. KEBELH 2 — KA T#0 unspecified] T 58541, Reason CodeDIH
HBEIRZFLEL L7220y,

721 N\—L 3 BB
SERAEAEh Y 2 MiX, X509v2 BT 5,

7.22CRL & CRL T > Y —¥i5E
AKCAFEITT HCRLICIZL, ROILFEM AT 2,

- reasoncode(OID 2.5.29.21)
LB = — R2Y [#0 unspecified] TZRWIRY . 2023427 H 15 H LLREIZ %3 A RERAEIZ O W
TiX., CRL®DReason CodeDHBIZRMEIHa— RE2Z0LbDET 5,
AKCADCRLDReason CodeDIAH 21X, WD FE D [#0 unspecified] LSO INERH & Gldi 3
LHH0ET 5,
#* 7.2.2.1 KRB =a— R
KB a— K

ZORGEH a2 — NEEET H2FH

ML

c UTFICED DR EFEHONTIITH Y LR
W E

HDfEFME

- FEERIHE ORVE D G LTz, E7201X
ZDOAREVEN B D5 A

AR RO

- FEE LA O 5 B O£ FRE O oORE
BT DI RICETE N E U6

AIEAA 35 O U

- ZOMDRBFEBITEZY LRWGEIZBN T,
BEAFORERELZ I B 2 256

A O Ik
CAEAERLEERICE 0D R AL A O4H

#0 unspecified

#1 keyCompromise

#3 affiliationChanged

#4 superseded

#5 cessationOfOperation

KLz fE1E

(e
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EEBREDH Y
E e
Yty
- Web¥ A b DEIEIC
o leGh

MR DXL %8
- REREAI A& 23

—EBIZONWT, ZOEBMEREY Ko7

PEOREF 2 L/ <

#9 privilegeWithdrawn

)

THIRAEMHER LTe%d

7.30CSPO A7 74 )L

731 N\—L 3 BB
AKCAIX. OCSP X— a1 2T 5,

7.3.2 OCSP #L3E

A CP/CPS 7.1 GEHED v 7 7 A )V ([Zid#i 75, OCSP & D singleExtensions (213,
reasonCode (OID 2.5.29.21) CRL —> b U —¥L5E &G TldZe H7avy,

8. EJUEETE L fthodE i

8.1 EENHE

T, AR CA OEHNA CP/ICPS ITHEHL L TITHOIL TV D IO T, I
21T 9,

B LWHIAEMTFEAEZBIT T 2720 T 5 2 L3 TE DAEFIL. A CP/ICPS 17.1.5
AT A9 TEIFAIZHIFI S 4L, 22K CP/CPS 8.7 WlE# | (Z1t-> TR SN T
WAHD, FlFIEENTHRNE DD, ZD' T v a Dk ) TRTOEFICH > TRAICER
INTNDDRONTNNTHLULEND D, FEHEIX, X.509v3 basicConstraints LR %
. cAboolean 7% true IZEXE ZiL7z, /b— b CA GEIEFE 72T L CA FEHE TH LY
B FHEEREFEORITICHE M TRE & R S5,

A CA PHAIHETITFEHEZ T L TV L HIRIT

1 [\|LL E iR

CEERWIR oMK L- Y — 7 v RIS EIS R

HHOET 5, BEEMEIL 1 F2B IR B0,
A CA 73, A CP/CPS 8.4 Bs&ETWON D HH| ICFGEHINTZEEAF—ATHERL TS
Z L ERTHRAANGRER LR — FEH LTV DEE, FITRTER ORI IX L E 220,
A CA 2 A CP/ICPS 84 EE /f\"”l//}x}l glﬁ\ |z =gl X - REdAS 7 oo ) NI A7 UE
T Fa v Y T O+ = e Aot T ==y v S =
LU CINZ = L 2 m YA g KAl P INZA N A OA I S ] o s 7
[ZidH X R SrAH S 2 I 7= Z 2~ A CPRICPS [Q 4 K~ /f\"”JM}x}] Z I == k==
TR AU — T 3713 =71 Al 1= S o J S¥AN ELE I N T T 1NN < >~ 1 2SS
X - R AT e 2 DN AN HL S p X Z HHUE = 2 - e X9 Z pE B s gy YA
A U — | A} -\ N U — 7= [ 7T AU L Al VA S SAHE A U C T ALE
P YA e 2 77 ] = s SN 8 VI R 29 UEH ﬁ B = ARIY -7 1) /7 SIEAH SR 2 T 4 19
| Z4 = AT T J LSS S I~ | 74 Y AT THOVoS [2nE Sy B = e LS ) 7
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