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1 FEPRCOWNWT

AENT(E, IPRS U—/)\-SHAZEFITY—EX ACME Mt (UUF. AY—EX) T
CHIABIEEIR ACME 54 7> hD—DTHSD. Certbot (B— Rw k) OZTHIAA
ECDWCHRBALET .

1.1 ACME [CDWT

ACME (7727=—) (Z. Automatic Certificate Management Environment (E&hsEBH
SEEBRIR) (CHEXRI D, SREOEERZBELI DzHDTONIIL (BRDRD) T
9, SEBAEDEEEN ACME ([CHIETD LT, U—/\—FIAEZFEFEEHHTEET
FFI . ACME [CHIET BHBE. ACME DB —EXZFIAT 2DV I RIT 7 TH
d. ACMEOSA 7> hEfERATEET.

1.2 Certbot [CDWT

Certbot (ZKEDIEEFEANTHDIEF IO 7+ 7784 H (Electronic Frontier
Foundation: EFF) H'F% - AL TWD., A—T>VY—XXD ACME 95414 T7> hD—
DTY, Certbot (FEETHIATEETTY,

1.3 FEPCHITBRHRFAHCDONT
AERG. U TFORRRMATRRLTVET.,

v rootiERTIN> REEITTEIEDELET,

v OSOEECDVTIE. AERDOHJFRINELFET.

v Certbot D/\w T —ZA 2 X M—=)LELCDVWTIFRERDWHRIE LET,
1)L RAO— REEEAEZS L. DNSERAE (dns-01) ZFIAULZY —/\ 3RS
DFEAT - BIICDOEFHLTE. ZFIAFD DNS 0/ A5 — EDEEE (SIS L
ETSTA R BEEIRDIZD. RENDOWRNEULFET, BNADFEITH
DNS SR T S04 > DFIAAEICDETELTIE. CHAERCTITHRIEE
(AR
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2 Bai#(m

2.1 Certbot D1 >ABM—=IJL
IFD&E URL ICEEH NIEAX RFIXA MEXCSHBOS X, CHIRADIRIE(IC
Certbot 21> X b—JLULTLTZEL,

RBRE. A>AR—ILFELCDVWTEARENTEHIRVEEADT., FHTTHEIIZEU,
£ : https://certbot.eff.org/docs/install.html

22 EESBFREEZEALLAY—EXDFIABELUIAH
AY—CROTHAICE. JEEBEEEEEUERUAGDBECIROET.
BFRETEER. BEBEECLIORIOET., HULAHOSFHERBEDFMCD
FHELTE. CHADEESEEECSHOEDE L,

2.3 ACME 7Zh7D> hNORETICWHE EAB (FBELIFIR) DZH

AKH—EXDOTFIAICIE. EAB (GREFIER) MUWETY,
CHIFDIETESEENS EAB GRELIEHR) Z==(TH> T IEE0\,

% FRALIBEIROBEXNEARI (K. FREAEIROFEITNS 14 HREITI ., COHARIAICFIE 3.1
[ACME 7HD> hDFEIT] ZITO>TLZEUN,

% EAB (FR5LIEHR) OBREAMME T UITHBEY. EAB GRAEIEHR) ZXR< UItizs
(C(d. $EESEFEN\EAB (GRELIFHR) ORITEMEIELTIES.
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3 YIEIDEAEFEITZITS

3.1 ACME 7h9> hZHITI S
AY—CREFIFAT B2HD ACME 7HD > NOFITHBEICIZDET . HAROIE
EELEEN S EAB GRILB®R) 2R,
728, ACME 71> NFFICHZ0. IPRS DB DREBEREZET DA —ILT KL
ZADBENVECROET .

X AVEEDRR. Certbot MRHFIT THSD Electronic Frontier Foundation (CX LB
DA—)LT RLRAEFKIET DN DIERA Vv - hESNFE I, FEEGFWHWAET
FHBDFEBA. EEMNMTONRLKED, KU—EXZZFABEWEZEITETD.

ml

# certbot register -m 'mail@example.jp' --agree-tos --eab-kid

'NUtfiBgcWr9oGCWmF8PQd2d499T7WrgqsnkxIOAPASE' --eab-hmac-key

'Shn8-aYwhUwO0esMLngJL_o09Fg_BszfAgrRIjOtGQGGY"' --server
'https://acme.amecert.jprs.jp/DV/getDirectory’

x [#] @TO>T bTHH. ANRBRETT,
X BYXFEFERITRIRCLDERDFT,

[Account registered.| Xwvtz—hHERRESNNIE. ACME 7HD> hOFITIEZE T T
EP
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BACME 7HI> NMCREET D Certbot BT IO R - AT 3> (—8) :

BJaOv> R ahA

register ACME 77H D> hZERRLZE T,

AT23> R/ ER s A

-m 'MAIL' = ACME 710> MMCERETDA—ILT7 KL R
ZEELET, (AN RSA>TOATZ 3
HEEMEETIN, HBELRVNESIICEA
2ESOT 4 TCANERDESNET)

--agree-tos F= JPRS OFAMRKIICARLET. (ONX RS
A2 TDATZ I UAEEMERTIN, BE
UIRWMBE(CEA > FSTFT+ T(C AP ZEK
HENZFET)

--eab-kid 'KID’ Wi ACME 710> bOREIBIREEELE T .

(MAC #3851+ )

--eab-hmac- Wi ACME 710> bOREIBIREEELE T .

key 'HMAC-KEY’ (MAC ##)

--server 'SERVER’ | %A BEERDOY—/\—/RA hZIEELFI. HUT
DEFEEZADLTLIIZS0,
'https://acme.amecert.jprs.jp/DV/getDire
ctory’

Copyright© 2022 Japan Registry Services Co., Ltd. 6




Certbot CHIENYZ=2177)L

3.2 U—/)\—IAEEFIT - ™WEIT D
AY—EXTES—/\—FEREFRITRD R A1 > & DR R EE LT, ACME®D
J7 1 )LeRsE (http-01) ZF7/z(d DNSFR3E (dns-01) ZFATEFET,
AIYZ2ATILTI>I T 7AILBsE=F A L. Apache Web H—/\—(CSEBHEZETE T D%
aflzEEH LUET .

TER
% DNSZREIzFAT %S, ZFIAHRD DNS T/ A5 — ED@E#E(CHIG U
TS0 A4 >R ECIRNET . DNSEREEBDT ST 1 > DFAREICDE
FUTE BNADFINTHAERICTTHERSIZES N,

mf

# certbot run --apache -d example.com, www.example.com --server

'https://acme.amecert.jprs.jp/DV/getDirectory'

#8290 FQDN Z3ETE I diH5a. example.jp,www.example.jp DKSICINTXYI>T
IBEUEY, 820D FQDN ZIEEI D ET. TNSD FQDN MY SAN (72D —/\—3EBA
EERE - FRAITDIRAAE) (RSB N, 1 MOFEAENREITEINET,

ER
X CORRICHBNWTEE LTZ FQDN O—DZFAR T UItiBE. TDitRER
HREIEN. FEREUTD FQDN WMERFRTH S EiBEaE. BELET
NTD FQDN DEERENEN 72D T ECTERLSEEN.
SN ZOE T Bz, 82D FQDN Zi8E I diFa. B UFIHEZHF
DFQDN £33 EaHREUET.

[Successfully received certificate.] Xwtz—IhHFRRESNNUL. FEAEDFEITIER
TTY,
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FATSNIZAAZ(EEE. UTOF7 LU NJTHRTEEY,
SEBAZE : /etc/letsencrypt/live/${FQDN}/fullchain.pem
s o /etc/letsencrypt/live/${FQDN}/privkey.pem
% ${FQDN} (&. FIEAEZRET D Web —/{—dD FQDN ZxLFE T,
X /Jetc/letsencrypt (&. Certbot i"F I A)L NEETEMR T DT« LI KNITT,

mEFAAERITICEET B Certbot DU T AV R - AT 3> (—8B) :

57O R #tPA

run SERRE DFAT - BHT - Web B —/\— DA > X h—JLZITLE

g_o

AT3> R/ MER G

-d WA SERAEZFEITI D FQDN ZIEEELFI. HONTKX
)3 & TEBIEENTIETT .
--apache a1 apache 7501 >=FBALUT. FAZEDORITEA

A=)V eEEMELE T,
FAT BEEETHEE T 7 A ILEBEEEIEDF T,

[
W
X

DAL RAO— REEBAE (X T 7 (LRSI CTIERITTCE X E A DNS 3852

CHIBLIZEL,

% DNSREETIE. SEBAZEDORITHREIRD FQDN DY —> =B 9 DHER
DNS U—/\—(C. RAA > &FIAEEZAOREXFIN ez
TXT LO— RZEFAEDHE N THE « BT DINENHDET., TDIZ
&. DNSRIIZFIF L CAEBIEDFIT - EfiZzEHEMETSD (TXT L O—
RODSTE - Bz BEMLT D) BE. ZHADDNS JO/\1 45—
ACME 547> h&d API L_TE(LS(TEGL/TL\ZDM\ED‘a‘Zbiﬁ“O EE2
[CDEFELTIE. ZHAPD DNS TO/N\AL —(CTHERIZE0,

X% Certbot (C(&FE/R DNS JO/\A S —&D APL @ (IS LI T ST 1 >

PABESINTUVET, (I Certbot ATKD Web B b(*) & CHESR<

20N,

(*)https://certbot.eff.org/docs/using.html#dns-plugins
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4

SEBAEDEFHZITDS

4.1 BHEITS

Certbot renew I¥> R&EEITL. H—/\—SIBAEZEHLET.
CDOOXR> R, FEEAZEDOBEMHEAEN 30 HU LR > TLWBRIGSEEFNAF v TS
N. 30 BRBCHIBECEHRERITUEI,

# certbot renew

ER

X Certbot DAT>3>THD '--dry-run’ (IR —EXTIIEECEHEL
RWzs, FAURBWESBFEWVLWLUET,

4.2 BIENEMREZTDS

‘renew’ N> REEHNCRITIDLDICRET DI LT, FEABOEHZEHNNLTD
TEFEY,

UTFofITld. sSERREDEHZBE L L Apache DERTE T 7 1)L ZBHd+AFH T DIHFE
MDEEEZ. cron ([CERBLIEBEDZRLTNET,
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m

sudo crontab -I -u root

00,12 * * * certbot renew --deploy-hook "sleep 10m;systemctl reload httpd"

% CHIBORIE - /> XM—JLAECKD T, Certbot "EEIEHADD
STNT7AIEERT DHBENHDET . REL&HIE. H2TILT 7
TIVEFIRUIRWEEDFIREIEDET

X BRFRCBITDIAYT—EXDOHRRICKD. FAEDOFEITHS OCSP (G
BAEDAT—IXEREA>SA > TRMAISTOMIIL) B—/T—A
DIFREHFETIC. BA 10 DEEDIALSITNFELET.

CNICKD., 7O REEC OCSP DIEiHk =R D —E8 Web TS5 OH
—(CHBULT. OCSP ICHATBITS—AVT—HARRESNDIBENHD
F9., H T Firefox TS5IY—(CHNT., CORREHER L TULE
3_0

SEBAZE DFEFT & Web B — ) \— D5 d+AH DR ([CFTTE DS LI il 2 55%
EITDZET, IZ—DEREZLOBETEFEFI, LELDHITE Linux D
sleep N> RICEKD. 10 DOFHERFEZREL TLET,

Copyright© 2022 Japan Registry Services Co., Ltd. 10



Certbot CHIFA~YZ2177)L

v (WER) EMOREZHRIT D

SERAZE DEFDBRIFERTE T 7 1)LICEERENz. FATRICEELIEAT> a3 >=FIAL

THHEZITWET ., EEMERZES. NEIJ 7 MIILZEBIELTIEEU,

BEIT7AIVGEE. UTDO7+ LU KNJIICHERENET,
/etc/letsencrypt/renewal/${FQDN?}.conf

% ${FQDN} (&, FIAZEZHEI D Web B —/\—D FQDN Z:RUFE T,

Efz. COFRET71)LD "renew_before_expiry"DIEZZEE T D ET. ‘renew’ ]
N> R CEHZEITI DIMPREOEVHREEEIDCENTEFT,

BUIFDBITIE. "renew_before_expiry”% 91 HICT D &ET. w9 renew’IN > RT
AN EF SND LD ICUIEHZEDREZRLUTVET,

¥  LUF(BIRADERETH D, AMERICHITIREFHEINEEA.
B EERAE (CSHALIZE0N,
ml

/etc/letsencrypt/renewal/${FQDN}.conf
renew_before_expiry = 91 days

version =

archive_dir = /etc/letsencrypt/archive/${FQDN}

cert = /etc/letsencrypt/live/${FQDN}/cert.pem

privkey = /etc/letsencrypt/live/${FQDN}/privkey.pem
chain = /etc/letsencrypt/live/${FQDN }/chain.pem
fullchain = /etc/letsencrypt/live/${FQDN}/fullchain.pem

# Options and defaults used in the renewal process
[renewalparams]

account =

server = https://acme.amecert.jprs.jp/DV/getDirectory

authenticator =
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5 TODMBERFCDHTSIER (ABIEFR. K3Zh)

5.1 HINICERZITS

'-- force-renewal’ A>3 > &IETFEI B E T, EBAZEOEREARIN 30 B L% > TLY
BIHEH. HEZ®HNCEHTETEIT, BR(THIAEDANBINRE(CR > 2 E
DBEIC. KATS 3> ZEBELTLIEE0,

X KEODIASRITHIME LU TITOhNEBE. U—/\—RITHBEEHIRITIHEN D
NET,
mfl

# certbot renew --force-renewal

mEEAAEEFHCEET D Certbot DY T IOV R - AT 3> (—8P) :

H9IJOTR BH
renew PIFTCRAT UTEBEARE THNEVERRZ (T A4J)L AT 30

HXiE) @2 TEHRLET.

AT23> WA MER &R

--force- = SEAZEOBMHAR(CRAN ST IICFIRZEDEHZ
renewal ITVWET,

-- deploy- = 1l 2 DEERE DB TONIZIHE(CDH. FBELE
hook ‘¥ O BN 1 BREFRITESNE T BIHAITONEGD
>R DIEBERFEITEINEEA.

-- post- aa= L TCOEAEDEFRFEN DO 2. EELLEOY
hook ‘¥ >R ERFERITESNET .. EREFENMTONLND
>R DGR EERITESNE A
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52 (WERF) SIAEEKIHIT S
WESROFBEIRLIRE, SREZEK T IUNENE UGS, ROOY REFEITIBC
ETHIRAEZELMTEET,
ml

# certbot revoke --cert-path /etc/letsencrypt/live/example.com/cert.pem --

server 'https://acme.amecert.jprs.jp/DV/getDirectory’

[Congratulations! You have successfully revoked the certificate that was located
at B—/\—iAE T 7L (.pem) DTILINR | XAvtz—IRFRRENNE. FEAE
DREFFTTTI,

mEFAERMNCEIET D Certbot DT IV R - AT 3> (—HD) :

HJaTR AR

revoke FEITUIZERAZE R LUE T,

AT 3> WA/ MER BTl

-- cert-path H— FE HI OV REERTIDHRERDZ Y —)\—

JN—EERZE D 7 o SERRE D 7ML EIBELE Y,

JL (.pem) DIJL

AV

--server 'SERVER’ | %78 BREERDY —/\—/RAMZEELFT, AT
DEFEEZADLTIZE0,
'https://acme.amecert.jprs.jp/DV/getDire
ctory’
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6 &&I15Hk

6.1 Certbot 43 - all-instructions
FRATRIRIE(C Certbot D1 > X b—)L - SEBAZEDRTEAENEH N TULET,
https://certbot.eff.org/all-instructions/

6.2 Certbot AT - 1—HY—HA K
Certbot ZFIFA 9 DFRDFMERA FATIR/RAY TN R - AT>3>o—&RE) B
SHSNTNET,
https://certbot.eff.org/docs/using.html
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6.3 ACME WITHRY—EX - TS5 —0DERI & FHERHF

AY—EXTHNT DI — DR ERERMAH(FROBED T,

HTTP
AT—43
IS5 Aa—F Ayb—I X (KEE REXH
ifi BESNZI7HD> MIEFE LRV
accountDoesNotExist 400 The request specified an' ) - ‘
account that does not exist | &
400 The request specified a
ifi KNI ROIBAZNEEC R ENT
alreadyRevoked certificate to be revoked 2 *
that has already been (AF=3
revoked: [%s]
400 ) CSR WZ (T T 5NRVNGE(EE
badCSR The CSR is unacceptable e .
MEIEBRE)
400 The client sent an
badNonce unacceptable anti-replay RAREERS P RERELLBE
nonce
_ 400 The JWS was signed by @ | 505> hjspaseotssgIcrIgan's
badPublicKey public key the server does sma
not support -
. 400 The revocation reason EEENEPERIY — ) — AT
badRevocationReason provided is not allowed by . NN
the server: [%s] FRISNTLELES
_ _ 400 The JWS was signed with an | 4t pegR— kUL 7ILTU
badSignatureAlgorithm algorithm the server does 2T IWS HEES TN BES
not support: [%s] ATIw cnaBa
can 403 CAA records forbid the CA | CAA L — RIC K DIEHEDFAT
from issuing a certificate FAISNTORVNES
_ 400 The server could not FQDN DEEROY —) (— (T
connection connect to validation ST
target : [%s] cERLES
400 UOTR I
The request must include a externalAccountBinding(*)h\1F7E
externalAccountRequired value for the LRRWNES
externalAccountBinding field | (x)zzspigsm(MAC S8RIF - MAC
i#)
400 >4 bd URL DR ARIETH
invalidContact A contact URI.‘ for_an ~ :
account was invalid: [%s] 3184
400 i ion i WAERF T Y IPRRF T v IR
malformed _The r_'equest information is ‘ T &
invalid EDUUIARRETHDHE
malformed 400 Unable to create account EAB 7HI> MHIRIETHBEE
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400 AT RA=ILT RLRAN 7 44
. o BUERESN TS, BLL I 0
malformed ;I::/i”ccti).ntact information is HThBEA
' - ST RA—ILT RLRNEE
ULCERESNTULDIES
malformed 400 E'eerf‘/fceeagree tothe term of | gmmmicREL L BLEA
malformed 400 The FQDN is invalid: [%s] FITTERFQDN THBHE
alformed 400 Validity period of application | =% —A7Z1 T hORHHRY]
has been expired nogs
400 A= AT O RDRT—HX
malformed Unable to accept order SRETHEEE
alformed 400 Validity period of application | #EFATZ 2 M EMMIRTINT
has been expired 5355
400 BAIAT ST U CDRT—H AT
malformed Unable to accept order FTHBEa
malformed 400 Z;‘Ztcle[rot/'fgate does not RO ENFELEEE
. (0]
alformed 405 The HTTP method is invalid: | YZTABMRIE : sFEENTLRN
[%s] HTTP Method TH3H&
alformed als The content-type is invalid: | YZTARRE : SFESNTLRN
[%s] ContentType TH318&
The request attempted to | finalize s © 2 TLVRL) order
orderNotReady 403 finalize an order that is not (E5 LT finalize LIiSa
ready to be finalized AU Cfinalize U155
reJeCtedIdentlﬁer 400 The server W||| not issue FFTROFHBNF (T U TH—/\—HVEE
certificates for the identifier | \EERFLRVES
i H—/\—TAEBIS—HRELIH
serverInternal 500 H;:rizﬁveerrrg? perienced an ~
unauthorized 201 The client lacks sufficient ACME 71D 2 hDAT = I DT
authorization FTH3HE
400 A contact URL for an L
unsupportedContact account used an J 7R ORI RLBIA
unsupported protocol F—-LATHIBEE
scheme: [%s]
unsupportedidentifier | 400 ﬁ;‘s'ssgg':ézg 'tsygfea” HRIFAHR— FENTORNES

K[%s] 1 [%d] ([ClF. TS—DEREQRD EEANRMENENSNET

Copyright© 2022 Japan Registry Services Co., Ltd. 16



