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EEEIR
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(Windows 2 ZFIRDIZS)

EROREHENERDFTIDOT, FERFICHRHEXITITO TS,

RiR Unix DOS (Windows)
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1 Bai#tls

1.1 JfE CAGIEAZE LU/ ORI— NEAEDY D> O— K
MF & DR CASEAE & /0L — MEEES D> O— RU, BEFELTIRE L,

m fd] CASEEAZE(CDULT
https://jprs.jp/pubcert/info/intermediate/

1.2 —N\—fEAEDSY U >0—K

1.2.1 JPRS h'5XfdEcNBIEE
JPRS WSRfAENBA—)L [H—)\—5EBREAS DT> O— RFEHEEDTEAN[FQDN]] (T
EHSNTUVB URL KDEERERSY D> O—-RUTLESEL,

1.2.2 EESBRENSEHEINDIBLS
ENTNDFEREDIEET D7ECTHYI>O- RULTLIEE,
XEHRED —/\—SEAEZBA L EESEE CBHEE <1220,

2 FEIREA A M—=IL5E

2.1 —/)\—GIAE &Rl CA SERE. F0R)L— MNMIEBAEZDRRS
RDIAR> REANDL. dO>0O—RUufzY—/\—5EBAE (#l : exsample.crt) & EEE
dHfE CASEBAZ (fI: JPRS.cer) &UOR)L— MEEEAE (Ml :
tlsrsarootca2024cross-pem.cer) ZDREF £,

a2 TG cat exsample.crt JPRS.cer tlsrsarootca2024cross-pem.ce

[combined.crt] : EFED T 71L&
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2.2 SIAEDA XA M—=IL
RO REAAL. DRVZEREZ > ~—ILL TS,

e TS keytool -import -alias tomcat -file combined.crt -keystore

your/keystore/filename

[tomcat] : BB UIAHBFICHERL UTeiE R )7 D%,
Tomcat 6 LI CHBDIGE (L. ZET 71U
(conf/server.xml) ® Connector 3D keyAlias B4 (38
EUREEEE—TT,
[combined.crt] : t52FIE 1-1. THERKR LIZT 7 1 ILD&HEI

[/your/keystore/filename] : B UIAFBF(CHERL UTZBER 7D T)LIKR %

2.3 NRADO—FRDAN
JO>T MRRENES, /(XD— READUTIEEL,

mESZ2 NIl nter keystore password: changeit]

[changeit] : BUIAHRFICER U 7D/ (XDT— R

XIREDI\—==3>(CkD. RODELSIRTIOT MITRRESNDBZENHDFT, For
NG EE. Tyes] EAAULTLIZE0N,

g T

Top-level certificate in reply:

Owner: CN=www.jprs.co.jp, O="Japan Registry Services Co., Ltd.", L=Chiyoda-ku, ST=Tokyo, C=]P
Serial number: af0956e23f804902

Valid from: Fri Jul 15 15:32:59 JST 2016 until: Sun Aug 14 15:32:59 JST 2016

Certificate fingerprints:
MD5: B9:F8:68:FD:01:71:73:83:77:DB:1A:81:68:E4:97:72
SHA1: 1B:66:D1:1E:2D:3A:3E:25:9B:69:92:E1:1C:18:A4:3D:FC:49:A0:E6

SHA256: D6:31:38:E3:0B:51:AC:3E:A3:FB:9C:7E:CA:4F:52:11:50:B0:E5:80:A6:1B:66:9A:7F:5A:E7:E2:FE:E8:D4:9F
Version: 1

... is not trusted. Install reply anyway? [no]: yes
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o’O0>7 MO EXREBERRDES

RIB(CXDTIE ROLS(CHARETERRSNDHEN DD FT .

X > RAN

FiB&E: CN=www.jprs.co.jp, O="Japan Registry Services Co., Ltd.", L=Chiyoda-ku, ST=Tokyo, C=JP

FITHE: CN=www.jprs.co.jp, O="Japan Registry Services Co., Ltd.", L=Chiyoda-ku, ST=Tokyo, C=JP
> 77)LE&ES: af0956e23f804902

BhERE LA E: Fri Jul 15 15:32:59 JST 2016 #T7H: Sun Aug 14 15:32:59 JST 2016

SERED T4 >HTU b

MD5: B9:F8:68:FD:01:71:73:83:77:DB:1A:81:68:E4:97:72

SHA1: 1B:66:D1:1E:2D:3A:3E:25:9B:69:92:E1:1C:18:A4:3D:FC:49:A0:E6

SHA256: D6:31:38:E3:0B:51:AC:3E:A3:FB:9C:7E:CA:4F:52:11:50:B0:E5:80:A6:1B:66:9A:7F:5A:E7:E2:FE:E8:D4:9F
EBLT7)ILTYUX % SHA256wWithRSA
N—=3>:1

COEERREZERELE I M. [nol:

2.4 42X M—=JLOFEER
RDES [CERREND T ERTHBL S,

a2 Nl Certificate reply was installed in keystore

U ETEEREDA > A M—ILIFETTY,

SEEAED T 7 1 JLDHIER

T TH. ERUTSEEAZED D 7 A )LIEARBRICADETITDT, ROIN FDOAS
([CKDHIBRUTWZIZWTCEBES DEEA.

TLS/SSL OB &XL0 HilcH)

TLS/SSL Z=B%h(C L. BiltEZiT\\ET ., TLS/SSL ZEREFH CThIUE, RDKDIC
BMESNTVDINE DN ETHRWZIEE., BiEgZiTo> TIIESEL,
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3.1 TLS/SSL OBk
RO LS Connector BZE%Z. server.xml 77 A JLICIBELTLIZE0),

[443] : Tomcat WEFERITDR— hDES
X Tomcat [HBDRET 7L Tl 8443 HZER— M TIH. https TIIBEIET
443 BER— bZERALET.
[changeit] : BAUIAABFIC/ER UTZE R K7D/ AR D— R
[/your/keystore/filename] : BB UIAFHBFICVERL UTeEER 7D TILINR %
[tomcat] : BRUIAHBFICVERL LTziERT7 4

xR

BXNTDOINRAT—R(E, server.xml J7AJLICEXTEBELUE Y. /\XT— R{DOWEEH
MACRRURVED., COITF7AIL conf T+« LU NUDHFRIE— RQAEICTEELLIZE
(A

Apache Tomcat 8.0.9 Blf%. Apache Tomcat 8.5.3 Blf%. Apache Tomcat 9.0.4~
9.0.73 DiHE

<!-- Define an SSL HTTP/1.1 Connector on port 8443
This connector uses the NIO implementation that requires the JSSE
style configuration. When using the APR/native implementation, the
OpenSSL style configuration is required as described in the APR/native
documentation -->

Zll==

-->

<Connector port="443" protocol="org.apache.coyote.http11.Http11NioProtocol"

maxThreads="150" SSLEnabled="true" scheme="https" secure="true"
keystoreFile="/your/keystore/filename" keystorePass="changeit"
keyAlias="tomcat"

clientAuth="false" ss|Protocol="TLS" />
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Apache Tomcat 9.0.74 L[ EDIEE

<!-- Define an SSL/TLS HTTP/1.1 Connector on port 8443
This connector uses the NIO implementation. The default

SSLImplementation will depend on the presence of the APR/native

library and the useOpenSSL attribute of the AprLifecycleListener.

Either JSSE or OpenSSL style configuration may be used regardless of

the SSLImplementation selected. JSSE style configuration is used below.

->

<Connector port="443" protocol="org.apache.coyote.http11.Http11NioProtocol"
maxThreads="150" SSLEnabled="true"
maxParameterCount="1000"

keystoreFile="/your/keystore/filename"

keystorePass="changeit" keyAlias="tomcat">

Apache Tomcat 8.5.3 B}, Apache Tomcat 9.0.4 Bl}§T SNI 7’00 b JJLIEEEER
IIIEE

Connector BZORMEAIRD K S78 SSLHostConfig BZRZEBNMUL TLIZELN,
Connector B3 [/>] THOZIEEXUDDOEE(F. /] XFOHIBRERRK. BACST
( [</Connector>] ) EBENFEBIMLTLZEUN,

[IKS] TOFELHMEELRVBE, [pkes12] BERULTHTLIZE,

<SSlLHostConfig hostName="www.example.jp">
<Certificate certificateKeystoreFile="/your/keystore/filename"
certificateKeystorePassword="changeit"
certificateKeyAlias="tomcat"

certificateKeystoreProvider="SUN"

certificateKeystoreType="]KS"
type="RSA" />
</SSLHostConfig>
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Apache Tomcat 10.0.2 BAfF. Apache Tomcat 10.1.0 B{f#. Apache Tomcat 11.0.0 X
fE s
U &EDD Connector B3rMH (C #2109 SSLHostConfig BR%E HEL\DIHA.

SSLHostConfig 3 ® hostName EBMHDAE(C FQDN Z#EL T IZEW),
UpgradeProtocol 3N D Iz E&TH. UpgradeProtocol EZ=DEB(IAETT,

<!-- Define an SSL HTTP/1.1 Connector on port 8443
This connector uses the NIO implementation. The default
SSLImplementation will depend on the presence of the APR/native
library and the useOpenSSL attribute of the
AprLifecycleListener.
Either JSSE or OpenSSL style configuration may be used regardless of

the SSLImplementation selected. JSSE style configuration is used below.

<Connector port="443" protocol="org.apache.coyote.http11.Http11NioProtocol"

maxThreads="150" SSLEnabled="true">

<SSl HostConfig>

<Certificate certificateKeystoreFile="/your/keystore/filename"

certificateKeyAlias="tomcat"
certificateKeystorePassword="changeit"
type="RSA" />

</SSLHostConfig>

</Connector>

Lll==

X RTTOINRAT—RI(E,. server.xml| TJ7A)LICEXTHEELEI ., /\XT— RdHH
ZEEAMBEA (CRBULIRVWED. TOT7AIL2 conf T+« LU MU —DHFaI[E— R/ e
[CTHERLSIEE0L,
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3.2 Tomcat OE1E - HBilcH)
NEERME=EDSH. Tomcat =1L - BEFSILTLIEE0),

iy Nl ${CATALINA_ HOME}/bin/catalina.sh stopEJ=Es

$ ${CATALINA_HOME}/bin/shutdown.sh

[${CATALINA HOME}] : Tomcat &&A L=F« L2 KU

==h ) I NIl ${ CATALINA_HOME}/bin/catalina.sh runfieysEs

# ${CATALINA_HOME}/bin/startup.sh

2% JF5RTDR—MESCLOTEF A— /NI HENTBERLEEHDEH
a_o

SO A h—JLIE. BIETETTY,
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