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JARAN REGISTRY SERVICES

the

“All hosts must be prepared to accept datagrams of up
to 576 octets (whether they arrive whole or in
fragments). It is recommended that hosts only send
datagrams larger than 576 octets if they have
assurance that the destination is prepared to accept

larger datagrams.”
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“The number 576 is selected to allow a reasonable
sized data block to be transmitted in addition to the
required header information. For example, this size
allows a data block of 512 octets plus 64 header
octets to fit in a datagram. The maximal internet
header 1is 60 octets, and a typical internet header is
20 octets, allowing a margin for headers of higher
level protocols.”
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“A non-reliable (i.e. best effort) method of
transporting a message of up to 512 octets. Hence
datagram messages are limited to 512 octets.”
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 BellovinEc M3 (1990F #4 2
— “Using the domain name system for system break-ins.”

<https://www.cs.columbia.edu/~smb/papers/dnshack.pdf>
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<http://jprs.jp/tech/material/iw2009-lunch-L1-01.pdf>
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¢ RFC 2065 (DNSSECOHIR#ND{11#E) (19974
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“However, larger keys increase the size of the KEY
and SIG RRs. This increases the chance of DNS UDP
packet overflow and the possible necessity for using
higher overhead TCP in responses.”
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DNSSECOE#IMRFC(RFC 2065) DEE |

e D. EastlakeKIZ&>TEDHNT-(BLELIZITEST)
— Bigger Domain Name System UDP Replies
<http://tools.ietf.org/html/draft-ietf-dnsind-udp-size-02> (1997 ~ 19984 )
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“1280 bytes of DNS data is chosen as the new default
to provide a generous allowance for IP headers and
still be within the highly prevalent approximately

Ethernet size or larger MTU and buffering generally
available today.”

Ethernet®H A AHEE (187 v TRAZEIZEER)
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“Choosing 1280 on an Ethernet connected requestor
would be reasonable.”

EthernetiZ# TlX 1280/ A1) —X+T)L

Copyright © 2013 # XK AARL DR H—EX

18



JARAN REGISTRY SERVICES
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e DNSSECOERLEDTFALEEZHE . RFC
4033~4035¢ L TIE#EAL

e« INITOODNSSECM £ ﬂijif HEBIDNSH —/ \— D 4%

“A security-aware name server MUST‘Support the EDNSO
([RFC2671]) message size extension, MUST support a
message size of at least 1220 octets, and SHOULD
support a message size of 4000 octets.”

“A security-aware resolver MUST support a message

size of at least 1220 octets, SwesiBcunport a

message size of 4000 octets.” Xy aDNSH—/N\—D1EH%
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2 E FREDNSO0 (20134)

e RFC 6891
— EDNSO(RFC 2671) DX EhR

“Choosing between 1280 and 1410 bytes for IP (v4 or
v6) over Ethernet would be reasonable.”

“A good compromise may be the use of an EDNS maximum
payload size of 4096 octets as a starting point.”

g EthernetiE#E(ZH(TDH)—XFTILIZ{ED . R
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<https://ripe67.ripe.net/presentations/112-2013-10-16-dns-protocol.pdf>& b 5| F
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« Hi8#:JP DNS Update (Internet Week 2010)
<https://www.nic.ad.jp/ja/materials/iw/2010/proceedings/d2/iw2010-d2-02.pdf>
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EZH GREFBECESNTLND)

$ dig ****.ru

;5 Got answer:
55 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 9418
;5 flags: gqr rd ra; QUERY: 1, ANSWER: 238, AUTHORITY: 2, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: O, flags:; udp: 4096
55 QUESTION SECTION:

ckkkk g IN A 2

; WHTZHD
;; ANSWER SECTION: ALa—Fk
KX . 3179 IN A **.224.%* .49

*HHK . 3179 IN A **.224.%*.136

*HHK . 3179 IN A **.224.%% .63

;; AUTHORITY SECTION:

*Ex* pu, 345178 IN NS dns2., ****x** py, ~
kkkk py 345178 IN NS dnsl.****xxx py. Fsgd)j(%é’&

4000/ \1 k&Y
WU INSSERTE

55 Query time: 9 msec
55 SERVER: 127.0.0.1#53(127.0.0.1)
55 WHEN: Mon Oct 28 14:11:45 2013
;3 MSG SIZE rcvd: 3889
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TTARF YT LY
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— ALO—FIERBEARTRELOA—FD—D

FrylaDRRICELTRIL (KEQG) BEZTIRT

— ANYEEL S

o djbdns(tinydns) Tl EED8DDAZSUH LITEATIEET S
(B IXEIZ512/ N FERB ZHELY)
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PS50 A T—3  DEEE

o IPIZEWWTIRITENSRADESL(MTU) XYL
REGT XD EBITRAE
— #2i% (Path) MTUKY KEGZUDP/ Ny DA ERFIZNT HEE

¢ IPOERLEETTHAZEITHIDLERH
— Fragmentation Considered Harmful (1987 %)

<http://www.hpl.np.com/techreports/Compaq-DEC/WRL-87-3.pdf>

e DNSOUDPAYtE—IH A XDIERETZENTH.
IPOS0 AT —23 % ECERENSIN TV
— EARMERRIZHI1T5512 +8 + 20 < 576
— EDNSOIZ$(+51280171280551410D s
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» EDNSODEH (P. Vixie k) HEE M EERHL TLV-
— 201349 A9H Mdns-operations MLD #&F5

“regrettably, the author of RFC 2671 knew the dangers
and limitations of fragmented IP, but specified it

2
anyway . <https://lists.dns-oarc.net/pipermail/dns-operations/2013-September/010704.html>

(TR EHIBZE 4> TL A8, Zh (EDNSO) EHELL - |

e« LAL.DNSSECIZIPISHT A T—30D
FAZHIIREL THRESNT-(RFC 4035)

[“A security security-aware resolver's IP layer MUST handle
fragmented UDP packets correctly regardless of
whether any such fragmented packets were received via
IPv4 or IPV6.” BATESIHLIHALE

[ R THABODAIEWSEELEVDITEBYEEA |
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BTV AMERKHE

o JRIX AT “1st-fragment piggybacking attacks”

— IPIST A T—3 DB REERLT-.
FT=7EDNSF vy AR/ A=V T REF L

« 2012F5R17HICARZIIL-NIL=A4F2KFDA.
HerzbergZi#Z2&H. ShulmanKIZXYE RSN -G/,
“Fragmentation Considered Poisonous” T g
— COF R TIEDNSEFZE DR TIERELEEIZTEST

e 2013%F8H1HIZIETF 87 saag(Security Area Advisory
Group) DIAFHEEICEVNTHERE

— “DNS Cache-Poisoning: New Vulnerabilities and Implications,
or: DNSSEC, the time has come!”

<http://www.ietf.org/proceedings/87/slides/slides-87-saag-3.pdf>
— F&K1% . dns-operations ML TR E4EERE(C
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Header

Question

G .|

Answer

Author ity

FAENEFEERNERENEENR

Additional

TS99 Ak
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B BHFEF|HIt: <http://pixabay.com/ja/> (Public Domain CCO0)
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A T—3 % E X
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 |P fragmentation attack on DNS
<https://ripe67.ripe.net/presentations/240-ipfragattack.pdf>

— #DICMP PacketTooBigZ L D [F TMTUAY /LY
S INE/N\YT JI*’E777 AVRSHE S

— RIPE MeetinglZE W TRIKAPoCOTEZEE

3~J
FI/ ~ OIGs

RIIZFEA
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IPOS A T—23> DR IIEE
— EDNSODUDPAyt—oH A XFINSERTE
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— DNSKEYLO—FZ&TESET/INSEERTE
e JP DNSH—/\—IZHE U\ T2011FIZEEF
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- B

— Zliéll Path MTU Discovery(PMTUD) BNihELIH &I

BIIE D57 AU RFEEAND X E
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2 ADDXRH (&)

o DNS1 IZH T B3R

— IEIZTUE LIGRREM 5T 5

« FIVIYLDEZIT LT

—~NSDFvy a1 FEEZTITKTH
 Google Public DNSH £

— DNS Cookies®&E A

« EDNSO(OPT RR) [Z&YUDNS/SNyhZHy¥—%1BM

 D. Eastlake K532006~2008F (218 E. RXRFC1t

— Domain Name System (DNS) Cookies
<http://tools.ietf.org/html/draft-eastlake-dnsext-cookies-03>

« IETF 88 dnsop WG iEH

FixkY

— “Donald Eastlake announced revival of DNS cookies”
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1. DNSOUDPAYt—IH A4 X[
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4000(4096) /NA R EDLKRETE-DMhELLNALY
— %4 HDNSYTIL U2 —H £
— P2 A T—avDER(BE—JST AV MEERE)
— IETFIZE TS, IPV6DIPIZT AT— 3V EIEDEE
o LML.S1I2/NAKIIRIRIZBEWVNTHFEYIZH /NSO
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« WEIEDNSO(RFC 6891) ZH(+AEthernetlZ& (T
B)—XFTIIEEIET—DODIEETHBIEEZD
— 1280/ kD 51410/ FE TS
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2. DNSIEFHZFELUDPTULNND AN ?

o UDPZ{FELViRITAREFIZEFTNSIFFHINT LS
— TCPIZZEBITLTWebiE MDD /I/\DFEMEILLLN?

o EMBELLT. AYIZTCPIZERITTEZADOMN?

— ﬁ?ﬁ-:xhd)lﬁﬁ_

o B2, JL—F-TLDHYH—/N\—0OXRBRELZF vy aDNSH—/N\—GE(C
BIFTBRT—ZE) T4 DEE

— LATo—DRE

« UDPDIHE KYLIERIZIEX
o TCPIZRITI ARICEREMNVEZTIZEIE(H)

— DOSHET ¢ D FELR
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