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The Kaminsky attack proceeds by asking a recursive DNS server
a series of questions, each with a different random prefix,
and then sending spoof packets to the server, containing
additional records with genuine owner names but invalid data.
For example:

Query:
Question <nonce>.com A

Spoof response:
Question <nonce>.com A

Authority: com NS ns.evil.com

The effect is to inject an invalid record into the cache.
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» Wikipedia# i&hfz : Chinese water torture é
<http://en.wikipedia.org/wiki/Chinese_water_torture>
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“Chinese water torture is a process in which water is slowly dripped onto a
person's forehead, allegedly driving the restrained victim insane.”
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That'’s It!
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